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What kind of malware is FORCE?

Our researchers discovered the FORCE ransomware-type program during a routine review of new submissions to

VirusTotal. It is part of the Phobos ransomware family.

On our test system, FORCE encrypted files and demanded payment for the decryption. The filenames of locked
files were appended with a unique ID assigned to the victim, the cyber criminals' email address, and a ".FORCE"
extension. For example, a file named "1.jpg" appeared as "1.jpg.id[9ECFA84E-3545].
[data199@mailum.com].FORCE".

After the encryption process was completed, identical ransom notes were created — a pop-up ("infe.hta") and a

text file ("info.txt"). These messages were dropped onto the desktop and into all encrypted directories.

Screenshot of files encrypted by FORCE ransomware:

1.Jpg.id[9ECFA 2.png.id[9EC... 3.exe.id[9EC... 4.xIsx.id[9EC...
84E-3545].[da

ta199@mailu

m. com] FORC . . ﬁ

5.pptx.id[9E... info.txt info.hta

Ransom note overview

FORCE's ransom notes state that the victim's files were encrypted and vulnerable data was stolen. Decryption will
require paying a ransom in Bitcoin cryptocurrency. If the victim does not meet these demands — the exfiltrated

information will be sold. Prior to paying, the victim can test decryption for free (within certain limitations).
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These messages warn against modifying the compromised files or using third-party recovery tools, as that may
render the data undecryptable. Additionally, the victim is alerted that seeking aid from third-parties will increase

their financial loss.

FORCE ransomware overview

This malicious program belongs to the Phobos ransomware family. Malware from this group does not render
infected machines inoperable since they do not encrypt critical system files. These programs lock both local and
network-shared files. They also end processes associated with open files (e.g., database programs, text file readers,

etc.), thus ensuring no encryption exemptions due to files being considered "in use".

Phobos programs follow an exclusion list that includes popular ransomware so as to avoid double encryption (i.e.,
files locked by listed software remain unaffected). One recovery option is eliminated by Phobos deleting the

Volume Shadow Capies.

This malware ensures persistence by copying itself to the %LLOCALAPPDATA% path and registering with
specific Run keys, as well as automatically starting upon each system reboot. The victim's geolocation data might
determine whether this ransomware goes through with an attack. To elaborate, devices located in economically

weak regions or ones in geopolitically-aligned countries could be excluded.

Based on our considerable experience researching ransomware infections, we can conclude that decryption is

usually impossible without the cyber criminals' interference.

Furthermore, despite meeting the ransom demands — victims often do not receive the promised decryption
keys/software. Therefore, we strongly advise against it since data recovery is not guaranteed, and paying also

supports this illegal activity.

While removing ransomware from the operating system will prevent it from encrypting more data — removal will

not restore already compromised files. The only solution is to recover them from a backup (if one is available).

The general advice for ensuring data safety is to keep backups in multiple different locations, such as remote

servers, unplugged storage devices, and others.

Ransomware examples

merely some examples. While the mode of operation for this malware is practically identical, there are two

significant differences. Ransomware can use different cryptographic algorithms (symmetric or asymmetric) to

encrypt data.

Ransoms can also vary drastically. The sums can range from three to eight digits in USD, depending on the
intended victims — home users vs. companies, organizations, institutions, or other large entities. Cyber criminals
often demand that the ransoms be paid using difficult-to-trace methods (primarily cryptocurrencies), as that

decreases the chances of prosecution and victims retrieving their funds.

How did ransomware infect my computer?
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Programs from the Phobos family typically infiltrate systems via vulnerable RDP (Remote Desktop Protocol)

services. These infections commonly involve brute-force and dictionary attacks. It is noteworthy that systems with

poor credential management are susceptible to these attacks. Phobos programs can also disable firewalls.

However, FORCE could infiltrate devices using other techniques, and the same is true of the methods used to

distribute this software.

Generally, cyber criminals use phishing and social engineering tactics to proliferate malware. Malicious software
is usually disguised as or bundled with ordinary programs/media. These files can be archives (ZIP, RAR, etc.),
executables (.exe, .run, etc.), documents (Microsoft Office, Microsoft OneNote, PDF, etc.), JavaScript, and so
forth.

The most widely utilized distribution techniques include: malicious attachments/links in spam (e.g., emails,
PMs/DMs, social media/ forum posts, etc.), online scams, drive-by (stealthy/deceptive) downloads, malvertising,

dubious download channels (e.g., freeware and free file-hosting websites, Peer-to-Peer sharing networks, etc.),

illegal software activation ("cracking") tools, and fake updates.

What is more, some malicious programs can self-proliferate via local networks and removable storage devices

(e.g., external hard drives, USB flash drives, etc.).

Threat Summary:

Name FORCE virus
Threat Type Ransomware, Crypto Virus, Files locker

Encrypted
Files .FORCE (files are also appended with a unique ID and the cyber criminals' email)

Extension

Ransom
Demanding info.hta, info.txt

Message

Free
Decryptor No

Available?

Cyber
Criminal Tox chat, datal99@mailum.com

Contact

Avast (Win32:Phobos-D [Ransom]), Combo Cleaner (Trojan.Ransom.PHU), ESET-
Detection NOD32 (A Variant Of Win32/Filecoder.Phobos.C), Kaspersky (HEUR:Trojan-
Names Ransom.Win32.Phobos.vho), Microsoft (Ransom:Win32/Phobos.PM), Full List Of
Detections (VirusTotal)
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Cannot open files stored on your computer, previously functional files now have a

different extension (for example, my.docx.locked). A ransom demand message is

Symptoms . . ;
displayed on your desktop. Cyber criminals demand payment of a ransom (usually in
bitcoins) to unlock your files.

Distribution . . .

Infected email attachments (macros), torrent websites, malicious ads.

methods
All files are encrypted and cannot be opened without paying a ransom. Additional

Damage password-stealing trojans and malware infections can be installed together with a
ransomware infection.

To eliminate possible malware infections, scan your computer with legitimate antivirus
software. Our security researchers recommend using Combo Cleaner.

Malware

Removal

(Windows)

Download Combo Cleaner

To use full-featured product, you have to purchase a license for Combo Cleaner. 7 days
free trial available. Combo Cleaner is owned and operated by RCS LT, the parent company
of PCRisk.com.

How to protect yourself from ransomware infections?

We highly recommend being careful while browsing, as fraudulent and dangerous online content usually appears
legitimate and harmless. Caution must be extended to incoming emails and other messages. Attachments or links

present in suspicious/irrelevant mail must not be opened, as they can be virulent.

Furthermore, all downloads must be performed from official and verified sources. Another recommendation is to
activate and update software using genuine functions/tools, as those obtained from third-parties can contain

malware.

We strongly advise having a reputable anti-virus installed and kept updated. Security programs must be used to
run regular system scans and to remove detected threats/issues. If your computer is already infected with FORCE,

we recommend running a scan with Combo Cleaner Antivirus for Windows to automatically eliminate this

ransomware.

Screenshot of FORCE ransomware's pop-up window ("'info.hta"):
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encrypted

n

Your files are encrypted.

AYour data has been compromised, important data has been stolen for the next sale in case of non-payment. But you have the opportunity to return everything.
Write to e-mail: datal99@mailum.com

‘Write this ID in the title of your message 9ECFABAE-3545

Or write us to the TOX messenger: FOB62A229F748C0211804208C4229133B1D395CCTA6C3IACEBFB0255D2E4484F03306DADFESACE

You can download TOX messenger here hitps:/ [ tox.chat/

Payment for decryption is accepted only in Bitcoin. After payment, I will provide you with the key and complete decryption instructions.

Free decryption as guarantee
Decryption guarantee: you can send to me any 2 files with SIMPLE extensions{jpg,txt,doc, not databases!) and low sizes{max 1 mb), i will decrypt them
and send back to you. This is my guarantee.
I don't want to deceive you, I want to earn money. You pay me and continue your work. My honest name Is more important than a one-time deception.

How to obtain Bitcoins
Contact me and I will give you instructions on how to purchase bitcoins.

Attention!
® Do not rename encrypted files,
® Do not try to decrypt your data using third party software, it may cause permanent data loss,
®  Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
®  The intermediary can also convince you that they can restore your data themselves without contacting us, this Is not true, any recovery takes place only
with my key.

Screenshot of FORCE's text file ("info.txt"):
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| info.txt

File Edit View

Your files are encrypted

Your data has been compromised, important data has been stolen for the next sale in case of non-
payment

But you have the opportunity to return everything

Write to e-mail:datal99@mailum.com

Write this ID in the title of your message: 9ECFAB4E-3545

TOX: FOBG2A229F748C0211804208C4229133B10395CC746C3ACBFE0255D2E4484F03306DABFE3ACE

Payment for decryption is accepted only in Bitcoin. After payment, I will provide you with the key
and complete decryption instructions.

Decryption guarantee:

you can send to me any 2 files with SIMPLE extensions(jpg,txt,doc, not databases!) and low sizes(max
1 mb},

i will decrypt them and send back to you. This is my guarantee. I don't want to deceive you, I want
to earn money.

You pay me and continue your work. My honest name is more important than a one-time deception.

How to obtain Bitcoins: contact me and I will give you instructions on how to purchase bitcoins.

Attention!

Do not rename encrypted files.

Do not try to decrypt your data using third party software, it may cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price (they add their
fee to our) or you can become a victim of a scam.

The intermediary can also convince you that they can restore your data themselves without contacting
us,

this is not true, any recovery takes place only with my key.

Ln 22, Col 61 100% Windows (CRLF)

Text presented in the pop-up and text file:

Your files are encrypted.

Your data has been compromised, important data has been stolen for the next sale in case of non-
payment. But you have the opportunity to return everything.

Write to e-mail: datal99@mailum.com

Write this ID in the title of your message -

Or write us to the TOX messenger:
F9B62A229F748C0211804208C4229133B1D395CC746C3ACBF80255D2E4484F03306 DA0OFE3ACB
You can download TOX messenger here hxxps://tox.chat/

Payment for decryption is accepted only in Bitcoin. After payment, I will provide you with the key and

complete decryption instructions.

Free decryption as guarantee

Decryption guarantee: you can send to me any 2 files with SIMPLE extensions(jpg,txt,doc, not
databases!) and low sizes(max 1 mb), i will decrypt them and send back to you. This is my guarantee.
I don't want to deceive you, I want to earn money. You pay me and continue your work. My honest

name is more important than a one-time deception.
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How to obtain Bitcoins

Contact me and I will give you instructions on how to purchase bitcoins.

Attention!

Do not rename encrypted files.

Do not try to decrypt your data using third party software, it may cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price (they add their fee to
our) or you can become a victim of a scam.

The intermediary can also convince you that they can restore your data themselves without contacting

us, this is not true, any recovery takes place only with my key.

Video showing how to remove FORCE ransomware using Combo Cleaner:

Ett fel intraffade.

Det gar inte att kora JavaScript.

FORCE ransomware removal:

Instant automatic malware removal:

Manual threat removal might be a lengthy and complicated process that requires advanced IT skills. Combo
Cleaner is a professional automatic malware removal tool that is recommended to get rid of malware. Download it

by clicking the button below:

DOWNLOAD Combo Cleaner

By downloading any software listed on this website you agree to our Privacy Policy and Terms of Use. To use

full-featured product, you have to purchase a license for Combo Cleaner. 7 days free trial available. Combo

Cleaner is owned and operated by RCS LT, the parent company of PCRisk.com.

Video suggesting what steps should be taken in case of a ransomware infection:
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Ett fel intraffade.

Det gar inte att kora JavaScript.

Quick menu:

¢ What is FORCE virus?

o STEP 1. Reporting ransomware to authorities.

e STEP 2. Isolating the infected device.

e STEP 3. Identifying the ransomware infection.

e STEP 4. Searching for ransomware decryption tools.

o STEP 5. Restoring files with data recovery tools.

e STEP 6. Creating data backups.

Reporting ransomware to authorities:

If you are a victim of a ransomware attack we recommend reporting this incident to authorities. By providing
information to law enforcement agencies you will help track cybercrime and potentially assist in the prosecution
of the attackers. Here's a list of authorities where you should report a ransomware attack. For the complete list of

local cybersecurity centers and information on why you should report ransomware attacks, read this article.

List of local authorities where ransomware attacks should be reported (choose one depending on your residence
address):

Isolating the infected device:

Some ransomware-type infections are designed to encrypt files within external storage devices, infect them, and
even spread throughout the entire local network. For this reason, it is very important to isolate the infected device

(computer) as soon as possible.
Step 1: Disconnect from the internet.

The easiest way to disconnect a computer from the internet is to unplug the Ethernet cable from the motherboard,
however, some devices are connected via a wireless network and for some users (especially those who are not
particularly tech-savvy), disconnecting cables may seem troublesome. Therefore, you can also disconnect the

system manually via Control Panel:

Navigate to the "Control Panel", click the search bar in the upper-right corner of the screen, enter "Network and

Sharing Center" and select search result:

Page 8 of 31


https://www.pcrisk.com/reporting-ransomware-to-authorities

https://www.pcrisk.com /removal-guides/29391-force-ransomware

[EH Network and Sharing Center - Control Panel - O X

« ~ 4 [EH » Control Panel » v O  Network and Sharing Center X

AL Network and Sharing Center

&

°Search Windows Help a ppert for "Network and Sharing Center”

Click the "Change adapter settings" option in the upper-left corner of the window:

& Netwerk and Sharing Center — o X
« v 4 A » Control Panel » All Control Panel ltems > Metwork and Sharing Center v U Search Control Panel Fo
View your basic network information and set up connections
Control Panel Home
Change adapter settings View your active networks
You are currently not connected to any networks.
Change adv aring
sabingy Change your networking settings
G Setup a new connection or network
-
Set up a broadband, dial-up, or VPN connection; or set up a router ar access point.
E: Traubleshoot problems
Diagnosze and repair network problems, or get troubleshooting information.
see also
HomeGroup
Infrared
Internet Options
Windows Firewall

Right-click on each connection point and select "Disable". Once disabled, the system will no longer be connected

to the internet. To re-enable the connection points, simply right-click again and select "Enable".
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& Metwork Connections = m]

4 & > Control Panel » Metwork and Internet » Metwork Connections v U Search Metwork Connections

Organize - Disable this network device Diagnose this connection Rename this connection = w- - [N

Eﬁ Ethernet !"’ Ethernet 2 ‘:- HMAVPN
F MNetwork * . Metwork cable unplugged o= m Disconnected

Intel(R) PRO/1000 MT Network €. % @ Tap.wWindawe Adantar \a & WAN Miniport (PPTP)
%> Disable

Status
Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

ed <@

Properties

3items  1item selected

=

o
@

Step 2: Unplug all storage devices.

As mentioned above, ransomware might encrypt data and infiltrate all storage devices that are connected to the

computer. For this reason, all external storage devices (flash drives, portable hard drives, etc.) should be

disconnected immediately, however, we strongly advise you to eject each device before disconnecting to prevent

data corruption:
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Navigate to "My Computer", right-click on each connected device, and select "Eject":

. *
Computer

4 B 3 This PC

o Quick access
m Desktop
4 Downloads
i Documents
= Pictures
& Music
H Videos

& OneDrive

= This PC

) Network

Q) Catch!

Witw

, W W W

1 items 1 item selected

This PC

~ Folders (6)

- Desktop

Jj Music

~ Dewices and drives (5)

Lo<al Disk (C)

W 205 G8 free of 63.2 GB

BD-ROM Drive (F}

'c Documents

v Pictures
| =

~ L DVD Drive {
@ 0 bytes free
COFS

BD-ROM Du

—

N

Open

Open in new window
Pim to Quick access
Share with

Burn to disc

7-Zip

CRE SHA

Pim to Start

Show in Finder
Select disk image
Share on

Format...

Eject

Copy

Create shortout

Propérties

v O Search This PC

‘ Downloads

E Videos

rive (E) COROM
s free of 1,18 MB

n

Step 3: Log-out of cloud storage accounts.

Some ransomware-type might be able to hijack software that handles data stored within "the Cloud". Therefore,

the data could be corrupted/encrypted. For this reason, you should log-out of all cloud storage accounts within

browsers and other related software. You should also consider temporarily uninstalling the cloud-management

software until the infection is completely removed.

Identify the ransomware infection:

To properly handle an infection, one must first identify it. Some ransomware infections use ransom-demand

messages as an introduction (see the WALDO ransomware text file below).
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| READ_ME.txt - Notepad - O X

Oops! '

Your computer has been infected by the Waldo Ransomware.

Your files have been encrypted to hex codes by AES and RSA algorithms.

The file extensions haven't changed, but the contents are encrypted.

They won't be recovered easily, but there is clearly a way to get them back.

File Edit Format View Help

[WALDO RANSOMWARE]

Contact me by email :
iamwaldo@tutamail.com

Your personal code :
5f149949b95d202c62c9e3cB8cB6T4d59¢5dda8dab603dedc5e404785F02572ac47ba92d1bs4fde
2b3a9234a8dabb4a87f@al2fcd7cfaldfe7fbSb5610dba73c3dd0720b7683c2cd31396db55eff7f
8f5¢e55076e277a665bb578dffob00c62e56b222¢F5562a2992¢2969d1951974e4e7147ce3698d
ce38b4ab926F388af7993

You can't get your files back if you lose your personal code.
Good Luck!

Unix (LF) Ln 18, Col 1 100%

This, however, is rare. In most cases, ransomware infections deliver more direct messages simply stating that data
is encrypted and that victims must pay some sort of ransom. Note that ransomware-type infections typically
generate messages with different file names (for example, "_readme.txt", "READ-ME.txt",
"DECRYPTION_INSTRUCTIONS.txt", "DECRYPT_FILES.html", etc.). Therefore, using the name of a
ransom message may seem like a good way to identify the infection. The problem is that most of these names are
generic and some infections use the same names, even though the delivered messages are different and the
infections themselves are unrelated. Therefore, using the message filename alone can be ineffective and even lead
to permanent data loss (for example, by attempting to decrypt data using tools designed for different ransomware
infections, users are likely to end up permanently damaging files and decryption will no longer be possible even

with the correct tool).

Another way to identify a ransomware infection is to check the file extension, which is appended to each
encrypted file. Ransomware infections are often named by the extensions they append (see files encrypted by

Qewe ransomware below).
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= M = | Pictures — O X
“ Home Share View v @
“ ~» 4 = » This PC > Pictures v QO  Search Pictures R

# Quick access
m Desktop
4 Downloads

= Documents
1.jpg.qewe 2.jpeg.qewe 3jpg.qewe 4.jpg.qewe

% % %N

& Pictures
b Music
B Videos

@ OneDrive
W This PC 3jpg.qewe 6.jpg.qewe
¥ Network

&) Catch!

M |

6 items

This method is only effective, however, when the appended extension is unique - many ransomware infections

append a generic extension (for example, ".encrypted", ".enc", ".crypted"”, ".locked", etc.). In these cases,

identifying ransomware by its appended extension becomes impossible.

One of the easiest and quickest ways to identify a ransomware infection is to use the ID Ransomware website.

This service supports most existing ransomware infections. Victims simply upload a ransom message and/or one

encrypted file (we advise you to upload both if possible).
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. - =
8 10 Ransomware b4 -+ 2

« » O & id-ransomware.mahwarehunterteam.com/index php (o - 4 e

ID Ransomware

=W =1 Upload aransom note and/or sample encrypted file to identify the ransomware that has encrypted
ﬂ your data.

Krowing is half the bartle!
Gl jot

ki Ransom Note @ & Sample Encrypted File @

The file that displays the ransom and payment A file which has been encrypted, and cannot be opened.

information,
Chaosa Fls 1. )pg qewe

Chooss File _readme i

m ‘ 2 Addresses

Optionally, you may enter any email addresses or
hyperlinks the ransomware gives you for contact (if there
i5 MO ransom note).

Which ransomwares are detected?

The ransomware will be identified within seconds and you will be provided with various details, such as the name

of the malware family to which the infection belongs, whether it is decryptable, and so on.

Example 1 (Qewe [Stop/Djvu] ransomware):
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ﬁ 13} Ransommware » +

= a *
« 2 C @ wransomwaremabwarehunterteam.com/identify.php?case=0722121188f6{d880bedididdcB5TEE0004¢6T 7

N 1D Ransomware

Upload a ransom note and/for sample encrypted file to identify the ransomware that has encrypted
your data.

g is half the batle!

Gl joe -
B
1 Result
TOP (DJVU:I Gat Past Antivinus?
A This ransomware may be decryptable under certain Emsisoft Anti-Malware
circumstances.

Please refer to the appropriate guide for more information.

* raniomnote_emalk hel,
+ sample_satension: _qee
« sample bytes: (G195 « @uif(2]

TR M0 5 I I I DA I4NT A I ID S S PO N T 208 24 F DA 2 20 D0 S D HER 201 DA T BaSSLEIETD

atarestoreifirenail oo

Click here for more infarmatien about STOP (Djvu)

v LA LE TR, A gt

Example 2 (.iso [Phobos] ransomware):
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& 1D Ransormware ® &=

€< —» ' @ id-ransomware.malwarehunterteam.comyidentify.php?case=313d30808caectc2b81ccb61ad532365b2cdbdbs a % 8

N ID Ransomware

Upload a ransom note and/or sample encrypted file to identify the ransomware that has encrypted
your data,

Knowing is half the bagtle!

1 Result

Phobos

Emsisoft Anti-Malware

* rantomnote emall backup. isodsol  con m
—

Click here for mare information about Phobos —

© This ransomware has no known way of decrypting data at this
time.

It is recommended to backup your encrypted files, and hope for a
solution in the future.

B Would you like 1o be notified if thne B M developinent regarding this ransomware? Click here

Copyright 2050 MabwareHunterTeam. All rights resensed. App vl 913, Updabed O 2Tr2020

If your data happens to be encrypted by ransomware that is not supported by ID Ransomware, you can always try
searching the internet by using certain keywords (for example, a ransom message title, file extension, provided

contact emails, crypto wallet addresses, etc.).

Search for ransomware decryption tools:

Encryption algorithms used by most ransomware-type infections are extremely sophisticated and, if the encryption
is performed properly, only the developer is capable of restoring data. This is because decryption requires a
specific key, which is generated during the encryption. Restoring data without the key is impossible. In most
cases, cybercriminals store keys on a remote server, rather than using the infected machine as a host. Dharma
(CrySis), Phobos, and other families of high-end ransomware infections are virtually flawless, and thus restoring
data encrypted without the developers' involvement is simply impossible. Despite this, there are dozens of
ransomware-type infections that are poorly developed and contain a number of flaws (for example, the use of
identical encryption/decryption keys for each victim, keys stored locally, etc.). Therefore, always check for

available decryption tools for any ransomware that infiltrates your computer.

Finding the correct decryption tool on the internet can be very frustrating. For this reason, we recommend that you

use the No More Ransom Project and this is where identifying the ransomware infection is useful. The No More

Ransom Project website contains a "Decryption Tools" section with a search bar. Enter the name of the identified

ransomware, and all available decryptors (if there are any) will be listed.
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8 Virus and matware removal insis % @) Decryption Toals | The No Mare % =

& c i nomoraransom.ong/en/decryplion-tools. html = 1 L

5 Home Crypto Sheriff Ransomware: Q8&A
Lo

a MORE RANSOM Prevention Advice Decryption Tools Reporta Crime

.
Dec r\f ptl on IMPORTANT! Before downloading and starting the solution,
TOO I S read the how-to guide. Make sure you remove the malware
from your system first, otherwise it will repeatedly lock your
system or encrypt files. Any reliable antivirus solution can do

this for you.

Restore files with data recovery tools:

Depending on the situation (quality of ransomware infection, type of encryption algorithm used, etc.), restoring

data with certain third-party tools might be possible. Therefore, we advise you to use the Recuva tool developed

by _CCleaner. This tool supports over a thousand data types (graphics, video, audio, documents, etc.) and it is very

intuitive (little knowledge is necessary to recover data). In addition, the recovery feature is completely free.
Step 1: Perform a scan.

Run the Recuva application and follow the wizard. You will be prompted with several windows allowing you to
choose what file types to look for, which locations should be scanned, etc. All you need to do is select the options
you're looking for and start the scan. We advise you to enable the "Deep Scan" before starting, otherwise, the

application's scanning capabilities will be restricted.
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Recuva Wizard X

Thank you, Recuva is now ready to
search for your files

After the search is complete you will see a list of the files
Recuva has found. Simply check the files you would like to
recover and click the Recover button.

Check this box if previous scans have failed to find your files,
Note that this may take over an hour on a large drive.

[ ] Enable Deep Scan

’Click Start to begin the search.

< Back Start Cancel

Wait for Recuva to complete the scan. The scanning duration depends on the volume of files (both in quantity and
size) that you are scanning (for example, several hundred gigabytes could take over an hour to scan). Therefore,
be patient during the scanning process. We also advise against modifying or deleting existing files, since this

might interfere with the scan. If you add additional data (for example, downloading files/content) while scanning,

this will prolong the process:
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&% Scan = X

Scanning 1 of 4 drives

Stage 1 of 3: Scanning drive for deleted files
Current progress: 1%, 91506 file(s) found

Estimated time left: 20 minutes

Cancel

Step 2: Recover data.

Once the process is complete, select the folders/files you wish to restore and simply click "Recover". Note that

some free space on your storage drive is necessary to restore data:

&4 Recuva = O X

v1,53.1087 (64-bit)
R S
~ Intel Core i5-7600 CPU @ 3.50GHz, 8.0GB RAM, Parallels Display Adapter (WDDM)

Select the files you want to Dy ticking the boxes and then pressing Recover. e T rancedlnae
For the best results, restore es to a different drive.

Filename Path Last M... Size State Comment &
® KBDSL.DLL CANMount\Windows\Wi... 12/7/20... 8 KB Excelle.. No overwritten clusters detecte

® KBDRUM.DLL CAMMount\Windows\Wi... 12/7/20.. 9 KB Excelle.. No overwritten clusters detecte

@ KBDTAJIK.DLL CANMount\Windows\Wi... 12/7/20.. 7 KB Excelle.. No overwritten clusters detecte

@ KBDTAMS99.D... C\"'\Mount\Windows\Wi... 12/7/20.. 7 KB Excelle.. No overwritten clusters detecte

® KBDTH3.DLL CAMMount\Windows\Wi... 12/7/20... 7 KB Excelle.. No overwritten clusters detecte

® KBDTIFI.DLL  CAM\Mount\Windows\Wi.. 12/7/20.. 8 KB Excelle.. No overwritten clusters detecte

@ KBDTIFI2Z.DLL CAM\Mount\Windows\Wi... 12/7/20.. 8 KB Excelle.. No overwritten clusters detecte

@ KBDTIPRC.DLL CAP\Mount\Windows\Wi... 12/7/20.. 8 KB Excelle.. No overwritten clusters detecte

@ WindowsUpd... C\Windows\Logs\Windo... 8/12/20.. 136 .. Excelle.. No overwritten clusters detecte

# KBDRU.DLL CANMount\Windows\Wi... 12/7/20.. 7 KB Excelle.. No overwritten clusters detecte

# KBDROST.DLL CAMMount\Windows\Wi... 12/7/20.. 9 KB Excelle.. No overwritten clusters detecte

@ storqosflt.sys... C\?\Mount\Windows\Wi.. 12/7/20.. 9 KB Excelle.. No overwritten clusters d
@ kbdnecatdll CAMMount\Windows\Wi... 12/7/20.. 10 KB Excelle.. No overwritten cluste

e

" RERERRRERRRNRRE

[\\.\HarddiskVolume3] Unable to determine file system type. Found 10,856 file(s) in 2 minutes 0 second. Recover...
Online Help Check for updates...
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Create data backups:

Proper file management and creating backups is essential for data security. Therefore, always be very careful and
think ahead.

Partition management: We recommend that you store your data in multiple partitions and avoid storing
important files within the partition that contains the entire operating system. If you fall into a situation whereby
you cannot boot the system and are forced to format the disk on which the operating system is installed (in most
cases, this is where malware infections hide), you will lose all data stored within that drive. This is the advantage
of having multiple partitions: if you have the entire storage device assigned to a single partition, you will be
forced to delete everything, however, creating multiple partitions and allocating the data properly allows you to
prevent such problems. You can easily format a single partition without affecting the others - therefore, one will be
cleaned and the others will remain untouched, and your data will be saved. Managing partitions is quite simple

and you can find all the necessary information on Microsoft's documentation web page.

Data backups: One of the most reliable backup methods is to use an external storage device and keep it
unplugged. Copy your data to an external hard drive, flash (thumb) drive, SSD, HDD, or any other storage device,
unplug it and store it in a dry place away from the sun and extreme temperatures. This method is, however, quite
inefficient, since data backups and updates need to be made regularly. You can also use a cloud service or remote
server. Here, an internet connection is required and there is always the chance of a security breach, although it's a

really rare occasion.

We recommend using Microsoft OneDrive for backing up your files. OneDrive lets you store your personal files

and data in the cloud, sync files across computers and mobile devices, allowing you to access and edit your files
from all of your Windows devices. OneDrive lets you save, share and preview files, access download history,

move, delete, and rename files, as well as create new folders, and much more.

You can back up your most important folders and files on your PC (your Desktop, Documents, and Pictures
folders). Some of OneDrive’s more notable features include file versioning, which keeps older versions of files for
up to 30 days. OneDrive features a recycling bin in which all of your deleted files are stored for a limited time.

Deleted files are not counted as part of the user’s allocation.

The service is built using HTMLS5 technologies and allows you to upload files up to 300 MB via drag and drop

into the web browser or up to 10 GB via the OneDrive desktop application. With OneDrive, you can download

entire folders as a single ZIP file with up to 10,000 files, although it can’t exceed 15 GB per single download.

OneDrive comes with 5 GB of free storage out of the box, with an additional 100 GB, 1 TB, and 6 TB storage
options available for a subscription-based fee. You can get one of these storage plans by either purchasing

additional storage separately or with Office 365 subscription.
Creating a data backup:

The backup process is the same for all file types and folders. Here’s how you can back up your files using

Microsoft OneDrive

Step 1: Choose the files/folders you want to backup.
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! 2:04 PM
A [
> = o 1/6/2021 E

Click the OneDrive cloud icon to open the OneDrive menu. While in this menu, you can customize your file

backup settings.
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@ OneDrive is up to date

\/ You're all set

All files are in sync

Open your OneDrive folder
Settings

View onli

Unlock Personal Vault
Pause syncing

Upgrade

Get help

Send feedback

o) (RS . WU |
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L1105 unewrive

[ \'% 203

Open folder Go premium Help & Settings

1/6/2021

A G g

Click Help & Settings and then select Settings from the drop-down menu.
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@ Microsoft OneDrive

Settings Account Backup Network Office About

Important PC Folders

Back up my files in the Desktop, Documents, and M back
Pictures folders to OneDrive, so they're protected arEge Dacki

and available on other devices. ‘

Photos and videos

|:|;ﬂuu_ltt::matic:anlh,r save photos and videos to OneDrive whenever I connect a
camera, phone, or other device to my PC

Screenshots

[ ] Automatically save screenshots I capture to OneDrive

Go to the Backup tab and click Manage backup.
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& Microsoft OneDrive

Manage folder backup

These folders are syncing in OneDrive. New and existing files will be added to OneDrive,
backed up, and available on your other devices, even if you lose this PC.

]
Desktop Documents Pictures
2 KB 2 KB 6 KB

Space left in OneDrive after selection: 4.5 GB

Where are my files.Ink in the Desktop folder has the same name as a file already in OneDrive.
We'll add "-Copy' to the end of the name, and both items will be available in OneDrive.

Start backup

In this menu, you can choose to backup the Desktop and all of the files on it, and Decuments and Pictures

folders, again, with all of the files in them. Click Start backup.

Now, when you add a file or folder in the Desktop and Documents and Pictures folders, they will be automatically

backed up on OneDrive.

To add folders and files, not in the locations shown above, you have to add them manually.
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Open File Explorer and navigate to the location of the folder/file you want to backup. Select the item, right-
click it, and click Copy.
- + | OneDiive = o =
e o e P
= = 4 s 3 OneDrive » v O
Name Status Date modified Type Size
o Quick sccess
[ ¢ s
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s . “ Documents o
- — Downloads ]
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& OneDrive View >
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& Documents Group by b
Downlcads Refresh
&= Pictures Customize this folder..
= This PC Pazte
Past it
W Network Undo Copy sz
Cpen Powerihell window here
& View onling
Manage OneDrive backup
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Abways koeep on this device
Free up space
Give acoess 10 >
Mew
Properties
T items =

Then, navigate to OneDrive, right-click anywhere in the window and click Paste. Alternatively, you can just

drag and drop a file into OneDrive. OneDrive will automatically create a backup of the folder/file.
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All of the files added to the OneDrive folder are backed up in the cloud automatically. The green circle with the
checkmark in it indicates that the file is available both locally and on OneDrive and that the file version is the

same on both. The blue cloud icon indicates that the file has not been synced and is available only on OneDrive.

The sync icon indicates that the file is currently syncing.
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@ OneDrive is up to date

\/ You're all set

All files are in sync

Open your OneDrive folder
Settings

View online

Unlock Pers“ault
Pause syncing

Upgrade

Get help

Send feedback
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Close OneDrive

3 \ 008

Open folder Go premium Help & Settings

2:34 PM
1/6/2021

To access files only located on OneDrive online, go to the Help & Settings drop-down menu and select View

A & Q)

online.

=2 0O @ G httpsyfonedrivelive.com/id=rootBicid=398BBB1FSBECESF4 - S -

OneDrive

5 ] &
Blog User t New T Upload |¥ Sart B ‘

Settings *

53 My files

D Recent OneDrive settings
My files Options

add

Fal  Photos

g Shared English [United States)

@ Recycle bin "
2 1 &

Step 2: Restore corrupted files.

OneDrive makes sure that the files stay in sync, so the version of the file on the computer is the same version on
the cloud. However, if ransomware has encrypted your files, you can take advantage of OneDrive’s Version

history feature that will allow you to restore the file versions prior to encryption.
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Microsoft 365 has a ransomware detection feature that notifies you when your OneDrive files have been attacked
and guide you through the process of restoring your files. It must be noted, however, that if you don’t have a paid

Microsoft 365 subscription, you only get one detection and file recovery for free.

If your OneDrive files get deleted, corrupted, or infected by malware, you can restore your entire OneDrive to a

previous state. Here’s how you can restore your entire OneDrive:

& OneDrive X |

[ S https:/fonedrivelive.com/7v=managestarage = @3 2

2 Search everything

Options

Manage storage
Manage Storage
Plans and upgrades

Office File Formats
Storage Summary

Personal Vault

Photos Total used

Togging p—

Nedifications Empty recycle bin | What's taking up space? 540 MB used of 5 GB

Davice backugi

Restore your OneDrive Your cutrent plan[:}

Search

Free 5GB Upgrade
Your additional storage Redesm OneDrive Code
Referral Bonus (0% achieved) 0GB Earn mare

1. If you're signed in with a personal account, click the Settings cog at the top of the page. Then, click Options

and select Restore your OneDrive.

If you're signed in with a work or school account, click the Settings cog at the top of the page. Then, click

Restore your OneDrive.

2. On the Restore your OneDrive page, select a date from the drop-down list. Note that if you're restoring your

files after automatic ransomware detection, a restore date will be selected for you.

3. After configuring all of the file restoration options, click Restore to undo all the activities you selected.
The best way to avoid damage from ransomware infections is to maintain regular up-to-date backups.
Frequently Asked Questions (FAQ)

How was my computer hacked and how did hackers encrypt my files?

FORCE is part of the Phobos ransomware family. These programs often infiltrate systems via vulnerable RDP

services and rely on brute-force and dictionary attacks. Other infiltration/proliferation techniques are possible.
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Malware is most commonly spread via drive-by downloads, untrustworthy download sources (e.g., freeware and
third-party sites, Peer-to-Peer sharing networks, etc.), illegal program activation tools ("cracks"), fake updaters,

spam mail, online scams, and malvertising.
How to open ".FORCE" files?
Encrypted files cannot be opened/used unless they are decrypted.

Where should I look for free decryption tools for FORCE ransomware?

If you have experienced a ransomware infection, we recommend checking out the No More Ransom project

website (more information above).

I can pay you a lot of money, can you decrypt files for me?

We do not provide decryption services. In fact, aside from cases involving deeply flawed ransomware, decryption
is usually impossible without the attackers' interference. Hence, third-parties offering paid decryption are often

scams or aim to act as middlemen between victims and criminals.
Will Combo Cleaner help me remove FORCE ransomware?

Yes, Combo Cleaner can scan systems and eliminate active ransomware infections. It must be mentioned that
while using an anti-virus program is the first step in ransomware recovery — security software is incapable of

decrypting files.

Source: https://www.pcrisk.com/removal-guides/29391-force-ransomware
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