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&2 Tool: SilentCMD

Names

Category

Type

Description

Information

SilentCMD

Malware

Remote command

(Yoroi) SilentCMD executes a batch file without opening the command prompt window. If
required, the console output can be redirected to a log file.
The SilentCMD utility is used to execute the commands pushed from the C2, and all of them

will be executed without showing anything to the user.

<https://yoroi.company/research/transparent-tribe-four-years-later/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool SilentCMD

Changed

Name Country Observed

APT groups

Transparent Tribe, APT 36 2013-Mar 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=733285b5-5af0-4797-8447-47eee7bc1d85
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