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Introducing Her Royal Highness, the Princess Locker Ransomware

By Lawrence Abrams
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Today we bring you Princess Locker; the ransomware only royalty could love. First discovered by SenseCy on darkweb

forums and later by Michael Gillespie through his ID-Ransomware platform, Princess Locker encrypts a victim's data and
then demands a hefty ransom amount of 3 bitcoins, or approximately $1,800 USD, to purchase a decryptor. If payment is not

made in the specified timeframe, then the ransom payment doubles to 6 bitcoins

Not much is known about Princess Locker other than having seen a few encrypted files and ransom notes uploaded to ID-
Ransomware. From what has been gather gathered, when a person is infected, the ransomware will encrypt the victim's files
and then append a random extension to encrypted files and a unique ID is created for the victim. This ID, extension, and

encryption is then most likely sent up to the ransomware's Command & Control server.

Ransom notes are also created and displayed, which are named !|_HOW_TO_RESTORE_[extension]. TXT
and !_ HOW_TO_RESTORE_[extension].html.
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https://twitter.com/SenseCyBlog/status/778866702410915840
https://twitter.com/demonslay335
https://twitter.com/demonslay335
https://id-ransomware.malwarehunterteam.com/
https://id-ransomware.malwarehunterteam.com/
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Your files are encrypted!

Your ID: 1fzd22rbcdef

You can unlock .1cbhul files using these instructions:

1) Read decrypting instructions on our website:

http://6s2a2qgabsdozdsit.torstorm.org/
http://6s2a2gabsdozdsit.onion nu/
http://6s2a?qabsdozdsii.omon cab/
http://6s2a?qabsdoz4sit.onion link/
hitp://6s2a2qabsdoz4sit.onion to/

2) If you can't access these websites from your browser, you have to download TOR browser:

hitps://www torproject.org/projects/torbrowser html

3) Follow this link via Tor Browser:

http://6s2a2qabsdozdsit.onion

#100% | v

These ransom notes contain the victim's ID and links to the TOR payment sites where a victim can login to see payment

information.
The Princess Locker Payment Site

The Princess Locker payment site is your standard ransomware site with no special features. When victim's access the
Princess Locker payment site they will be greeted with a page asking them to select a language that looks almost identical to

Cerber's language selection page.
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Language Selection Screen

They will then be presented with a login prompt where they need to enter the victim ID provided in the ransom note. Once
logged in they will see the main payment site, which contains information such as the ransom amount, the bitcoin address to

send payment to, and the answers to common questions.

[=T= ks

[T —
 rinctoc »

S @ € G ormpmsmmmen vy |[D. seow »

1D et e
Extension:

AHome ©Info @Free decrypt | LLogout

Your files are encrypted!

It means that your fles have been transformed on a structural level and became Inaccessible. In order to be able to access them again :
you have to transform them back to the original state. This can be done only with the help of special software - «Princess Decryptor»
‘which can be purchased only on this website. Each copy of «Princess Decryptor» works individually for each pair ID + Extension
Therefore, you have to purchase your own one as any other user whose files have aiso been encrypted.

We accept only @) bitegin
The special price for your copy is: B3.0000
After counter expires the price is: B6.0000

‘What to do next?

1. Create a Bitcoin Wallet, for example: Blockchain.info

2. Buy necessary amount of Bitcoins

3. Send B3.0000 to the following Bitcoin address:

4. Wait until the transaction is confirmed and we authorize your payment

5. Download «Princess Decryptor» and recover your files

Where to buy Bitcoins?

Basically anywhere. Search

Here are a few websites of our choice where you can convert fiat currency to Bitcoin

bitcoin.com Englsh. | be: changeio Englsh.
colnworkdide. Intemational catalog of Bitcoin exchanges o European Bitcoin rading plaorm. Acceps bank
Dutcpmaiowds con Mutilanguage i transfers and bank cards
Many merchanls and marketplaces who sell Another good aggregator that constantly monitors
bitiybot.co bitcoins for d sortedin o e the best ates for popular exchanges. Select the.
a comvenient way. Gesired direction on the left column.
“This senvice allows you o search for people who The fast and easy service. Payment methods
localbitcoins.com sellbitcoins directy (WU, Cash, SEPA, Paypal, coincafe com Westem Union, Bank of America, cash through
etc) FedEx, Moneygram, andior wire fransfer
comatrradarcom | BUY bitcoins with cash offine via ATM machine. List o ‘Simple way to buy Bitcoin with bank transfer. UK,
Gl 3 counties. Lt stralia.
- “ , Fast stiaight forward service. Acceps al popular
v Noimits coinmama.co plelieiniis |
e Bilcoin exchange & wallet. 160+ couriries and 30+
d s s00n s they see the payment. UK preferably. pported. AlLin-one choice.
Allows to buy bicoins with a 3D secure credit or Bitcoin exchange & walel. Purchase bilcoins
coinhouseiio debit card, or with Neosur prepaid cards. xapo.com directy from the company and send to any existing
EnglishiFrench. address. Allin-one choice.

Princess Locker Payment Site

Page 4 of 6



https://www.bleepingcom puter.com /news/security/introducing-her-royal-highness-the-princess-locker-ransomware/

The payment site also provides the ability to decrypt 1 file free. Unfortunately, since we do not have a sample of the

ransomware, and I didn't want to waste a victim's free decryption, I do not know if this feature works or not.
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Recover 1 file for free

‘You can make sure that our software is really able to recover your files by uploading one for free automated decryption. Select the file
and submit it. The recovered result will be placed into a .zip archive with no password and become available for download on this page

1 T B R

Maximum file size 1 MB

Browse Upload

Free File Decryption

The one item that is missing from the payment site is a support page that victim's can use to contact the malware developers.

If this ransomware goes into wider distribution, I would not be surprised to see one added.

We are still actively looking for a sample of this ransomware, so if one is encountered, please upload it here.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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