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Exclusive Threat Research: Mars (Stealer) Attacks!
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The Morphisec Labs team has conducted research on the new Mars infostealer. Mars is based on the older Oski
Stealer and was first discovered in June 2021. The new Mars is available for sale on several underground forums
and is reported to be under constant development. The Mars Stealer pilfers user credentials stored in various
browsers, as well as many different cryptocurrency wallets. Mars Stealer is being distributed via social
engineering techniques, malspam campaigns, malicious software cracks, and keygens. (For more about

infostealers, read Morphisec’s coverage of the Jupyter infostealer.)
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Mars Stealer — HaTMBHbINA, HEPE3WABHTHBLIMA CTUANED C BYHKUWMOHANOM noagepa 1 rpabepa

MarsTeam Halu codT paspaBaTbiBanca ¢ yueToM NoxkenaHni Atoder, paboTaroLmx No KpUnTe, No3Tomy B Mars Bbl MOXETE HalTH BCE HEOBXOAMMOe ANR PaBaThl C KPUNTOM W He

RAID-maccrs TOMBKO.
p 22.05.2021 BHUMAHWE! Mbl HE PABOTAEM MO CHT W BAM HE COBETYEM!
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34 Mars Hanuecad Ha ASM/C WinAPI, secut Bcero 95kb (ynakosanHbli B UPX 40kb), ncnonbsyeT TeXHWKY ANA CKPBITUA 3anpocos K WInAPI, wwrdpyeT ncnonbsyemble
CTPOKM, COBMPaET BECh IOT B NAMSATH, & Tak Xe NOAIEPKMBAET 3alVILEHHOE SSL-CORAVHEHNE C KOMaHAHbIM CEPBEPOM.
He ucnonb3ytoTea crt, std

Benoz 0.009 B
4

BaeMblX

Cnncok noaaepxy
Internet Explorer, Microsoft Edge
Google Chrome, Chromium, Microsoft Edge (Chromium version), Kometa, Amigo, Torch, Orbitum, Comodo Dragon, Nichrome, Maxthon5, Maxthon6, Sputnik Browser,
Epic Privacy Browser, Vivaldi, CocCoc, Uran Browser, QIP Surf, Cent Browser, Elements Browser, TorBro Browser, CryptoTab Browser, Brave Browser.

Opera Stable, Opera GX, Opera Neon.

Firefox, SlimBrowser, PaleMoon, Waterfox, Cyberfox, BlackHawk, IceCat, KMeleon, Thunderbird.

CoBUpaeT Naponl, Kykw, CC, AETO3aNONHEHNE, NCTOPUKD MOCELLEHWI CaITOE, MCTOPUKD CKAUWBAHKA HaHANoB
MoanepxwBaroTca BCce NocieaHre o6HOBNeHUA Bpay3epos, ekatouas Chrome vB0.

BaxHbiM QYHKUMOHANOM, BEIAEAAIOWLMM HAC Ha QOHE KOHKYPEHTOE ABETCA COOP NAarMHOE Bpay3epOoB C YNOPOM Ha NAarMHbl-KpUNTOKOWe bk M 2FA-NAarvHb!.

Cnucok nojaepxmeaeMbix KPUNTO-NAErMHOB!
TronLink, MetaMask, Binance Chain Wallet, Yoroi, Nifty Wallet, Math Wallet, Coinbase Wallet, Guarda, EQUAL Wallet, Jaxx Liberty, BitAppWallet, iWallet, Wombat, MEW
CX, Guild Wallet, Saturn Wallet, Ronin Wallet, NeoLine, Clover Wallet, Liquality Wallet, Terra Station, Keplr, Sollet, Auro Wallet, Polymesh Wallet, ICONex, Nabox Wallet,
KHC, Temple, TezBox, Cyano Wallet, Byone, OneKey, Leaf Wallet, DAppPlay, BitClip, Steem Keychain, Nash Extension, Hycon Lite Client, ZilPay, Coin98 Wallet.

Cnucok 2FA-naaruHoe:

Authenticator, Authy, EOS Authenticator, GAuth Authenticator, Trezor Password Manager.

Figure 1: Mars stealer post on hacking forums.

Not long after the Mars Stealer’s release, a cracked version was released with an instruction document. This guide
has some flaws. One flaw instructs users to set up full access (777) to the whole project, including the victims’

logs directory.
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Figure 2: Cracked Mars Stealer instruction guide.

Whoever released the cracked Mars Stealer without official support has led threat actors to improperly configure

their environment, exposing critical assets to the world.

Infostealers Ecosystem

As Sophos explains, information stealers are used for a wide variety of identity theft. They enable attackers to
harvest personally identifiable information (PII), including login data such as stored credentials and browser

cookies that control access to web-based services. These credentials are then sold on criminal marketplaces.

Infostealers offer an accessible entry point to criminal activity. For example, only $160 gets you a lifetime
subscription to Mars Stealer. You can purchase infostealers on Dark Web forums without any vetting, unlike more
sophisticated tools such as ransomware, which require you to have a reputation amongst other cybercriminals.
Infostealers empower novice cybercriminals to build a reputation they can leverage to acquire more powerful

malware from more sophisticated actors.
Mars Stealer Statistics

With cryptocurrency use rising, more people will likely possess hot wallets in an unsecured environment. The

crypto wallet MetaMask is the plugin most stolen using Mars Stealer.
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Top 5 Stolen Plugins

@ MetaMask

@ Coinbase Wallet
@ Binance Wallat
@ Math wallet

@ Authenticator

Figure 3: Top 5 stolen plugins

The Morphisec Labs Team compiled the below statistics while evaluating a single actor’s campaign last month. It
includes targets by country, total stolen passwords, and so on. In addition, we found more than infected 50 domain
users, compromising companies’ domain passwords. The vast majority of victims are students, faculty members,
and content makers looking for legitimate applications who end up with malicious ones instead. Aside from the
listed credential types, Morphisec identified credentials which led to the full compromise of a leading healthcare
infrastructure provider in Canada, and a number of high profile Canadian service companies. We have contacted

and notified the companies and the authorities.

Dashboard
Analytics

Total log Lastweek Last 304 Total pass Country Logs

5725 o 0 c) 5530 A 195834 i}

Ghronology Overview

Country Code Logs.
\
\ canada o em
Indonesia o e
— — erazi P
g - United States of America us 433

India N 1S

Figure 4: Mars admin panel

Operation Mars

Spam email is the most common distribution method for Mars Stealer, as a compressed executable, download link,
or document payload. Creating a malicious website masquerading as pirated software is another common method

for spreading this infostealer.
Initial access vector

In this campaign, the actor distributed Mars Stealer via cloned websites offering well-known software. They used
the Google Ads advertising platform to trick victims searching for the original software into visiting a malicious

site instead. The actor is paying for these Google Ads campaigns using stolen information (see figure 15). The
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example below is one of many demonstrating how the actor targets Canadians by using geographically targeted
Google Ads.

open office

Ad - htip
Open-Office | Site
The off ge of the Apache OpenOffice open source project. Writer, -, Impress,

Apache OpenOffice - Official Site - The Free and Open ...
The official home he Apache OpenOffice o rce prc home of OpenOffice

. Draw and Base OpenOffice.org,

discontinued open-sourc
Q SO rsio ea roffice, whi
9 for intemal use

Download Apache OpenOffice Downloads
OpenOffice Official Apa 0
download p: Join the

Available in: 121 languages

Operating system: Linu

Solaris

Open Office Apache OpenOffice Extensions
Free software - Education - i [ (1999-2009).
Businesses - ODF - Not for Profit

Size: 143.4 M
Apache OpenOffice Product ... DC JRE)

Standard(s):
Initial release dat:
Programming languages:

People also ask
Capabilities

Is OpenOffice sill free?

Figure 5: ‘OpenOffice’ Google search yields an actor’s malicious website.

Below is a fully cloned website masquerading as the official openoffice.org website to lure victims to download

the Mars Stealer.

& openoffice - &3 OpenOffice” -

Download Apache OpenOffice 4.1.11 Released: Apache OpenOffice 4.1.11

| want to download Apache OpenOffice

I'want to learn more about OpenOffice
(Most recent relesse: 4.1.11) S

my OpenOfiice 1t 1o wmn:a‘t?‘/]-\pache OpenOfiice

I need hel

| want

I need help with my OpenOffice
| wantto pari

| want to do more with my OpenOffice

| want o participate in OpenOffice
i Opunca s e i T pecl e

1o stay in touch with OpenOffice Original
Cloned penOca o s, e b r soct e rigina

Figure 6: Cloned OpenOffice website leads to the Mars stealer.

The downloaded payload is an executable file, with a corresponding icon and name, packed with the Babadeda
crypter or Autoit loader. We won’t cover the Mars Stealer’s technical details, which were thoroughly covered by
3xp0rt. During our investigation and research, we identified a C2—tommytshop[.Jcom—where the Mars admin

panel is stored, which was still up and running at the time of publication.

Page 4 of 12


https://www.openoffice.org/
https://www.morphisec.com/blog/the-babadeda-crypter-targeting-crypto-nft-defi-communities/
https://3xp0rt.com/posts/mars-stealer

https://blog.morphisec.com /threat-research-mars-stealer

< & A Mot secure | tommytshop.com

Index of /

Name Last modified 5ize Description

[?] KNOuGSqelD php 2022-02-22 13:48 16K
C)SCmtgyelLE/  2022-02-2213:58 -

[ db.php 2022-02-22 13:59 552
£3 zuest 2022-02-22 1348 -
[P request 2022-02-22 13:48 1.5M

Apache/2.4.29 (Ubuntu) Server at tommytshop.com Port 80
Figure 7: C2 open directory

As mentioned earlier, surprisingly, the stolen information directory was improperly configured and left open. We

immediately identified that the vast majority of compromised victims are from Canada (files that start with CA_).
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tommytshop.com

Index of /SCmtgyel LE/FTOauwvC{J

Name Last modified Size Description

a Parent Directory, -
ﬁ AR 2022-03-06 16:39:11 26XBI6PZUAIVAA 7ip 2022-03-06 16:39 78K
ﬁ AR I 2022-03-07 20:14:19_SXT00ZUAAISFU3 . zip 2022-03-07 20:14 78K
ﬁ BG I ©022-03-0619:09:51 RIDBSIMYMYMTQILzip 2022-03-06 19:09 16K
ﬁ BGC I 0022-03-06 21:07:14 ORINTQOIMOZMY U zip 2022-03-06 21:07 1.7K
ﬁ BG_ N C022-03-17 18:12:11 ECINTQOZ38YMYU.zip 2022-03-17 18:12 98K
ﬁ CA IR °022-03-07 22:31:25 H4TGV3IE3OPEYU3 z1p 2022-03-07 22:31 402K
ﬁ CA NN °022-03-04 00:37-37 YSFK6F3TQIE3 () zip 2022-03-04 00:37 111K
ﬁ CA_ N 2022-03-06 17:07:44 KXBIDTIS8QORQQ.zip  2022-03-06 17:07 &3K

[

ﬁ CA I °022-03-04 18:32:16 3E37TGL6XLNTYUS zip 022-03-04 18:32 49K

ﬁ CA 2022-03-04 18:33:07 T26XT2VAAAAAAA zip 2022-03-04 18:33 38K
ﬁ CA_ NI 0(022-03-04 18:34:37 FCBAAAIVKF3EUA zip 2022-03-04 18:34 67K
ﬁ CA NN °022-03-04 22:19:44 XTEFCIMTIRTIS8YM. zip 2022-03-04 22:19 17K
ﬁ CA NN °022-03-06 19:39:31 DINYSPEQIRQIMY zip 2022-03-06 19:39 219K
ﬁ CA_ NN 2022-03-04 00:06:22 PHDISFCINGVAAA zip 2022-03-04 00:06 135K
ﬁ CA_ IR °022-03-04 05:48:26_8Q1DIEUAINTQIE zip 2022-03-04 05:48 180K
ﬁ CA NN 0022-03-04 15-04-50_26XBSIDTROQIEUA zip -03-04 13:04 196K

2022
'} CA_ NI 2022-03-03 20:54:43_RQOZCBAINTQQQLzip  2022-03-03 20:54 135K
W} CA I 2020-03-06 06:48:12 ECBASIEKF37QIEzip  2022-03-06 06:48 194K
)DBIDIMYMYMTYU. zip 2022-03-05 18:38 69K

2022

2022

2022

Wh A ; 38

N j CA_ N 2022-03-05 06:41:20_1V3WLNGD26F3EU.zip 03-0506:41 95K
N} CA_ IS 2022-03-05 06:41:51 1V3WLNGD26F3EU zip -03-0506:41 95K
'} CA_ IS 200-03-05 06:42:22 1V3WINGD26F3EU zip -03-0506:42 95K
h CA_ NS 022-03-05 06:42:54_1V3WLNGD26F3EUzip 2022-03-0506:42 95K
W} CA NS 0022-03-05 06:43:25_1V3WLNGD26F3EUzip 2022-03-0506:43 95K
'} CA_ NI 022-03-05 06:43:56_1V3WLNGD26F3EUzip 2022-03-05 06:43 95K
W j CA_ NSNS 2022-03-06 21:50:53_SECIE3OH4TGV3Tzip  2022-03-0621:50 89K

Figure 8: Stolen Information
Below is an example of stolen information extracted from one of the folders. It’s quite self-explanatory:

Autofill — Stores browser autofill data

e CC - Stores credit card information

Plugins — Stores browser extension data: Metamask, Coinbase wallet, Binance, etc.

o System.txt — Stores infected system information such as IP, country code, timezone, etc.
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Mame B Date modified Type

il Autofill 16-Mar-22 14:49 File folder
CC 16-Mar-22 14:49 File folder
BB Cookies 16-Mar-22 14:49 File folder
@ Downloads 16-Mar-22 14:49 File folder
B Histo ry 16-Mar-22 14:49 File folder
L Plugins 16-Mar-22 14:49 File folder
! passwords.bet 15-Mar-22 16:50 TXT File 59 KB
B screenshot.pg 15-Mar-22 1650 JPG File 127 KB

! systern.tut 15-Mar-22 1851 TXT File 5KB

Figure 9: Stolen information content

Mapping the Attack Infrastructure

Fortunately, the actor compromised his own computer with the Mars Stealer while debugging. This allowed us a
rare peek into an operation by looking at his own stolen information—screenshots, passwords, history, system

information, etc. Below is an image we generated to summarize the actor’s most relevant activity details.

domains4bitcoins.com

o o[e]

proxy service

Anonl{mous vPs

vpsag.com

cPanel fle manager

server3i5.web

hosting.com crazyrdp.com

ﬂass-ﬂomls

3]‘t|c~6.com/1:orp$opt J ANAAI2E.35

Keitaro Pamg!

Figure 10: Recon diagram

We looked at the actor’s screenshots and discovered they were debugging their Mars Stealer builds using HTTP
Analyzer. This revealed their second Mars Stealer C2 — http://5.45.84[.]214 which was improperly configured,

similar to the first C2.
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FERTREORGNN:

Figure 11: Actor’s screenshot revealing additional C2

An additional screenshot led us to the actor’s GitLab account, which was continuously updated with the latest
Mars Stealer builds under the name of “Tony Mont,” which has been active since late November 2021. We are

assuming they do this for automation purposes.

< c gitlab.com

& GitLab = Menu

al

i A
: ¢
h

Tony Mont
@corpsoft - Member since November 25, 2021
@8 0 followers - 0 following

Overview Activity Groups Contributed projects Personal projects  Starred projects  Snippets  Followers  Following

Apr May Jun

| |
H BN
[ | [ ]
u
EE Issues, merge requests, pushes, and comments,
Activity viewall  Personal projects
5&5& Tony Mont @corpsoft 5 days ago
3 ft
= Pushed to branch main at Tony Ment / corpsoft € comsoft @ Upd:

65d59¢33 - Delete iv2.exe

;ﬁ: Tony Mont @corpsoft 5 days ago
" -0 Pushed to branch main at Tony Mont / corpsoft

22deb42d - Delete ruf2.exe

Figure 12: Actor’s GitLab account

Another interesting screenshot revealed this actor stores their passwords in a plain text document for almost every

service they’re using.
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@ Cathbes o Mgl e mien o Toey Mam faspe: K | B Bawbens X | +
Lo ¥ A& Motsecure | tommytshop comdSCmtgye 1LE‘dethboard php
= Vil Tarik Mansges
| g Ciptiong e
Dashboard Procestes  Performance  App history §
Annhais
F Fotrmal b o Hame
Tetsl log Pt pwrd s -
g 55H Ports 23 Background processes (500
[ — B 911 55 Prosy
win server W 811 %5 Prosy (12 b
185, 203,117, 106
Adminlitrator B 911 55 Prawy (2 b
B 971 5% Prosy (13 b
VpEAE . com B 011 55 Prawy (32 b

Chranalogy ﬂ:?wr:n“rl_ﬂ"'j
* B Antemabvane Senioe Eveiutable

T

KEW

=il .o
e

B Apphicataon frame Hot

OO Srogate
¥ OO Serogate

Figure 13: Actor’s plain text passwords

The actor is also using Keitaro, a universal tracker for affiliate marketing. And the images below show the actor is

a Russian speaker.

@ Logs X | H o.exe - main - Tony Mont / corps: X I Law6opa x +

& C A Not secure | 91.92.128.35/admin/#!/dashboard/?s=~(enabledMetrics~(~'clicks~'campaign_unique_c

Oaw6opn Kamnanuu JleHpauHru  TMapTHepckue cetu  Oddepbl  UcTodyHukM  OTuyeTbl >  Tp

[awoopa

Knukun YHUKanbHble KNUKK 4NA KaMnaHum KoHBepcuun

\. \. \.

Figure 14: Keitaro panel

The actor’s Google Ads platform page, paid for with stolen credentials.
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™ Trash - ol * 8 ppache OpenOffice - Official St X A
« ' @ adsgooglecom/aw/express/dashboard?campaignid=12180156
4 Google Ads

£ All campaigns

Open-Office /

m Ads shown within the u:j!

CA%$50.64 Spend all time

@:
Figure 15: Actor’s Google Ads campaign
Attribution

We can safely attribute this actor as a Russian national by looking at the screenshots and keyboard details from the

extracted system.txt.

Protect Yourself From Infostealers like Mars Stealer

Morphisec Labs will keep monitoring the Mars Stealer and provide updates when appropriate. Infostealers are
used by a wide variety of cybercriminals, from novices to state-sponsored actors. They’re easy to acquire—and
they work. Mars is currently being promoted in over 47 different underground forums, Darknet onion sites, and

Telegram channels, and even has an official Telegram channel for purchasing through.

Morphisec protects against advanced attack chains such as those used in the Mars stealer. We do this with our
patented Moving Target Defense (MTD) technology, which blocks advanced and zero-day attacks. MTD uses
system polymorphism to hide application assets, operating system assets, and other critical assets from

adversaries. This leads to unpredictable and dramatically reduced attack surfaces.

a1 N

% MORPHISEC |
The Ultimate Ransomware Strategy

Enabling P ty

Download Now
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Indicators of Compromise (IOCs)

Services
IP/URL Service
91.92.128][.135 Keitaro panel
https://gitlab.com/corpsoft GitLab account
server315.web-hosting.com:2083 cPanel file manager
Mars C2

tommytshop[.Jcom
5.45.84[.]214
193.56.146[.]66
185.212.130[.147
tonyshop312[.]Jcom
66.29.142[.]1232

telemeetrydatal.]cn

Samples (SHA256)

c48e5a61fd89ac5e950a37e1d81d2{733¢16983d369dbedbb3a0c3e8c97f7b14
38807bc99d0f9a78480d3b12cfc96cdbfdb83bc277758595e77808b9b22ac087
bb48381955c8676b866760129db84ffce2e0b9c1fdd6a0179ab022dbf6fea708
cf1d4bf6b4a831d9664bbf0f40a609152a699f8d535c21e41ada406c47f63bfa
10731eea825c6bbcd5c543b2¢98f4de384b36279cabba22fa247cda865c59093
af023cd8d2dcbeccfaf197094721768593154fc35019534a399563b011862a91
€26e405d1f07a9090e83454a7a978d5a89ef4764b00e7b354e6b2bb653e49378
9ed18a0b5e15bd4ecb73c5428e208b5d1b162274cfb0d6c62f7b5c3a04ec4d56
ab7e7d8594befb5a7137ec323db87a4aacfa64260327d61eee30626a760c3d5b
d5ee3a86821e452c33f178dc080aff7ca5054518a719ef74320909¢cbb55bb6c5
36613d674b4737da2b2986d9a49b48d06f1233cc7eabaa7386bdb6d4bec90301
b15cb7537¢9da026144ce35c70b21£72f81c8855b537c6ae987e785447e90f42
¢3c1549bdd5613e9dbc3f09963cd1bd0f303b633bb4df62d9260590869cadec
8f925aa659cdab2466d2860dfc06d14d1c384c7a449683813db8d9219ed333c9
6929dae4d2bf6d2086bca0389e967f2c43bfb940da09b175b39df5fa1684a027
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