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According to PCrisk, Hades Locker is an updated version of WildFire Locker ransomware that infiltrates systems
and encrypts a variety of data types using AES encryption. Hades Locker appends the names of encrypted files

with the ".~HL[5_random_characters] (first 5 characters of encryption password)" extension.
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Cobalt Strike Hades WastedL.ocker 2021-04-12 - Twitter (@inversecos) - inversecos

Tweet on TTPs associated with Hades Ransomware

Hades 2021-03-26 - Accenture - Eric Welling, Jeff Beley, Ryan Leininger

It's getting hot in here! Unknown threat group using Hades ransomware to turn up the heat on their victims

Hades 2021-03-25 - Bleeping Computer - Sergiu Gatlan

Evil Corp switches to Hades ransomware to evade sanctions

Hades WastedL ocker 2021-03-01 - AWAKE - Jason Bevis

The Unseen One: Hades Ransomware Gang or Hafnium
Hades 2021-01-01 - Secureworks - SecureWorks

Threat Profile: GOLD WINTER

Cobalt Strike Hades Meterpreter GOLD WINTER

There is no Yara-Signature yet.
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