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 Tool: Prikormka

Names Prikormka

Category Malware

Type Backdoor, Dropper, Info stealer, Exfiltration

Description
Prikormka is a malware family used in a campaign known as Operation Groundbait. It
has predominantly been observed in Ukraine and was used as early as 2008.

Information
<https://www.welivesecurity.com/wp-content/uploads/2016/05/Operation-
Groundbait.pdf>

MITRE ATT&CK <https://attack.mitre.org/software/S0113/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.prikormka>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:Prikormka>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Prikormka

Changed Name Country Observed

APT groups

  Operation Groundbait 2008  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=fd85982d-768a-452b-a866-605bcb03454e
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