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Summary

In over half of the targeted threat response engagements performed by the Dell SecureWorks Counter Threat
Unit™ Special Operations (CTU-SO) team in the past year, the threat actors accessed the target environment
using compromised credentials and the companies’ own virtual private network (VPN) or other remote access
solutions. Detecting threat actors who are “living off the land,” using credentials, systems, and tools they collect
along the way instead of backdoors, can be challenging for organizations that focus their instrumentation and
controls primarily on the detection of malware and indicators such as command and control IP addresses,
domains, and protocols. With their gaps in visibility, these organizations can have a very difficult time
distinguishing adversary activity from that of legitimate users, pushing detection times out to weeks, months, or

even years.

Recently, CTU researchers responded to an intrusion perpetrated by Threat Group-1314[1] (TG-1314), one of
numerous threat groups that employ the “living off the land” technique to conduct their intrusions. In this case, the
threat actors used compromised credentials to log into an Internet-facing Citrix server to gain access to the
network. CTU researchers discovered evidence that the threat actors were not only leveraging the company’s

remote access infrastructure, but were also using the company’s endpoint management platform, Altiris, to move

laterally through the network (see Figure 1).
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Figure 1. TG-1314 actions on objective. (Source: Dell SecureWorks)
Analysis

Memory collection and analysis can be an extremely valuable component of an incident response plan and in this

case proved crucial in identifying TG-1314’s actions on objective.

Memory collected from systems involved in the intrusion was analyzed using the Volatility framework. First,
Volatility’s pstree plugin, which lists running processes in a tree view, was executed. The result immediately

revealed signs of a suspicious cmd.exe process running as a child of the ACLIENT.EXE process (see Figure 2).
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Figure 2. Suspicious cmd.exe process. (Source: Dell SecureWorks)

In an attempt to recover commands that had been executed via this command prompt, Volatility’s cmdscan plugin
was run on the memory dump (see Figure 3).

CommandProcess: csrss.exe Pid: 716

CommandHistory: @x4falbg Application: cmd.exe Flags: Allocated

CommandCount: @ LastAdded: -1 LastDisplayed: -1

FirstCommand: @ CommandCountMax: 5@

ProcessHandle: @xcfd

Cmd #0 @ Axdf5cd4f: cd ‘vrecycler

md #1 2 Ox1€bcaT8: P?sexec \419.65.91.3 -5 cmd.exe TPIOY? \A18.101.184.31N\c3

Cmd #2 @ Ox4fa7od: 7Tsexec \\18.24,32,14 =5 crd.exes 7

Figure 3. Suspicious commands recovered from memory. (Source: Dell SecureWorks)

CTU researchers immediately recognized suspicious commands, such as changing the working directory to
recycler and executing commands from that location, that were unlikely to have been connected to legitimate
system administrator operations. The results also revealed indications that PsExec, a popular system
administration tool for executing commands on remote systems, was run against several target hosts to spawn
shells on them. To better understand how the adversary was operating and what other actions they had performed,

CTU researchers examined cmd.exe and its supporting processes to uncover additional command line artifacts.

While cmd.exe is a console application, it still requires GUI-like functionality and other support to interact with
the operating system. On the Windows XP platform, this support is provided by the csrss.exe process. Because
commands run from cmd.exe are acted on by csrss.exe, additional evidence of command history and responses
sent to the cmd console window are often discoverable by analyzing the csrss.exe process’s memory. The output
in Figure 3 shows the Process ID (PID) of the csrss.exe process to be 716. Running Volatility’s vaddump plugin on
this process allowed CTU researchers to obtain the Virtual Address Descriptor (VAD) sections (see Figure 4).

Pid Process start End Result
T16 €srss.oxe BxB12a0080 Gx@1200711 Stop/osrss.exe, 9340830, Bx21 200008 -0xB1 20011 1. dnp
T16 csrss.exe xB1R402080 QxRLRATIIE Siapfedrss.exe. D34dE30. IxQ1R4002R-xD1R4T 11 . dap
T16 c5rss.exe Qxeddcooed x@Rdi il Simprosrss.exe. 0340630, 0x0@dcio@R-oxaRat 1111, dnp
T16 €5rss. 060 Bx@RdO02R0 dudRddffff Stopfosrss.exe, 9340830, Dx@@dR00d@-Dud@dRf 11 1. dmp
T16 cirgdi.oxe BxPOBIRRRD DxEQEISTIY Siapfeirsd.axe, 0344830, @xOBEI0000-0xDRBISTIY. dap
716 csrss.exe Gx2B710080 Ox@dTATI{{ Stapfcsrss,exe.034dB30. 0x0B710002-0x00T741 11 (. dap
T16 CST5s5.06¢ Ax@R660R00 duRELTIIE ftopfesrss, exe, DI4dE 30, Dx@RE6ARAR-0uQRBET 11, dup
TIG Carss.exe Gx2qTEReR dxd@dafifd Simpfeirss.exe. 934dB30. xR4T o0aR-dudadaf 1. dap
716 CcSrss.oxe OxBRITO0RR OxDAZB5IIM StapfCsrss.exe, 9344630, Bx0B270000-Dx002E5T1 1. dap
T16 csrss.cxe Q20110080 x@R118f 11 Stop/esrss.exe. 0340830, 0x00110020-0x0012011 1. dnp
Ti6 cirss.exe dx20008280 xR0 fteap/esrss.exe. 9344030, ax22000000-0x00@5 11 1. dap
716 Csrss.exe exddloeedd fxeRleRfid StapfCsrss.exe,. 9340630, 0x00l0000R-0x00lRRr i . dap
T16 C5r5s.cxe Q22044080 fu@@Rel {1 Stop/osrss.exe. 9340830, 0xQ@004000-0n0@@e 111 dap
T16 cirss.exne Ax@ddadddd dxddRbffff ftap/esrss.exe, 9344030, ax22000000-0nddRnlf 1. dap
TG £sris.exe Gx20codd OxQ@Rd3ITIE Stapfesrss.exe,0344E830. 0x020c0RdR-0x0aRd3 111, dap

Figure 4. Output from vaddump. (Source: Dell SecureWorks)

The relevant strings inside the VAD sections were UTF-16 encoded and revealed additional insights once
extracted. TG-1314 was mapping network drives using a compromised Altiris account to connect to additional

systems[2] (see Figure 5).
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Figure 5. Net use command. (Source: Dell SecureWorks)

After identifying compromised credentials and executed commands, CTU researchers shifted focus to determine
how the threat actors were obtaining the shell and executing their commands on the compromised host. This
exploration required a look at the suspect cmd.exe’s parent process, shown earlier in the investigation to be

ACLIENT.EXE. Volatility’s procdump command was used to dump the executable from memory (see Figure 6).

Process(V) ImageBase MName Result

9x882b2020 ox0e40000@ ACLIENT.EXE OK: executable.4212.exe
Figure 6. Output from procdump plugin. (Source: Dell SecureWorks)

As shown in Figure 7, running the strings utility against the dumped ACLIENT.EXE binary revealed evidence that
the file was the Altiris agent.

SOFTWARE\Altiris\Remote Control
Altiris Kernel Driver
SOFTWARE\Altiris\eXpress\NS Client
SOFTWARE\Altiris\eXpress
SOFTWARE\Altiris\Altiris Agent

Figure 7. Output from strings plugin. (Source: Dell SecureWorks)

These results indicated that the threat actors leveraged the Altiris management platform installed at the client site,
along with compromised domain credentials associated with the Altiris system, to move laterally within the

compromised environment.
Conclusion

Threat groups often follow a path of least resistance to achieve their objective. They will leverage legitimate
remote access solutions for entry and valid system administrator tools for lateral movement, if possible. To help
disrupt this tactic, it is important that organizations implement two-factor authentication for all remote access
solutions and consider doing the same for internal, high-value assets like their internal system management
consoles. CTU researchers assess with high confidence that threat groups like TG-1314 will continue to live off of

the land to avoid detection and conduct their operations.

[1] The Dell SecureWorks Counter Threat Unit™ (CTU) research team tracks threat groups by assigning them
four-digit randomized numbers (1314 in this case), and compiles information from external sources and from first-

hand incident response observations.

[2] One limitation of collecting strings from the VAD of the csrss.exe process is that there is no temporal

information.
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