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Blog

Executive Summary

In May 2025, reports emerged indicating that the LockBit ransomware group had themselves suffered a data
breach. This incident revealed a trove of sensitive information, including ransomware build records, chat
transcripts between affiliates and victims, and configuration data. The leak offers an unprecedented glimpse into
the daily operations of one of the most notorious ransomware-as-a-service (RaaS) ecosystems to date. The
exposed data was made available via the Tor network hidden service, appearing on what seemed to be a LockBit
‘onion URL’.

The leaked files, although created in 2024, only came to light this month. They provide valuable insights into

LockBit’s operations, including its communication strategies with victims as well as its affiliate programme.
This blog presents our key findings, including:

 Patterns in payload creation and projected ransom demands by user ID
 Insights into the structure and tactics of ransom negotiations

e Operational insights into LockBit’s internal processes

Who are LockBit?

LockBit are a notable and highly active ransomware group that employs the Ransomware-as-a-Service (RaaS)
model, enabling affiliates to utilise their services. The group develops ransomware capable of encrypting and
decrypting victims’ data. Affiliates, typically individual cybercriminals or small collectives, leverage this malware
to target organisations. In exchange for their services, LockBit earns a percentage of the ransom when attacks are

successful, or they may charge an upfront cost, or even a subscription fee.

Source of the Leak

The source of the leak originated from an onion URL which is tied to LockBit, indicating the attacker had
breached their infrastructure and then hosted the leaked information on their own Tor Service website. This was

quickly taken down, and is no longer available through the Tor network.
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Figure 1 — Lockbit onion URL

What was Leaked?

The leaked database offers a rare, comprehensive look inside LockBit’s ransomware-as-a-service (RaaS)

operations. Key components include:

BTC Addresses — 59,975 Bitcoin Wallets

e A massive table mapping unique Bitcoin addresses to:
o advid (affiliate ID)
o target_id (likely victim or campaign ID)
e Enables direct correlation between affiliates and ransom payments.

e Ideal for blockchain analysis and tracking criminal infrastruct

Builds — Payload Creation Records

Contains records of individual ransomware builds generated by affiliates.
Fields include:

Affiliate identifiers (implicit in linkage)

Build configurations — Ransomware Customisation
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e Stores configuration flags per build:
o Which files to encrypt
o Which ESXi servers to avoid (for stealth or targeting)
o Optional persistence, file types, kill-switches

o Highlights LockBit’s modular payload architecture.
Chats — 4,442 Negotiation Messages

» A trove of ransom negotiation transcripts between victims and affiliates.
e Spanning from December 19th, 2024 to April 29th

e Reveals behavioural patterns, negotiation strategies, and sometimes emotional manipulation by operators.

Inside LockBit’s Affiliate Infrastructure

In our analysis, we uncovered the Affiliate infrastructure utilised by LockBit within the data leak. This “builds”

table serves as a log of every ransomware payload generated through the LockBit affiliate panel.
Figure 2 — Payload flowchart

Each example generated by the builder is saved in JSON format, allowing affiliates to customise their entries
directly within the builder panel. Once the modifications are confirmed, as described in the previous steps, the
information is securely stored in the backend to create the payload. This payload comprises essential details,
including the ID, target, and revenue, which may either be declared or represent the intended ransom demand — it

is not a recorded payment.
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I{
|  "buildModel": {
"id": "1",
"parent id": O,
"userid": 3,
"comment": "Hello",
"company website": "example.com",
"crypted website": "[encrypted string]”,
"revenue": "10kk",
"delete decryptor": true,
"type": 25,
"created at": "2024-12-18 20:05:23"
}f
"comment": "Hello",
"company website": "example.com",
"revenue": "10kk",
"running one": "1%,
"quiet mode": "0",
"delete decryptor": false,
"not randomize keys": "0"

Figure 3 — JSON data format

Operational Features in Build Configs

The fields provided offer detailed configuration options for LockBits affiliates, enabling precise control over the
execution of ransomware on target systems. Our analysis indicates that this activity is documented in a table titled
“build_configurations”. The system reveals its design for modularity and operational flexibility, with features
ranging from stealth options like “quiet_mode” to post-infection cleanup processes such as “delete_decrypter”.

This structure suggests a strong focus on affiliate-driven targeting.

Field Example Value Purpose / Behaviour

Internal label used by the affiliate typically a

comment “company_target” o .
victim name or campaign reference.

Victim’s domain, sometimes real, but often

company_website example.com
test.
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Declared ransom demand — not a validated or

revenue “15kk“ )

confirmed payment.

Internal affiliate ID which is used across
userid 25

builds.

“2024-12-18 i )
created_at Timestamp of payload generation.
20:05:23”
) Public key for file encryption, unique to each

master_pubkey (long base64 string) )

build.

) . Private key for decryptor, likely only released

master_privkey (long base64 string)

after payment.

Possibly contains C2, leak site, or internal
crypted_website (encrypted blob) )

config data.
delete_decrypter true / false If true, removes decryptor after infection.

) Likely suppresses execution output or error

quiet_mode “0” /“1”

logging.

Controls whether encryption keys are
not_randomize_keys = “0”/“1” . ) )
randomized per file, or static per payload.

Possibly indicates “run once” mode or single

running_one “1”/“0”

execution instance.

Variant or profile type — affects payload
type 25, 18 etc. P P ) .p Y

structure and/or encryption logic.

) Could reference internal key management

key_id 0 / Integer

system.

May link to credential stealer module
stealerid NULL / Integer ) )

inclusion.

o NULL/e.g. Limits encryption to files below a certain size
max_file size
52428800 e.g. skip files over 50MB in size.

Use of Tor for Operational Security

LockBit’s use of Tor is a deliberate OPSEC (operational security) decision. By leveraging the Tor network,
LockBit operators benefit from strong anonymity and routing obfuscation, allowing them to hide their
infrastructure and communications from law enforcement. Unlike websites on the traditional World Wide Web,

which can be quickly seized or taken down with proper legal proceedings, Tor-based (.onion) sites are far more
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resilient. This enables LockBit to host extortion portals, leak sites, and communication hubs that persist even

under global scrutiny, making Tor a crucial part of their cybercriminal infrastructure.

Some of the interesting domains observed from LockBit show the side of the group where they operate like a
functional business. Looking through some of the onion sites discovered from the dump, we found a page where
LockBit offers a bug bounty reward to security researchers or anyone who can discover flaws in their

infrastructure. Refer to the Indicators of Compromise for a comprehensive list of onion domains.

L=} LockBit File Share X | L LockBit BLOG X +

C W @ lockbit3olp7oeticatiSzydnoluphh7fvdtSoabarcp2757r7xkutid.onion

WEB SECURITY
BUG BOUNTY

Bug Bounty Program
by

We invite all security researchers, ethical and unethical hackers on the planet to participate in our bug bounty program
The amount of remuneration varies from $1000 to $1 million

Declared Ransom Demands by Affiliates

Affiliates of LockBit manually input their estimated ransom demands during the payload generation process.
These entries provide a glimpse into each affiliate’s targeting ambitions, pricing strategies, and even their internal
practices. Although this data has not been financially verified, it offers valuable insights into the economic

mindset of ransomware operators operating within LockBit’s affiliate model.
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Top 10 LockBit Affiliates by Declared Ransom Demands (Total < $100M)

$68M

$33M

$30M

$26M $25M
$22M

Figure 5 — Top 10 Lockbit Affiliates by Declared Ransow Demands

We have filtered the original data because during our analysis we discovered some exaggerated ransom demands

under “revenue” similar to the following:
“999kk” — $99.9 million
“303kkk” — $303 million
“100kkk” — $100 million

These felt like more of a placeholder or potential test entries that didn’t seem credible. Even if these are real

entries there is no evidence in the leaked panel that these demands were ever issued to real victims, let alone

paid.

Affiliate ID

Top Affiliates by Likely Realistic Demands

NOTE: These are still affiliate-entered estimates, not confirmed ransom notes or payments.

Affiliate ID

14

70

16

18

Total Revenue

$168.8M

$161.9M

$153.7M

$105M

$103.2M

Average Ransom

$42.2M

$4.9M

$1.45M

$35M

$8.6M

Financial Scope of LockBit — based on this data
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Ransom Payment Insights

Metric Count
Total victims (clients) 246
Victims who paid ransom 7
Victims with decryption (decrypt_done) 0

o ~2.8% of victims show a “paid_commission greater than 0” likely indicating successful ransom payment.
e None show “decrypt_done greater than 0”, which could mean:
o Decryption flag wasn’t updated in the dump.

o Or actual decryption didn’t occur via system logic.

In conclusion, none of the victims in the dataset were recorded as having received a decryption tool. However,

this information may not be entirely accurate, as LockBit claims to offer a decryption tool which they provide.
What we can confirm

e The field “paid_commission” is an integer.

e [t defaults to “0”, per schema:
‘paid_commission® int(11) NOT NULL DEFAULT 9

e In 7 out of 246 rows, this value was changed to be greater than 0.
NOTE: This is still not proof of payment from this data alone!
What we cannot confirm
We cannet claim that “paid_commission > 0“ means the victim paid the ransom. Here’s why:

 This value only confirms LockBit marked a commission as paid to an affiliate.
e However the victim-side payment may have:

o Been paid without being logged in this table.

o Been paid but never resulted in affiliate compensation.

o Been simulated for testing, if this dataset is a development/testing snapshot.

Negotiating With Affiliates: The Human Side

Human Tones in Hostile Chats

During our analysis of the specific “chat” conversations that were listed in the dump, we observed multiple

different types of tones from affiliates. You can tell there were significant differences in conversations where some
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affiliates were aggressive and would not take any considerations into account when demanding to be paid in BTC
or XMR.

 Shifts from formal messaging to being aggressive when a victim attempts to get a discount or makes things
difficult.

e Straight to the point and no room for discussion.

Victim: "We are a small firm; we cannot pay that much."

LockBit: "Your size is irrelevant. Your data is valuable."

Here are more samples from the conversations:

e “I Don’t Care” Aggression

e Deadline Ultimatum

Timestamp: 2024-12-23 17:20:25

I don't care whether you pay me or not, there will be no more talk about discounts

If you don't make a decision, the price will be 2x tomorrow.

 Plea for Lower Price — Timestamp: 2024-12-20 10:55:51

Yes, I checked the number of test files. Please lower the price a little.

One of the more interesting messages that we discovered was what looked to be a predefined footnote message to

the victims, which contains some interesting context that we have only observed from one message to a victim

that was discovered from our analysis. From threat to recruitment.

The footnote message indicates the specific version of LockBit in use: “ (Version: LockBitBlack4.0-rc-001) ”.

See the full footnote message in “Appendix A”

Also within the same chat log, we can also observe the affiliate being questioned, raising concerns about the

guarantee of decryption of data.

Affiliate:

- You must pay us.

Affiliate:
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- What is the guarantee that we won't scam you? We are the oldest extortion gang on the planet

- Treat this situation simply as a paid training session for your system administrators.

- Don't go to the police or the FBI. Don't tell anyone.

Part of that message included the following intriguing information within the complete footnote. The messaging

acts as a way to introduce people to the world of penetration testing and to come join the programme.

Delivered Message (Extracted from LockBit Chat ID 433)

You have been attacked by LockBit 4.0 - the fastest, most stable and immortal ransomware since 2019.

- "Want a lamborghini, a ferrari and lots of ti**y girls? Sign up and start your pentester billionai

The message indicates the specific version of LockBit in use: “ (Version: LockBitBlack4.@-rc-001) ”. See the

full footnote message in “Appendix A”

Tactics Used By Affiliates

Based on message patterns, we have observed different tactics used by affiliates to push and secure payment:

o Standard tactics:
o Time threats (“24 hours left”)
o Bitcoin-only payments
o “Test file” to prove decryption
e Psychological tactics:
o Guilt: “Your clients will suffer”
o Shame: “You are irresponsible”

o Urgency: “Tick-tock, the timer runs”

Operation Cronos

In 2024, multiple law enforcement agencies worked together to take down LockBit, and during a period of last

year, the UK’s National Crime Agency infiltrated the group’s infrastructure and took control of its services, and

posted a list of usernames and user IDs. However LockBit prevailed, and we are now in a situation where they

continue to operate. We have compared the UK NCA data to the user IDs and usernames observed in this dump

and found the following.
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Figure 6 — Operation Cronos

Comparing the usernames observed in the Cronos Operation, we have discovered multiple usernames within the
leaked data that confirm the operation of the same actors. As you can see below, we have put together a visual

representation of the top 10 LockBit users by total builds.

Top 10 LockBit Users by Total Builds

100

80

60

Total Builds

40

201

Username

What we can take from this:

e Ashlin generated the most payloads by a wide margin.

e Rich, Melville, and Merrick followed as high-volume affiliates.

Overall, here is a comprehensive list of all linked usernames derived from the NCA list, and then matched against

the leaked dataset to show these usernames match.

UserID Username

1 admin

2 Harold

5 William Guzman
6 David Ramsey

9 Howard Collins
10 Russell Price

12 Vern

13 Mayer
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Devyn
Burton
Ardell
Harley
Chad
Truman
Harper
Kennan
Melville
Bubet
Bailey
Rich
Charly
Oscar
Lyndsey
Oliver
Sherwin
JohnRembo
Darrel
Larry
Rufus
Ashlin
Sage
BillieOLDDDDD
Davidson
Malin

Stanton
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53 Carlo
54 Alston
55 Merrick
57 Huntley
58 Jeffly
59 Everlie
63 Libby
64 Hazel
65 Dorian
66 Rigby
67 Payden
69 Robert Martinez
Conclusion

The LockBit leak has provided an exceptional insight into how one of the world’s most successful and active
ransomware groups operates. From chat logs and ransomware build records, to affiliate configurations and ransom
demands, the data shows LockBit are both well organised and methodical. Affiliates play a major role in
customising attacks, demanding payment, and negotiating with victims. While some payments appear to have
been made, it remains unclear how often victims actually received working decryption tools. Overall, the leak

confirms that LockBit functions like a traditional business, except with criminal intentions at its core.
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Appendix A

(433, 36, 36, 112, @0, 1737142597, 'yes i got this instructions from you\n™™~ You have been attacked |

Source: https://www.ontinue.com/resource/inside-lockbit-inner-workings-of-ransomware-giant/
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