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Adversaries may modify system firmware to persist on systems.The BIOS (Basic Input/Output System) and The
Unified Extensible Firmware Interface (UEFI) or Extensible Firmware Interface (EFI) are examples of system

firmware that operate as the software interface between the operating system and hardware of a computer.[1][2][3]

System firmware like BIOS and (U)EFI underly the functionality of a computer and may be modified by an
adversary to perform or assist in malicious activity. Capabilities exist to overwrite the system firmware, which

may give sophisticated adversaries a means to install malicious firmware updates as a means of persistence on a
system that may be difficult to detect.

Source: https://attack.mitre.org/techniques/T1542/001

https://attack.mitre.org/techniques/T1542/001

Page 1 of 1

https://en.wikipedia.org/wiki/BIOS
https://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
http://www.uefi.org/about

