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Update (31 Mar 2025 @ 822 PDT)
Thanks to Vultr for taking down skhm[.]org!

Update (31 Mar 2025 @1016 PDT)
Thanks to CloudFlare for flagging lawliner[.]com!

5 Suspected phishing site | Cloudflare X +

Q EJ lawliner.com

© Warning

Suspected Phishing

This website has been reported for potential phishing.
Phishing is when a site attempts to steal sensitive information by falsely presenting as a safe source.

Ignore & Proceed

Cloudflare Ray |D: #####saa « Your IP: Click to reveal - Performance & security by Cloudflare

The threat actor behind the Gootloader malware has once again changed their tactics, but also reverted to some of
their old ways. Just like with the previous infection method, we are seeing Google Ads being used to target

victims. But this time it is using a familiar lure.

The threat actor is advertising legal templates, mainly around agreements. If this sounds familiar, for a very long
period, Gootloader had over 5 million legal terms poisoned on compromised WordPress blogs. Now it looks like

they have stood up their own infrastructure to deliver the malware. Let me walk you through the infection process.
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First it starts with a Google search for a legal template. For example “non disclosure agreement template”. Then

the user will see an advertisement from lawliner[.]com.

Sponsored

@ lawliner.com
http lawliner com

Free NDA Template

No Registration Needed — Get a non-disclosure agreement template fast and free. No
signup required. Easi ur confidential information with an NDA template. Check
Pricing Details. wur s Meet Qur Expert Team.

These are being delivered by the advertiser “MED MEDIA GROUP LIMITED”, which I assume has been
compromised. Here is a link to their other advertisements:
https://adstransparency.google.com/advertiser/AR15344130772197965825.

Once the user clicks on the malicious advertisement from lawliner[.Jcom and lands on said page, they are

presented with a button to “Get document” and are prompted to enter their email address.

Non Disclosure Agreement Nda

Access a professional non disclosure agreement
Non-Disclosure Agreement

(NDA) template to safeguard confidential

information. Easy to customize and ready for

immediate use!
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Send Document to Your Email

We will only use your email to send you the

document. No spam, we promise!

Enter your email

Send Document

Shortly after they enter their email, they will receive an email from lawyer@skhm|.]org, with a link to their
requested Word document (.docx). Example link: https[:]//skhm[.]Jorg/XYz/non_disclosure_agreement_nda.docx

If the user passed all of their gates, they will download a zipped .JS file. Following the example above, it would be

non_disclosure_agreement_nda.js, and the zipped would be non_disclosure_agreement_nda.zip.
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SKHM Secure Document Delivery

Hello,
You recently requested the following document from SKHM (Store, Keep, Host & Mail):
non_disclosure agreement nda.docx

To securely download your document, please click the button or link below:

Download Document

If you did not request this file or believe this email was sent in error, you can safely
ignore it.

Best regards

SKHM (Store, Keep, Host & Mail)

Email: lawyer@skhm.org | Tel: +44 7961 265818

ENDOLE LTD, 153 LODGE ROAD, WEST BROMWICH, WEST MIDLANDS, B70 8PJ, GB
© 2025 ENDOLE LTD. All rights reserved

Note: You cannot tell from the URL if you are going to be passed the malicious zipped .JS or a benign .docx file.

When the user unzips and executes the .JS file, the same Gootloader behavior occurs. It creates a scheduled task,
pointing to a separate .JS file in the user’s appdata\roaming folder. It will then run PowerShell, and call out to 10

WordPress blogs (1-2 are actually compromised, the others are false positives).

Here are two samples:

https://www.virustotal.com/gui/file/5663e22c46d72e04b88c7b223c113aafb5657993dba70428b1badd1fe13c3b34
https://www.virustotal.com/gui/file/95baedeb3be98760929c05055e516054db8c396cf5fce92784885f8a802ccc8f

My recommendation is to block/alert lawliner[.]Jcom and skhm[.]org for web traffic. Additionally, block/alert

skhm[.]org from email traffic. Last, I would search through historical events for contacts with the above domains.

Stay safe out there and happy hunting!

I0Cs:
lawliner[.]Jcom

skhm[.]org
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