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 Tool: ZeusVM

Names

ZeusVM
VM Zeus

VMzeus
Zberp

Category Malware

Type Banking trojan, Credential stealer

Description

(Malwarebytes) When an infected user loads their banking website, the Trojan starts

acting as man-in-the-middle and can literally empty out his bank account in total
discretion. The bank cannot tell these are illegal money transfers since the customer was
properly authenticated into their system.

Information

<https://blog.malwarebytes.com/threat-analysis/2014/02/hiding-in-plain-sight-a-story-
about-a-sneaky-banking-trojan/>

<https://securityintelligence.com/new-zberp-trojan-discovered-zeus-zbot-carberp/>
<https://asert.arbornetworks.com/wp-
content/uploads/2015/08/ZeusVM_Bits_and_Pieces.pdf>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.vmzeus>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:Zeusvm>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool ZeusVM

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=11172947-4164-4cc2-b8db-7155adc5085c
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1 group listed (0 APT, 0 other, 1 unknown)
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