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&2 Tool: MSFvenom

Names

Category

Type

Description

Information

MSFvenom
Tools
Loader

A component of Metasploit. Msfvenom is the combination of payload generation and

encoding. It replaced msfpayload and msfencode on June 8th 2015.

<https://www.cylance.com/content/dam/cylance-web/en-us/resources/knowledge-

center/resource-library/reports/SpyRATsofOceanLotusMalwareWhitePaper.pdf>

<https://github.com/rapid7/metasploit-framework/wiki/How-to-use-msfvenom>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool MSFvenom

Changed

Name Country Observed

APT groups

APT 32, OceanLotus, Seal.otus 2013-Aug 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=31d096ab-7ed5-473b-87b2-f64d006bd706
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