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&2 Tool: BADSOLAR

Names

Category

Type

Description

Information

BADSOLAR
Malware
Backdoor

(Volexity) BADSOLAR is a malware family that is backdoored into legitimate Android

applications. It appears to be used primarily with apps that are themed as Tibetan, ranging

from prayer apps to Tibetan dictionaries.

<https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-

year-campaign/>

Last change to this tool card: 12 October 2023

Download this tool card in JSON format

All groups using tool BADSOLAR

Changed

Name Country Observed

APT groups

Poison Carp, Evil Eye 2018-Jun 2023 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a0dacOec-229e-4960-ad43-3c416b754fd6
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