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The Hancitor malware, first observed in 2015, is a downloader known to deliver several other malware. In its first
years, Hancitor was observed delivering information stealers such as Pony or Vawtrak, and in recent years, Ficker
stealer and NetSupport RAT.

In 2021, Hancitor was observed delivering the Cobalt-Strike attack framework when its discovered an active
directory environment. In addition, after deploying the Cobalt-Strike framework, the operators have been observed
sending ransomware to the infected machine, most notably Cuba ransomware.

Adding Cobalt-Strike to its arsenal, and the growing fear of being extorted by ransomware has increased
dramatically the potential risk of getting hit by Hancitor.

Today, once a security team suspects a Hancitor intrusion, it needs to act fast.

One of the quick action security team should do is to be aware of the new wave of indicators of compromised

(IOCs) that are related to the Hancitor’s C2, this is done for two reasons:

1. Add the relevant IOCs into their security products so any new connection will not be allowed.
2. Verify that the IOCs are related to Hancitor.

In this tutorial, I will present the logic behind Hancitor’s config extraction, and display three methods to extract

the C2 domains:
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1. Dynamically using x32dbg.
2. Statically using Cyberchef.
3. Statically using python script (I’'ll work with pycharm).

The sample we’ll work on is the following:
SHA1 - 30c1df818dbd511dcff4d5a2ca8d66ea53e12941

Note, this is the unpacked Hancitor malware, in the wild, Hancitor comes packed with a custom crypter.

Press enter or click to view image in full size
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Hancitor sample metadata in PEstudio

Configs in malware and how to hunt them

Before we start, we first need to understand how config extractions and Hancitor in particular works. To do so,
we'll use the Ghidra decompiler & IDA Disassembler (It doesn’t really matter which tool we use, I chose to use

both tools because they are free and accessible for everyone).

Today malware has several approaches when it comes to storing their C2 IOCs. Some malware cares less about
hiding their IOCs and with quick static analysis using tools such as PEStudio we can see these indicators of
compromised in plain text.

Another approach is obfuscating or encrypting the IOCs in a chunk of data that is embedded within the executable
to later decrypts it during runtime. Hancitor approach is the latter, the config is stored in the executable and the

IOCs are not visible during regular static analysis.
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So the immediate question is “but where can I find this config?”, the answer is not so simple, because it can vary
from malware to malware, however, some malware authors tend to store their config close or near after the

beginning of the data section, and this will be the line of thought we’ll follow.

Now, another question may arise: “the fact that I see weird chunks of unknown data at the first bytes of the data
section does not necessarily mean that this is a hidden config, how can I be sure that this data is suspicious?”
Well, this is a good question, usually, we’ll search for any manipulation of these chunks of data that can indicate

any decryption or deobfuscation operation, for example:

1. XOR operation that manipulates the chunks of data
2. Allocation + memcopy operation and manipulate the copied data

3. Usage of CryptoAPI or custom encryption
Understanding how Hancitor config extraction works

In Hancitor’s case, we see two chunks of data almost right at the beginning of the data section, that immediately

raises our suspicious:

1. DAT_10005010 - which is 8 bytes long
2. DAT_10007264 - a larger chunk of data

When using Ghidra decompiler, we see that these chunks are used within a function labeled as “FUN_10002cd0”,
DAT _10007264 will be the first argument, and DAT_10007264 will be the third.

Furthermore, this function has another two arguments, 0x200 which is the second argument, and 8 which is the
fourth.
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IDA

.data: 10005000 ; Segment type: Pure data
.data: 10095000 ; Segment permissions: Read/Write

.data: 10005208 _data segment para public
______ data; 180805808 assume l;s;_data
s et .data: 10005000 -org 100@5000h
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E 10002¢ 264}, 0x2000,&DAT_10003010, 8); .data: 18005001 a@PP2211 db " @@PTp€22.11',0
} _data: 1800500F align 16h
peturn DAT_10007264; [data:1@pasels ; BYTE pbData|
1 .data:18865818 pbData db 8FAh
.data:18885811 db 82h ; ,
.data:18005612 db  25h ; %
.data:180085813 db  4Eh ; N
.data:1e885814 db i
.data:18885815 db 58h ; P
.data: 10085316 db 7ah ; z
.data:18085017 db @cFh ; I
{data: 12805018 unk_loe85@18 | db d4h ; D
.data: 10005019 db 8aA7h ; §
.data:1888581A db  @Fh
.data: 19085818 db @B5h ; p
.data; 1000581C db JFh ; O
data: 1990510 db @C2h ; A
.data: 1000501 db 47h ; 6
.data;1800501F db BEDh ; 1
data; 10005020 db &ch ; 1
.data: 18065821 db 62h ; b
_data: 18005022 db 8Fah ; o
.data:10005023 db 58h ; X
_data:1e885824 db B8E1h ; &
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DAT_10005010 and DAT 10007264 in IDA & Ghidra

Once we enter FUN_10002cd0 we see that its core functionality is to use the CryptoAPI to decrypt content using
the CryptDecrypt function. This solidifies our belief that these two chunks will take part in what we believe to be
the config extraction mechanism.

For convenience, we’ll label FUN_10002cd0 as CryptoAPI_function.

Disclaimer - I’m by no means an expert in cryptography or in Microsoft’s Cryptographic Service Provider.
Press enter or click to view image in full size

DWORD _ cdecl CryptoRPI_function (BYTE *param_l,DWORD param_ 2,BYTE “param 3,DWORD param 4)

BOOL BVarl;
BOOL BY

DWORD local 14;

HCRYPTEEY local 10;
HCRYPTPROV local c;
HCRYPTHASH local 8;

local 10 = 0;
lecal 8 = 0;
ocal ¢ = 0;
local 14

<, (LPCSTR) 0x0, (LPCSTR)O0x0, 1, 0x£0000000) ;

‘quireContextA(&lo

if ({({({BV

l= 0) && (BVar2 ptCreateHash (local_c,0x8004,0,0,&1lccal_8), BVar2 I= 0)) E&
= C shData{loc 8,param 3,param 4,0), BVarZ != 0)) E&&
= leriveRey(lo l_c,0x6801,local_ 8,0x280011,&local_10), BVar2 != 0 5&
= CryptDecrypt(local 10,0,1,0,param 1,&param 2), EVarZ 1= 0)))) {

14 = param_2Z;

if (local_c !'=0) {

CryptReleaseContext (local c,0);

CryptoAPI function

The first answer we immediately get is “which content will be decrypted during runtime”. In the CryptDecrypt
function, the fifth argument BYTE *pbData, is a pointer for the data to be decrypted, in Ghidra’s decompiler this
argument labeled as “param_1".

If we’ll look at the beginning of the function, we’ll see that param_1 is the first argument that the
CryptoAPI_function receives, and we already know it is “DAT_10007264”.

Also, we see that param_2 is the fourth argument in CryptDecrypt, in CryptDecrypt, this argument is DWORD
*pdwDataLen, which holds the size of the data to be decrypted.

param_2 is also the second argument that the CryptoAPI_function receives, and as we remember, this argument
equals 0x200.
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To recap, from looking at CryptDecrypt, we can learn that:

1. The data chunk named DAT 10007264 (aka param_1)will be decrypted during runtime, and it can be

assumed that this will be our config.
2. The length of the config will be 0x200.

Press enter or click to view image in full size

}

BYTE * FUN 100025b0 (wvoid)

if (DAT_ 10007264 == (BYTE *)0x0) {
DAT_10005000 = 0;
BAT_lUjG?EEG = (BYTE *)FUN _'

i
FUN_1000145S0(DAT_10007264, &D

0
n

01

001390 (0x2000) ;
\T_10005018, 0x2000) ;
0

FUN_10002ed0jDAT_10007264[0x2000], &DAT_10005010, 8) ;

}

return DAT 10007264;

DWORD [param_Z|BYTE *param_3,DWORD param_%)

DWORD __ cdecl CryptoAPI_ function |(BYTE
{
BOOIEERAEL Data to be decrypted
BOOL BVarl;
DHORD local 14;
HCRYPTREY local 10;
HCRYPTPROV local_c;
HCRYPTHASH local B; Length of-data
= 0;
= 0;
= Q;
= 0;
Bvarl = CryptAcquireContexta (&local c, (LPC 0x0, | 3TR)Ox0, 1, OxE0000000) ;
if (({(BVarl != 0) && (BVaxr2 = CryptCreate [{loce 0xB8004,0,0,&local 8), BVar2 [= 0)) &&:
(EVvarZ = CryptHashData (local §,param = am 4, | BvarZ != 0)) &&
((BVaxr2 = CryptDeriveRey(local c,0x6801 :al 8, 30011, &local 10), BVar2 != 0 i&
(EVarZ = CryptDecrypt({local 10,0,1,0/param f’p_az'am?}, BEVar2 1= 0)))) {

Understanding the parameters

Findings the encryption algorithm

Usually, when we try to understand a function that uses the CryptoAPI decryption mechanism, the first question

we want to answer is “which encryption algorithm is used?”

To answer this question we need to know the following flow:

1. CryptDecrypt is the function that decrypts the content, to decrypt, the encryption algorithm needs a

cryptographic session key.

2. The pointer for the key that will be used in CryptDecrypt will be generated by the function

CryptDeriveKey.

3. To match a key to an algorithm, CryptDeriveKey also receives in its second argument ALG_ID the

algorithm identifier, which according to Microsoft documentation: “An ALG_ID structure that identifies

the symmetric encryption algorithm for which the key is to be generated”.
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In our case, we can see that the Algid is equal to 6801, which according to Microsoft documentation stands
for CALG_RCA4.

FIZIES

loc_10002D57:

lea eax, [ebp+phKey]

push eax ; phKey
mow ecx, [ebp+dwFlags]

push ecx ; dwFlags
mow edx, [ebp+phHash]

push edx ; hBaseData
push 6801h ; Algid
mov eax, |ebp+phProv]

push eax ; hProv
call ds:CryptDeriveKey

test eax, eax

jnz short loc_1008082D7A

CryptDeriveKey Algid in IDA

Press enter or click to view image in full size

CALG_RC4 000006801 RC4 stream encryption algorithm. This algorithm is supported by the Microsoft Base
Cryptographic Provider.

Algid CALG_RC4 in Microsoft documentation
From that, we learn two things:

1. The config is encrypted with the RC4 algorithm.
2. RC4 is a stream cipher algorithm, which means that in order to decrypt it we need the initial key that the

malware authors create (not the same as the session key generated by CryptDeriveKey).

Findings the initial key

In order to find the RC4 key, we need again to understand how the decryption\encryption mechanism of the
CryptoAPI works.

We already know that CryptDeriveKey creates a session key, we also know that it gets the algorithm identifier as
an argument.

Another argument that it gets is HCRYPTHASH hHash, which is a handle to a hash object, this object is actually
the hashed initial key (or password if you will) that the malware authors decide for decryption.

The only obstacle is that this is a hash object, and we care about the actual key, luckily for us, the CryptoAPI

mechanism shows us the solution.

The hash object that will be used by CryptDeriveKey is hashed by a previous function called CryptHashData.
CryptHashData works in the following way:

1. In its second argument, it gets a pointer for the actual key to be hashed.
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2. In its third argument, it gets the length of that key.
3. In the first argument, it outputs the hashed key (to be sent to the CryptDeriveKey function).

Syntax

C++

BOOL CryptHashData(
HCRYPTHASH hHash,
const BYTE *pbData,
CWORD dwDatalen,
DWORD dwFlags

3

CryptHashData in Microsoft documentation

Now that we know how to find the key we’ll go to CryptHashData, we found that the second argument holds the
argument “param_3” and the third argument holds “param_4”. We also see that these two arguments are used in
the CryptoAPI_function arguments in the third and fourth places.

Similar to what we did with CryptDecrypt, we can trace back and find that param_3 is the data chunk named

DAT _10005010, and param_4 holds the number 8.

Press enter or click to view image in full size
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BYTE * FUN 100025b0 (void)

if (DAT 10007264 == (BYTE *)0x0) |
DAT_10005000 = 0;
DAT_10007264 = (BYTE *)FUN_10001330(0x2000) ;
FUN_10001450 (DAT_10007264,&DAT_10005018,0x2000) ;

FUN_10002cd0 [DAT_10007264,0x2000,[spar_1000501c[8) ;

}
return DAT 10007264;

DWORD local_14;

HCRYPTREY local_10;
HCRYPTPROV local c;
HCRYPTHASH loca l_-';! ]

P

i ACSTR) 0x0, 1, 0x£0000000) ;

/pthcquireContextA{&local o, (LPC

if ((((BVarl != 0) && (BEVar2 = CryptCreate {(lc / c,0x8004,0,0,&local_8), BVar2 I= 0)) E&
(Bvar2 = CryptHashData (local 8 _naram_i}[)}, Bvar I!= 0)) &&
{ (BVar2Z = CryptDeriveRey ('_'_v;'c;.;_:.:,'0:-:6301,\.19:.:,:1_3,D:-:280011,E1f_:f;al_'_-:}, BEvar2 != 0 &&

[Bvar2 = CryptDecrypt{local 10,0,1,0.param 1, &param 2Z), BVar2 != 0))})) {

Understanding the parameters

Finding the hashing algorithm of the key

The last thing we need to verify is which hashing algorithm the key will be hashed with. Again, we’ll need to
understand how the crypto API works and go upstream.

CryptHashData’s first argument is a handle to a hash object, and it gets this handle from a previously called
function named CryptCreateHash.

The second argument of CryptCreateHash is ALG_ID Algid, and as we already know stores algorithm identifiers.
This time, the algorithm id equals 8004, which is according to Microsoft documentation represents SHAI.
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s 5

lea

push
push
push
push
mov

push
call
test
jnz

loc_1088e2D1C:

ecx, [ebp+phHash]

ecx ; phHash
5 ; dwFlags
5 ; hKey
3004h ; Algid
edx, [Ehp+phPPGVj )

edx ; hProv
ds:CryptCreateHash

eax, eax

short loc_10002D3B

CryptCreateHash Algid in IDA

Press enter or click to view image in full size

CALG_SHA1

0x00008004 Same as CALG_SHA. This algorithm is supported by the Microsoft Base Cryptographic
Provider.

Algid CALG_SHA1 in Microsoft documentation

Getting the final decryption key

As we remember, the final session key will be generated by CryptDeriveKey, the size of this key is determined by

the fourth parameter called DWORD dwFlags. This parameter specifies desired key size in bits, in Hancitor’s case,

set it to be 0x280011, which effectively discarding all but the first five bytes of the SHAI hash created by

CryptHashData.

Recap of Hancitor config extraction mechanism

In the first part, we tried to first understand how the Hancitor config decryption mechanism works, our analysis

led us to the following findings:

1. The config itself is the data array named DAT_10007264, and when decrypted its size will be 0x200 bytes.

2. The decryption mechanism is done with the CryptoAPI

3. The config is encrypted with the RC4 algorithm.

4. The initial key for the config is the data array named DAT 10005010, and its size is 8 bytes.
5. The initial key (DAT_10005010) will be hashed with SHA1
6. The final session key will be the first 5 bytes of the SHA1 hash.

After learning how the “config backend” works, it's time to reap the rewards and formulate a work plan to actually

see the indicators of compromise.

First extraction method - Dynamically using x32dbg
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Usually, the dynamic approach is the quickest, and in Hancitor's case, it's no different. First, we can see that this

module has two randomly named export functions, so it will make sense to operate through one of them.

Press enter or click to view image in full size

@ PE-bear v).5.4 [C:/Users; ‘Desktop/hancitor/unpacked.bin] ﬂﬁw
— — e e—
File Settings View Compare Info
4 [H unpacked.bin P e S (- T, T S
DOS Header EI 0123456785 ABCD
. a 3?12‘::65 io 4D SA 90 00 02 00 00 00 04 00 00 oo FF x| PREER
i 10 88 00 DO 00 00 00 00 0D 40 00 00 00 0D 0D
S.Igrlan.lre fQCI 0Q 00 00 OO OO 00 0D OO0 OO0 OO0 OO 00 OO0 OO0
Flle.Header | 30 00 00 00 00 00 00 00 00 00 00 00 00 DE 00
Optional Header [ae: oo IR T I B pf T ]
Section Headers [ il BN 1} ]
4 Sections | | DosHdr | RichHar [ FileHdr | Optional Hdr | SectionHdrs | ® Exports e
4 5k rent — s Bl ek = ==
= EP = DDO |
o rdata Offset Name Value Meaning =
& daa EEL MajorVersion a it |
& ssre 33BA  MinorVersion 0
o reloc (22pr Mame A2EC MASEL maddar All i |
Overlay Exported Functions [ 2 entries | I
Offset Ordinal Function RVA Name RWVA Name Forwarde
3308 1 19E0 43FB TFPWQPUILMG
33DC 2 19E0 4407 KLYIPGPOELYBH

Hancitor export functions in PE-bear

To do so, open x32dbg and load rundll32.exe. Then, go to File -> Change command line, and put as an argument

the location of the Hancitor module, and one of the exports (ordinals), then, press OK.

& Change Command Line ﬁ

ndll32.exe" "C:\Users), \Desktop\hancitor\unpacked.bin", #1

QK ] | Cancel |

Executing Hancitor using rundll132

Now, click on Run to reach the RundlI32 process entry-point, set a breakpoint on CryptDecrypt, and hit Run.
Once we reach the breakpoint, go to the fifth argument and click Follow in dump, the dump we’ll see is the

encrypted config.

Press enter or click to view image in full size
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B cru igmphl Log| ,mus| # Breakpoints | B Memory Map | [ Call Stack easau[i.,,s.:—p|<}]5pnﬁnk|05mm];-m i Threads
e B ed el Crypthecrypt =i
.__ | o e [Eryp P I Hide FPU
7 Epec Ea ebp, esp EAX  OOZATE2E <ACPGRNERY

pop ebp ebx  O0O0O0OD

Jmp adwapi32. 77595792 ECX  DOOCE1ZE

mop DX OOICCGER

T, EBP  DOOCE1LE
ESP  DOOCEOEE
EST  DOOFOSCA

P il edi cryproer fveney EDT  DO0O000OD

push abp

T EIP  T7SD32E4 <advapi 32, Cryproecrypts

ehp
?:E 1P, BErypTler ivekeys EFLAGS  0ODODE0O
nop

- Jedi cryprouplicatedash %E gg:g m SRERCOKAY:
push obp 1 3: [espsc] 00000001
sy ehp, ecp .
cop_eho -
| L] i ¢ B Follow CEOFE in tisassembler
4 oumpl | &% Dump2 | S ump 2 | ¥ Durp 4 | 5% Dump § Iﬁ:ww.h:. | # sruc | . Follow CEOFC in Stack
Addrels b N Folow [CEOFC] in Disassenbler

ASCIT

= & 7r c7 27 60 TT TRl 0F O - KT TS 0wt
00\?{{5'9& -3 CF 50 EB| EU 3a 21 o6 |pd 22 21 gllli? 35 50 I)t WIje-1+q°"!, 250
porcCEAR|ipa 14 90 DF |BE 3B Fc 22 |4 Hii 5 o i bl
BOZECCEs BE &3 oe 102 98 (9 A3 iy
POTCCECE| 9L &7 EEI-’\.SI QD-I.I.UF IF 33 OB ZE 7'9!(".
POICCEDE| AL D LA B0 G lQIFA E 10 (Ot . i Ic"! . Bt
boze ; T8 51 00 £4) prviibatones DA
bozccers 6 & EnCWPtEd conflg |>|1I1 £9 80 c3 A gicam .00

H |50 & #1. Dejusisin. ; - A
e e e e e P A B L
DO2CC726 50 56 24 90 |C6 40 65 C6

Before CryptDecrypt

Next, click “Run to user code”, we can see that once CryptDecrypt ends its operation the encrypted data has been
decrypted and contains several domains. This is also the first time we actually confirm our initial hypothesis that

this is indeed the config.

- Graph | |4 Log | | Motes ® Breakpoints ## Memory Map [
2 85C0 Test eax,eax
« 75 04 ine unpacked. 75392D9A
~ EB 08 Jmp unpacked. 75392DA0
~ EB 08 Jmp unpacked.75392DA0
8B4D OC mov ecx,dword ptr ss:[ebp+C]
894D FO mov dword ptr 55:_[EI::|;::|—1CIEJ ecx
7 837D FC 00 |cmp dword ptr ss:[ebp-40,0
r----@f 753921 ~ 74 11 je unpacked.75392DB7
i @8 753921 8B55 FC mov edx,dword ptr ss:|[ebp-4]
! @ 753921 52 push edx
i @ 753921 FF15 0440397 €all dword ptr ds:[<=&CryptDestroyHask
! ®| 753921 C745 FC 0000 mov dword ptr ss:[lebp-4],0
L-—-»@| 753921 837D F4 00 |cmp dword ptr ss:[ebp-cC],0
r----@f 753921 ~ 74 11 je unpacked.75392DCE
i @8 753921 8B45 F4 mov eax,dword ptr ss:|[ebp-C]
! @ 753921 50 push eax
! @ 753921 FF15 1440397 call dword ptr ds:[<&CryptDestroyKeys
! ®| 753921 C745 F4 0000 mov dword ptr ss:|[lebp-c,0
Lo—-»@| 753921 837D FB 00 |cmp dword ptr ss:[ebp-8],0
r----@f 753921 ~ 74 13 je unpacked.75392DE7
i o 75392] 64 00 push 0
! 8 753921 8B4D F8 mov ecx,dword ptr s5s5:[febp-&]
! @ 753921 51 push ecx
! @ 753921 FF15 0040397 call dword ptr ds:[=&CrvotReleaseCont
il 4 | 1
g% Dump 1 gy Dump 2 o Dump 3 o Dump 4 o Dump 5 & watch 1
Address | Hex ASCIT
002cceE8 |30 38 30 36 (5F 32 7B ?E|65 6B 00 DD|DD 00 00 OOJEBUE_Zxvek......
QD2CCE98 (68 74 74 70(3A 2 6 69 httﬁ:fft?r‘ﬁg&ﬂvi
002CCeaB|6F 6E 73 6B |2E 6 onshn. com/8/Torum
002CCOBB|2ZE 70 68 70|(7C E!Hancrtor Conflg 7 79 .Ehplhttp j’fco%}r
002CCeCEB | 6D 62 65 6l (eC FO™or—rr T e T ar e b 6F Ea'IEar‘ ru/8/
002CCeDE |72 75 6D 2E(70 68 70 7C |68 74 74 70|3A 2F 2F 61 r‘um.E plhttp://a
O02CCBEB|6GE 69 75 6D(62 6F 75 67|75 61 6C 2E|72 75 2F 38|niumbougual.ru/8
002CC6FB|2F 66 6F 72|75 6D 2E 70|68 70 7C 00|00 00 00 00| /forum.php]|.....
002cc708100 00 0O QOI00 0O OO0 00100 00 OO0 QOI00 00 00 00

After CryptDecrypt

Second extraction method - Statically using Cyberchef
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In some cases, malware researchers prefer to extract the IOCs statically, this approach reduces the risk of human
error that can lead to malware communication with its C2. In our case, this way will allow us to really prove our

hypothesis about the decryption mechanism to the test.

Get Eli Salem’s stories in your inbox
Join Medium for free to get updates from this writer.

Remember me for faster sign in

First, we need to collect the encrypted config and its initial key, to do so we can go do IDA and mark the desired

data. for example, if we want to collect the key:

[EImAview-A B | [© Hexview-1 1) | [Al Structures [ | [ElEnums [ | i

¢ .data:10005000 byte_ 10005000 db 10h

® |.data:106005001 a®PP2211 db ' @@P p€£22.11',08

® |.data:1000500F align 16h
.data:18005810 ; BYTE pbData

® |.data:10005010 pbData db @FAh

N 118885811 db 82h ;

- :10005012 db 25h ;

N 118865813 db 4Eh ;

- 110005014 db ¥

N 118885815 db 56h ; P

- 110005016 db 7Ah ; z

o 10005017 db ©CFh ; I

- D

.data:100085018 unk_1@005018 db 44h ;

Extracting the initial key

Then, on the keyboard do SHFIT+E to get the export data represented in HEX.
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rg Export data ﬁ1

Export as
@ hex string (unspaced)

[ ) hex string (spaced)

) string literal

() Cunsigned char array (hex)

I} C unsigned char array (decimal)
[ initialized C variable

() raw bytes

[ "] save data to clipboard

Preview

FAB2254E07507ACF

Line:1 Column:1

Output file pbData.tt - E

Export ” Cancel

Initial key represented in HEX

Now, copy the key to your text editor and do the same for the encrypted config data array.

Press enter or click to view image in full size

L0 T - O R % B P

Key:
FR32254E07507ACFE

Config:
44RT0OFBST7FC247ED6CE2F458E1D8D76B48CFSDEB2D3A2EB6B422219B323550DCDB1450D78E3BT7C224
E313677825561098563BC19E29BESA3SC1DETT7751B3C0ES1878E1AS19DAIBF3F33D62E836778ECAL
DZFC170499523063E0%2R9FA0E4E10B5375652EA537TTCEZRADTTEAE3041C0F4E6652053R1478523R49
S9EFBO1BF93DC51044R229755875344B44823B00831C3811330AFFRSF3ETBBESDTE08720B8776135D38
2A9DCB4968CE66R1IR116028DC0S06EAT2T28DFS6D9321F60725383F35B95461674E62C1C25C28EB990
8AD514261D07CH8R92912A1EACDFS4CB2062A4C1D03B59DTR1E4ADDIBT1EFSR4F1TF69117TASCF0S85B0
B3RABGBTCDDISZF039199C5F9FDEBS5E01BYC4432CER29C58F1DY6FFATS92988CES86B1C3RTEOGSCA
TOFD210CED1F6379C47DR22BDF38B2DB5A223EBDBCYEERS11FBS5360D9E03AESTD0SBO11D4CFEYDEC
1945BDCBSEBFB299ECESS0AFSSESASGCE9162F6COB2BT46AESFEFS27T0BADF4932FCAFTTCTE94184E0
513531D01CSBOSORFREE2BADDESDDY5671CADALOTIAE31FBEE290F21827D4623E3415DE1239B606B4
BOOBFS933F8CFE3876BES06B3280492E0546604347D116612318EC542937F6D540DB3ER32943%1DE6
DBT72TF3Bl436CASFARASEFL99808720447270ESB2EF8567TFE1406REE09ED29FRAIFE1BD4TDEDA425CE
F17691D87D35FC4R3TEDSORDOESF46BR4C0OC2250F4FRL1T74DBRE3CBE0
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Initial key and encrypted config in HEX

Getting the session key

To get the session key, all we need to do is to follow our hypothesis from part one. Let’s do it again step by step in
Cyberchef:

We know the initial key needs to be hashed with SHA1, so let's first unhex it, and add SHA1 into our recipe.

Press enter or click to view image in full size

Recipe B mE B T I
" FARI2SAEQTSOTACF
From Hesx =
At [Extracted key from IDA |
SHAT &
B
time: 2mi
Output TTEE B0 R o

8100440 51200303 fof 482 fO0DETLETDeedTE 301

Unhexed + SHAL key

Manually creating the session key

Now, our hashed key is 810b44c512b0393fbf482f00b671970ee8763c18, however, we know that the final session
key has to be just the first 5 bytes. Therefore, the final key will be 810b44c512.

Now, let's put our encrypted config into Cyberchef, and add RC4 into our recipe. Then, change the input to HEX

and add the final key in the passphrase, and as we expected we can see the config.
Press enter or click to view image in full size

Recipe Oam B Input I',f: :.\:: + O] 0 =

AAATHFERTFC 2 FEDGLE 2FASHE LDADTGRARCF SRER D 3ARARGEA 22 2 OB 32 35500006 LA 500TAE IETC 2 TIEINICTTRISS61 00905
6 3BC 19E AGHEAAIOC 1067 77 7510 300EI 1SS LS 190ALEF 3F 3308 2E 236 TP RECAIDIFC 1 49557 3062 EDI AR AREAE LORSIT
Paicahaaie SOS2EASITPCERADT TRAE HA LOOFAEGGS 2HSIALATES 2 IAMOGEFBRLEFSADC S 104402257 558753 4B A4 R IBROB1C 3011 33005
33_9';44:5_12 HEX~ FASFIETOBCSOTHA07 20087 76135058 20D DA06EC 6EA1A1 A0 2E0COSNEEAT 27 2BDFEE0A32 1 FENTIS IBIFISDS54616TAEG2

C1025C FRERTIBRANS 14 26 LDATCIRADF D1 2ALEACHF D4CE 206 2440 | DAIR5I07E | EADDIAT LEFOALF 1 PFE91 1 7ASCFERSAAAZAS
S—— Outpat format BLETCO019 2F0 591990 SPOFDEBESEO1BSCA43 ROEE 20 SAF 1DOEFFATIS 588 ESELE1C 3R TEQGICATIELR 1O ER1FEIPHCATES
Hex Latini 22R0F G0 HB5A2 2 IEDDICICEABLFBSS 36009EQIAE S TINEEO L 1DACFESEEC 1 54580 BSEOF B 2SS ECES SRAF S5ESASBCE9162F
BLOAIATAGAE SFAF 52 TOAARF 493 2FCAFTFLFFOA1B4EQ51 353 100 LC SA0R0AF AGR IRADDASOIIS6T LCADALRT LAES1FRERIDOF 2
IAFT04622E 2 15DE 12 HIB60HEAA00RF 503 FEFE 3R TERESAGE 11800 EAS AC60A 2T 166123 1 BEC 54203 TREDSABNEIEN 3
204301DECOETEIF IELAI6LASFAMSF 190008 T 2044 72 PUESE 26F U6 T TFE LASGAE GO HIF AL FG LB PDRDA JSLFF 1768102
TOISFCAATPEDERADOEOFLEBALIOL 2 DENFAFAL TADEARICIEN

RC4 & n

lnet ins
Cutput "T;sl‘-: i a rﬂ @ HH

BRBG_2evek.. ... http:/fthrecenvionsh. conf/8f forum. php | http:/fcogyebeal par . ru/8) forus, php [http: ffand
o] . B TOTEM PP o arr a0 a0 00 o m mwie e b e B R s B R

Decrypting the config

Third extraction method - Statically using Python script

The last approach is to extract the config using python script, the biggest advantage of this method is that once we

have our script, it can basically work on any other Hancitor sample (as long the malware keeps using the current
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config decryption mechanism).

Let's first design our future code architecture, to get the config as an output we need our code to:

1. Have the ability to receive any Hancitor sample as an argument.

2. Extract the data section, because the config and its key stored in it.

3. Extract the encrypted config and its key from the already extracted data section.
4. Hash the key with SHA1 and then have only the first 5 bytes as the final key.

5. Decrypt the encrypted RC4 config with the final key.

6. Display the config.

Importing modules

First, our code will require four libraries

1. Binascii - The binascii module contains a number of methods to convert between binary and various
ASCII-encoded binary representations.

2. pefile - a multi-platform Python module to parse and work with Portable Executable (PE) files.

3. Hashlib - an interface for hashing messages.

4. arc4 - A small and insanely fast ARCFOUR (RC4) cipher implementation of Python.

import binascii
import arc4
import pefile
import hashlib

Extracting the data section

Now, in order to work on any sample, we need a path, therefore we’ll first get the sample’s path as an input.

filepath = raw_input('please write the file path: ')

After we have the path, we need to have a function that will extract the data section from this file.

We’ll create a new function and labeled it “extractDataSection”, this function will get as an argument the string
that holds the file’s path.
Next, we’ll use the module pefile to get all the information about the sample’s PE header using the following

command:

pe = pefile.PE("path of the sample")

When observing the new pe object we see it’s a nested data structure, we also see information about each section

(in this case 5 sections), one of them is the data section (marked in orange).

Press enter or click to view image in full size
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Because we only care about the data section, we can just iterate in the pe object and extract the entire content. this

is done using the following lines:

for section in pe.sections:
if ".data" in section.Name:
return section.get_data()

When combining the facts that this function will receive the sample’s path as an argument, the final function
should look like this:

def extractDataSection(path):
pe = pefile.PE(path)
for section in pe.sections:
if ".data" in section.Name:
return section.get_data()

Also, in the main function, we’ll create a call to this function and a variable (in this case named “rawdata”) that

holds the returned extracted data.

rawdata = extractDataSection(filepath)

We still need to do some adjustments, although the key and config are stored near the very beginning of the data
section, they are still not at the start of it.

If we look at IDA, we can see that the key starts 16 bytes after the beginning of the data section.
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.data:10005000 ; Segment type: Pure data
.data:180085000 ; Segment permissions: Read/Write

.data:10005000 data segment para public 'DATA' use32
.data:10005000 assume cs: _data
.data:10005000 -org 10005000h

198056000 byte 10005000 ; DATA XR
10885081 adPP2211

LI

.data:108005010 ; BYTE pbData

.data:10005010 pbData db @FAh ; DATA XR
.data:10005011 db 82h ; ,

.data:10005012 db 25h ; %

.data:10005013 db 4Eh ; N

.data:10005014 db 7

.data:10005015 db 50h ; P

.data:1008085016 db 7Ah ; z

.data:10005017 db @CFh ; I

{data:10005018 unk_10005018 | db 44h ; D ; DATA XR
.data: 10005019 db @A7h ; §

.data:1000501A db @Fh

.data:1060501B db @B5h ; p

In order to cute those 16 bytes, all we need to do is to use the command:

keyPlusData = rawdata[16:]

Getting the key and encrypted config

As we already know, the key length is 8 bytes, therefore, to extract it we need to take only the first 8 bytes from
the rawdata variable.

This can be done with the following command:

key = keyPlusDatal[:8]
For the encrypted config, we know that the config is stored right after the key, so we need to take the bytes right
after the initial key bytes.

This can be done with the following command:

encryptedConfig = keyPlusData[8:]

Hashing the key

Now that we have the initial key, we know that we need to hash it using the SHA1 algorithm, with the help of the

hashlib module we can do it with the following command to do so:
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hashedKey = hashlib.shal(key).hexdigest()

And finally, from this hashed key we only need the first 5 bytes, and because this is represented in hex, we need to

cut the first 10 characters.

finalkey = hashedKey[:10]

Decrypting the config

First, we need to create a new function that will get the final session key and the encrypted data as arguments.
Next, with the help of the module arc4, we’ll use the key to decrypt the encrypted content.

To do so, do the following commands:

cipher = arc4.ARC4(key)
decrypted_content = cipher.decrypt(encryptedConfig)

Then, because most of the data in decrypted_content are not relevant, we’ll take only the first 150 characters.

final_config = decrypted_content[:150]

Eventually, we can print the decypter_content variable with the print command

print(final_config)

The final rc4 decryption function should look like this

def rc4_decryption(key,encryptedConfig):
cipher = arc4.ARC4(key)
decrypted_content = cipher.decrypt(encryptedConfig)
final_config = decrypted_content[:150]
print(final_config)

Once we print the final_config variable we can see that it indeed shows the decrypted config.

Press enter or click to view image in full size
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In the end, the entire python code of Hancitor’s config extraction should look like this:

import binascii
import arcd
import pefile
import hashlibdef rc4_decryption(key,encryptedConfig):
cipher = arc4.ARC4(key)
decrypted_content = cipher.decrypt(encryptedConfig)
final_config = decrypted_content[:150]
print(final_config)def extractDataSection(path):
pe = pefile.PE(path)
for section in pe.sections:
if ".data" in section.Name:
return section.get_data()def main():#getting the file's path
filepath = raw_input('please write the file path: ')

#call to data extraction function
rawdata = extractDataSection(filepath)

#remove the first 16 bytes of the extracted data section
keyPlusData = rawdata[16:]

#extracting the key
key = keyPlusData[:8]

#extracting the encrypted config
encryptedConfig = keyPlusData[8:]

#hashing the key with SHA1
hashedKey = hashlib.shal(key).hexdigest()

#getting only the first 5 bytes from the hashed key
finalkey = hashedKey[:10]

#call for decryption function
rc4_decryption(binascii.unhexlify(finalkey),encryptedConfig)

if __name__ == ' main__
main()
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Conclusion

In this article \ tutorial, I presented the theory behind malware configs, and particularly, the config extraction
mechanism of the Hanicotr malware.

After learning the theory, we discussed and implemented three approaches to get the final config.

When dealing with config extractions we need to take into consideration two aspects, time and familiarity with the
malware. With a relatively small familiarity, we can decide to take the fast dynamic approach using the debugger.
However, with extensive understanding, we can create a long-term solution in the form of automation using

scripts.
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