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 Tool: ThreatKit

Names ThreatKit

Category Exploits

Type Loader

Description
Threatkit was by far the most powerful exploit kit due to the fact it houses 4 out of 10 of the
top 10 vulnerabilities while being relatively cheap on the dark web at $400.

Information
<https://pentestmag.com/codename-double-kill%E2%80%8B-the-top-cyber-security-
vulnerability-of-2018/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool ThreatKit

Changed Name Country Observed

APT groups

  Cobalt Group 2016-Oct 2019

  Venom Spider, Golden Chickens 2017-Jan 2025  

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=468bcafb-5b11-44b7-aa91-de8a8d0e4861
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