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Amidst the complexities of the Israel-Iran conflict, the Middle East is witnessing another form of strife: cyber
warfare. Jordan finds itself at the forefront of this battle, facing a barrage of alleged cyberattacks orchestrated by

various hacktivist groups.

The BlackMaskers Team has emerged as a prominent threat, claiming cyberattacks on Jordan, targeting crucial

Jordanian entities, ranging from the stock exchange to private sector enterprises.

The ongoing cyberattacks are exemplified by recent incidents of Jordan supporting Israel against Iran in the

ongoing war. The BlackMaskers Team proclaimed their actions, declaring Jordan as their prime target.
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Their assaults on Jordanian websites and subsequent data breaches have sparked concern, amplifying the

vulnerability of national infrastructure and private companies alike.

Cyberattacks on Jordan Amidst Public Outrage
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Jordan, Top target of hackers!
BlackMaskers attacked Jordan websites for several times.
They also accessed data of Jordan websites.
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Jordanian authorities are dealing with reports of cyberattacks while also facing public criticism for their decision
to support Israel against Iran. The organizations suspected to be affected include the Jordan Stock Exchange and

the Jordanian Water Company Yarmook.
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The gravity of the Jordan cyberattacks was highlighted when the hacker group threatened to leak sensitive

information pertaining to more Jordanian companies. This warning, coupled with the release of sample
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documents, further exacerbated the situation in the country. Amidst the chaos, the cyber assailants remain elusive,

evading detection as they exploit vulnerabilities in Jordanian organizations.
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The leaked sample data allegedly comprises sensitive documents and information, including financial auditing
reports for companies like Jordan Steel, insights into Jordan’s alleged assistance to Israel against Iranian threats,

and documents from other Jordanian entities.

The Cyber Express has reached out to the listed victims to learn more about these cyberattacks on Jordan.

However, at the time of writing this, no official statement or response has been received, leaving the claims made

by the threat actor to stand unverified right now.
Jordanians Display Insurgency Against the Government

The ramifications extend beyond Jordan’s borders, intersecting with the broader geopolitical setup of the region.
Reports of Jordan’s assistance to Israel in countering Iranian threats have triggered uproar and dissent within the

country wherein the local public feels betrayed by their government.

The fallout from these events reverberates across social media platforms, fueling speculation and resentment.

Accusations of betrayal and collusion with Israel overburden online discourse, painting a portrait of

disillusionment and discontent among Jordanians.

Jordan reportedly is experiencing public outrage for supporting Israel against an Iranian attack. Misinformation
regarding the king’s role is being circulated online. Many Jordanians feel betrayed by their government’s stance,

resulting in significant anger and protests against the alliance with Israel.

Amidst the chaos, Jordan’s vulnerabilities are laid bare once again, wherein an unfamiliar hacker group is

claiming cyberattacks on multiple organizations at once.

This intrusion, not confirmed though, highlights the current situation in the Middle East where hackers,

governments, and the local public are taking sides while war is disrupting the livelihood of common citizens.

This is an ongoing story and The Cyber Express will be monitoring the situation. We’ll update this post once we

have more information on the alleged cyberattacks on Jordan or any official confirmation from the listed

organizations.

Media Disclaimer: This report is based on internal and external research obtained through various means. The
information provided is for reference purposes only, and users bear full responsibility for their reliance on it. The

Cyber Express assumes no liability for the accuracy or consequences of using this information.
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