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 Tool: XDPass

Names XDPass

Category Malware

Type Credential stealer

Description

(ESET) XDPass is a quite standard browser password stealer, and it has similar custom
obfuscation to the other plug-ins. It can recover passwords from Internet Explorer, Chrome

and Opera. We did not see significant code similarity with known password stealers, but we
cannot exclude that it might be based on some generic code.

Information <https://vblocalhost.com/uploads/VB2020-Faou-Labelle.pdf>

Last change to this tool card: 19 October 2020

Download this tool card in JSON format

All groups using tool XDPass

Changed Name Country Observed

APT groups

  XDSpy [Unknown] 2011-Jul 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ad2e68bc-3c42-4f11-b1b6-1be9f920a05e

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ad2e68bc-3c42-4f11-b1b6-1be9f920a05e
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