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 Tool: Vyveva

Names Vyveva

Category Malware

Type Backdoor

Description
(ESET) The backdoor consists of multiple components and communicates with its C&C server
via the Tor network. So far, we have been able to find its installer, loader and main payload – a

backdoor with a TorSocket DLL.

Information
<https://www.welivesecurity.com/2021/04/08/are-you-afreight-dark-watch-out-vyveva-new-

lazarus-backdoor/>

Last change to this tool card: 21 April 2021

Download this tool card in JSON format

All groups using tool Vyveva

Changed Name Country Observed

APT groups

  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c15b160c-eda8-443a-a015-72e278b23463
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