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Enterprise T1650 Acquire Access

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

Enterprise T1583 Acquire Infrastructure

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.001 Domains

Organizations may intentionally register similar domains to their own to deter adversaries from creating
typosquatting domains. Other facets of this technique cannot be easily mitigated with preventive controls since it

is based on behaviors performed outside of the scope of enterprise defenses and controls.

.002 DNS Server

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.003 Virtual Private Server

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.
.004 Server

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.005 Botnet

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.006 Web Services

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.007 Serverless
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This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.
.008 Malvertising

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should be focused on initial access activities, such

as drive by compromise where ad blocking adblockers can help prevent malicious code from executing.
Enterprise T1595 Active Scanning

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
.001 Scanning IP Blocks

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
.002 Vulnerability Scanning

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
.003 Wordlist Scanning

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1586 Compromise Accounts

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.001 Social Media Accounts

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.002 Email Accounts

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.003 Cloud Accounts
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This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

Enterprise T1584 Compromise Infrastructure

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.001 Domains

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.002 DNS Server

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.003 Virtual Private Server

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.004 Server

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.005 Botnet

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.006 Web Services

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.007 Serverless

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.008 Network Devices

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

Enterprise T1587 Develop Capabilities
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This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.001 Malware

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.002 Code Signing Certificates

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.003 Digital Certificates

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.
.004 Exploits

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

Enterprise T1585 Establish Accounts

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.001 Social Media Accounts

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.002 Email Accounts

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.003 Cloud Accounts

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.
Enterprise T1592 Gather Victim Host Information

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
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.001 Hardware

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.002 Software

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
.003 Firmware

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.004 Client Configurations

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1589 Gather Victim Identity Information

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.001 Credentials

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
.002 Email Addresses

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.003 Employee Names

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
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Enterprise T1590 Gather Victim Network Information

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
.001 Domain Properties

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.003 Network Trust Dependencies

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.004 Network Topology

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.005 IP Addresses

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.006 Network Security Appliances

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1591 Gather Victim Org Information

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.001 Determine Physical I.ocations

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
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.002 Business Relationships

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.003 Identify Business Tempo

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.004 Identify Roles

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1588 Obtain Capabilities

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.001 Malware

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.002 Tool

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.003 Code Signing Certificates

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.004 Digital Certificates

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.005 Exploits

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.006 Vulnerabilities
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This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.007 Artificial Intelligence

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

Enterprise T1597 Search Closed Sources

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.001 Threat Intel Vendors

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.002 Purchase Technical Data

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1596 Search Open Technical Databases

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.001 DNS/Passive DNS

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.002 WHOIS

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.003 Digital Certificates

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and
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sensitivity of data available to external parties.
.004 CDNs

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

.005 Scan Databases

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1593 .001 Search Open Websites/Domains: Social Media

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.
.002 Search Open Websites/Domains: Search Engines

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1681 Search Threat Vendor Data

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on designing defenses that are not

reliant on atomic indicators.

Enterprise T1594 Search Victim-Owned Websites

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and

sensitivity of data available to external parties.

Enterprise T1608 Stage Capabilities

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.001 Upload Malware

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.002 Upload Tool
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This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.003 Install Digital Certificate

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.004 Drive-by Target

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.005 Link Target

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

.006 SEO Poisoning

This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed

outside of the scope of enterprise defenses and controls.

Source: https://attack.mitre.org/mitigations/M1056
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