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Translation into English

DTOT KPUITO-BbIMOTaTe/Ib IKU(PYeT JaHHbIe [0/b30Bareeil ¢ nomorpio AES+RSA, a 3atem Tpefyer Harucarh Ha email
BbIMOTaTe/Iel, UToOb! y3HaTh KaK 3all/IaTUTh BBIKYII U BePHYTH (aiiibl. OpUriHaibHOe Ha3BaHUe: B 3alUCKe He yKa3aHo. Ha
aiine Harcano: {#] S {H%E/NFEFF-SIGN.exe

OGHapyXeHHs:

DrWeb -> Trojan.Encoder.30799

BitDefender -> Gen:Variant.Mikey.110458

ESET-NOD32 -> A Variant Of Win32/Filecoder. OAW

Malwarebytes -> ***

Rising -> Trojan.Zudochka!8.106DC (CLOUD)

Symantec -> Downloader

TrendMicro -> TROJ_GEN.R002COPG320

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benpiopam! XotuTe ObITh B 3TOM CITUCKe pPery/sipHO uin mossiie? Coobrure MHe!

© I'eneanorus: Barack Obama's EBBV u apyrue >> ChinaJm > Pojie

WM306paxkeHre — JIOTOTUIT CTAaTbK

K 3amméposanHbM aiiiam gobasisercst paciurperye: .China

oBHnma}me! Hogeie pacimpenus, email u TeKCTbI O BBIKYTI€ MOXKHO HalTh B KOHIL|e CTaTbH, B obHoBeHusx. Tam

MOryT OBITH pasnnuus C nepBoHavyaIbHBIM BapUaHTOM.

AKTHBHOCTb 3TOTO KPUIITO-BBIMOraTe sl IPHILIIACh Ha KOHel| eBpass - Hayaao MapTa 2020 r. OpueHTHPOBaH Ha

KUTalCKOSI3bIYHBIX U aHIVIOS3bIUHBIX [10/1b30BaTe/Iel, UTo He MellaeT PacripoCTpaHATh €ro 1o BCeMy MHUDY.

3anucka ¢ TpeGoBaHieM BbiKyna HasbiBaetcs: A'ipl0,CeéldE342y1582689454562.txt
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CojepKaHHe 3alHCKH 0 BBIKyIIe:

Your machine code:

AaiBauL4Y VBEP6TSaTIueXnXCPnr7zzMSFZ XhslpcFu5fqlJhEtTrbILBFGUvqrFYpt/9wjgYpLO75paEEThTT8IWUqKgnKHy7tfU2PO9NPVVSHSOJIEL
You need to send an email to china_jm@protonmail.ch to get the secret key

Restore your file usage

IlepeBoy 3anKCKH Ha PYCCKHIi A3BIK:

Koy Barueld MallyHbL:

AaiBaul4Y VBEP6TSaTIueXnXCPnr7zzMSFZ XhslpcFu5fqlJhEtTrbILBFGUvqrFYpt/9wjgYpLO75paEEThTT8IWUqKgnKHy7tfU2POINPVVSHSOJIEL
Bam Hy>xHO otripaBuTh email Ha agpec china_jm@protonmail.ch, yTo6bI TOTyYNTH CEKPETHBIN K/TIOU

BepHyTb HCTI0/B30BaHKE BallleTo (aiina

TexHUYeCKHe JeTaTu

MoskeT pacrpoCTpaHsATLCs MyTEM B3/10Ma Yepe3 He3alluileHHyo koHdurypauuto RDP, ¢ nomosto email-crniama n
BPEJJOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, 60THETOB, IKCIJIONTOB, BPEJOHOCHOH PeK/IaMbl, BeO-HHXEKTOB,
(hasbIIMBBIX OOHOB/IEHUH, 1ePerakOBAHHbBIX 1 3aPKEHHBIX HHCTALIATOPOB. CM. Takxke "OCHOBHBIE CrI0COObI

PpacrpoCTpaHeHus! KpUNITOBbIMOTaTe el Ha BBOAHOM cTpaHuile Griora.

Ec/im BbI IpeHebperaeTe KOMILIEKCHOM aHTUBUPYCHOI 3amuToi knacca Internet Security wu Total Security, To XoTs 661

Jlefiaiite pe3epBHOe KOTIMPOBaHUe BaXKHbIX (aiinos o metoxy 3-2-1.

» [lo fanHbIM cepBuca IntezerAnalyze cozep)XuT Koj MaiiHepa KpuntoBamtoTbl CoinMiner, 3HaUMT MHM(PPOBAIBIIUK MOXKET

OBITb IPUKPBLITHEM YCTAHOBKH MaliHepa.
» lcrionb3yeT uy)kue 3/1eKTPOHHbIE TOAUCH /ISl UCToHsieMoro (aiina.

Crniucok (aiiyioBbIX paclIMpeHuH, NoABeprawiuxcs mupposanuio:
3Oto gokymentbl MS Office, OpenOffice, PDF, TekcToBble (haiibl, 6a3bl AaHHBIX, poTorpaduu, My3blka, BUeO, haiiibl

006pa3oB, apxXuBBI U TIP.

®daiinbl, cBA3aHHbIE ¢ 3TUM Ransomware:
G/ N2 FF-SIGN.exe
Afpi0,CeloE%3y1582689454562.txt - Ha3paHMe daiina C TpeGOBaHKMEM BBIKYTa

<random>.exe - ciTydaifHoe Ha3BaHHe BPeJIOHOCHOTO (aiina

PacriosioxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\User\AppData\Local\Temp\f&] S33f2 /|\f2 F-SIGN.exe

3anucu peecTpa, CBA3aHHbIE C 3TUM Ransomware:

CM. HIKe pe3y/ibTarbl aHa/IM30B.

MBIOTEKCBI:

CM. HIKe pe3y/bTaThl aHaM30B.

CeTeBble NOJK/IIOUEHHs H CBSI3H:

Email: china_jm@protonmail.ch

BTC: -

CM. HIKe B 0OHOBJIEHHUSIX Apyrye ajpeca U KOHTaKThbI.

CM. HIKe pe3ysibTarhbl aHa/IM30B.

Pe3ynbTarhl aHa/IM30B:
v Triage analysis >>
® Hybrid analysis >>

Z VirusTotal analysis >>

% Intezer analysis >>
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2 ANY.RUN analysis >>

X VMRay analysis >>

) VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

{21 CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrereHb paclpOCTPaHEHHOCTH: HU3Kasl.

IMoapo6Hble cBezieHMst cobuparoTcst perynisipHo. IIpucbuiaiiTe 06pasLpl.

=== ICTOPUS CEMEWCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJ/TEHUI === BLOCK OF UPDATES ===

Emé He 661710 0GHOB/IEHHIT 3TOTO BapUaHTa.

=== BJIOK CCBI/IOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

| http: 9
k Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as Chinalm)

Write-up, Topic of Support

*

Thanks:
dnwls@719, Michael Gillespie

Andrew Ivanov (author)
*kk

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/02/chinajm-ransomware.html
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