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DarkSide: New targeted ransomware demands million dollar ransoms

By Lawrence Abrams

Published: 2020-08-21 - Archived: 2026-04-02 11:28:33 UTC

A new ransomware operation named DarkSide began attacking organizations earlier this month with customized attacks that

have already earned them million-dollar payouts.

Starting around August 10th, 2020, the new ransomware operation began performing targeted attacks against numerous

companies.

In a "press release" issued by the threat actors, they claim to be former affiliates who had made millions of dollars working

with other ransomware operations.
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After not finding a "product” that suited their needs, they decided to launch their own operation.

"We are a new product on the market, but that does not mean that we have no experience and we came from nowhere.
We received millions of dollars profit by partnering with other well-known cryptolockers.

We created DarkSide because we didn't find the perfect product for us. Now we have it."

DarkSide states that they only target companies that can pay the specified ransom as they do not "want to kill your

business."
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We are a new product on the market, but that does not mean that we have no experience and we came from nowhere.
We received millions of dollars profit by partnering with other well-known cryptolockers.
We created DarkSide because we didn't find the perfect product for us. Now we have it.

Based on our principles, we will not attack the following targets:

® Medicine (hospitals, hospices).
® Education (schools, universities).
# Non-profit organizations.

® Government sector.

We only attack companies that can pay the requested amount, we do not want to kill your business.
Before any attack, we carefully analyze your accountancy and determine how much you can pay based on your net income.
You can ask all your questions in the chat before paying and our support will answer them.

We provide the following guarantees for our targets:

® We guarantee decryption of one test file.
® We guarantee to provide decryptors after payment, as well as support in case of problems.
® We guarantee deletion of all uploaded data from TOR CDNs after payment.

If you refuse to pay:

* We will publish all your data and store it on our TOR CDNs for at least 6 months.
* We will send notification of your leak to the media and your partners and customers.
* We will NEVER provide you decryptors.

We take our reputation very seriously, so if paid, all guarantees will be fulfilled.
If you don't want to pay, you will add to the list of published companies on our blog and become an example for others.

The threat actors have also stated that they do not target the following types of organizations.

¢ Medicine (hospitals, hospices).
¢ Education (schools, universities).
» Non-profit organizations.

o Government sector.
It is too soon to tell if they will honor this statement.

From victims seen by BleepingComputer, DarkSide's ransom demands range from $200,000 to $2,000,000. These numbers

can likely be more or less depending on the victim.
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You need pay

You need pay

$ Darkside X $ Darkside X
<« c ® @ darksidfqzcuhtk2.onion/ " -~ | Of(e Cc @ ® & darksidfqzcuhtk2.onion, % O ¥

now, or

37518 BTC (+

%) - 4065.867 XMR

190.363 BTC (+10%) - 22537.751 XMR

after doubled.

380.725 BTC (+10%) - 45075.501 XMR

After payment we will provide you universal
decryptor for all network.

After payment we will provide you universal
decryptor for all network.

Don't worry, we are good decryption specialists.

Random demand ranges

At least one of the victims seen by BleepingComputer appears to have paid a million+ dollar ransom.
DarkSide steals data before encrypting victims

Like other human-operated ransomware attacks, when the DarkSide operators breach a network, they will spread laterally

throughout a network until they gain access to an administrator account and the Windows domain controller.

While they spread laterally, the attackers will harvest unencrypted data from the victim's servers and upload it to their own

devices.
This stolen data is then posted to a data leak site under their control and used as part of the extortion attempt.

When data is posted to the leak site, the threat actors will list the company name, the date they were breached, how much

data was stolen, screenshots of the data, and the types of stolen data.
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Darkside

bynoBati -~ More then 200 GB sensitive data.

Included:

Corporate HR

Finance
Human resources

Administration

Business plan

L]
L]
L]
® Payroll
L]
.
® Commercial

® And more other...

Read all

DarkSide data leak site
DarkSide states that if a victim does not pay, they will publish all of the data on their website for at least six months.
This extortion strategy is designed to scare a victim into paying the ransom even if they can recover from backups.
If a victim pays the ransom, DarkSide states that they will remove the stolen data from their leak site.

For the victim that had paid the ransom, their data has already been removed from the site.
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Customized ransomware attacks

When performing attacks, DarkSide will create a customized ransomware executable for the specific company they are

attacking.

When executed, the ransomware will execute a PowerShell command that deletes Shadow Volume Copies on the system so

that they cannot be used to restore files.

According to Advanced Intel's Vitali Kremez, it then proceeds to terminate various database, office applications, and mail

clients to prepare the machine for encryption.

When encrypting a computer, DarkSide will avoid terminating certain processes.

vmcompute.exe
vmms . exe
vmwp . exe
svchost.exe
TeamViewer.exe

explorer.exe

Specifically avoiding TeamViewer is not common, if ever seen with ransomware, and could indicate that the threat actors

are using it for remote access to computers.

Michael Gillespie, who analyzed the encryption process, told BleepingComputer that the ransomware utilizes a SALSA20
key to encrypt files. This key is then encrypted with a public RSA-1024 key included in the executable.

Each victim will also have a custom extension created using a custom checksum of the victim's MAC address.
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DarkSide encrypted files

Each executable is customized to include personalized "Welcome to Dark" ransom note, which will include the amount of

data that was stolen, the type of data, and a link to their data on the data leak site.
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1

P — [ welcome to Dark ] —--------—--- >

3
4What happend?

5
6Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot decrypt your data.
7But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all your network.
sFollow our instructions below and you will recover all your data.

9

10Data leak

1
12First of all we have uploaded more then 100 GB data.

13

14Example of data:

15 - Accounting data

16 - Executive data

17 - sales data

18 - Customer Support data

19 - Marketing data

20 - Quality data

21 - And more other...

22

23 Your personal Teak page: tige s Fringy gl G s B S AL B L
24The data is preloaded and will be automatically published g oo ot 5.

25 After publication, your data will be available for at least 6 months on our tor cdn servers.

2

27We are ready:

25~ To provide you the evidence of stolen data

29— To give you universal decrypting tool for all encrypted files.

30~ To delete all the stolen data.

31
s2What guarantees?
33
ssWe value our reputation. If we do not do our work and Tiabilities, nobody will pay us. This is not in our interests.
35A11 our decryption software is perfectly tested and will decrypt your data. wWe will also provide support in case of problems.
36We guarantee to decrypt one file for free. Go to the site and contact us.

37
38How to get access on website?
39
40Using a TOR browser:

411) Download and install TOR browser from this site /tar'pra]ect ora/

2 z) Open our website: http://darksidfqzcuhtk2. oniongs: s ssa, 72 Me e G Rty s g5

el s

44 when you open our website, put the following data in the input form:
45Ke:

52111 DANGER !!!

53D0 NOT MODIFY or try to RECOVER any files yourself. we WILL NOT be able to RESTORE them.
54 111 DANGER !!!

55

Ln33:55 Col47 Sel 0 2.60 KB ANs| CR+LF INS Default Text

DarkSide Ransom Note

At this time, the ransomware looks secure, and there is no way to recover files for free.

Possible connection to REvil
When analyzing DarkSide, it was discovered that it has some similarities with the REvil ransomware.

The most obvious similarity is the ransom note, which uses almost the same template, as shown in the REvil ransom note

below.

4 * ofgy6-resdme.nat - Notepad? (=3 o )|
Eile Edt View Setings I
DE@ CLE Y

== Welcome. Again., mem---

CRCYR=N 4R

-
2 m whats Happen? [+]

S voue £1ies are encrypted, and currently unavailable. vou can check it: all files on you computer has expansion ofgy6.
L the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data (NEVER).

= [+] what guarantees? [+]
s

10 Its jUSt a business. we absolutely do not care about you and your deals, except getting benefirs. If we do not do our work and 1iabilities - nobody will not cooperate
with us. Its not in our interests.

11 To check the ability of returning files, You should go to our website. There you can decrypt one file for free. That is our guarantee.

12 If you will not cooperate with our service - for us, its does not matter. But you will lose your Time and data, cause just we have the private key. In practise - time
is much more valuable than money.

14 [+] How to get access on website? [+]
16 You have two ways:
181) [Recommended] Using a TOR browser!

13 a) bownload and install TOR browser from this site: https://torproject.org/
b) Open our website: http://aplebzus 62cnjppkbxbr Grketf S6nf6aq2 d.onion/[1d]

My

2) If ToR blocked in your country, Try TO USe VPN! BUL you can use our secondary website. For this:
a) Open your any browser (chrome, Firefox, Opera, IE, Edge)
b) open our secondary website: http://decryptor.top/[id]

b

warning: secondary website can be blocked, thats why first variant much better and more available.

H

when you open our website, put the following data in the input form:
Key:

]

g

[keyl

34 Extension name:

25 of gy6

40111 DANGER !11

41 DONT Try to change files by yourself, DONT use any third party software for restoring your data or antivirus solutions - its may entail damge of the private key and,
as result, The Loss all data.

43ONE MORE TIME: Its in your interests to get your files back. From our side, we (the best specialists) make everything for restoring, but please should not interfere.

EPTTRTTIREY Lid

Ln30:44 Coll Sel0 206 KB Unicode CReLF INS Default Text

REvil Ransom Note
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In BleepingComputer's behavioral analysis of DarkSide, we noticed that it would execute an encoded PowerShell script

when first executed.

33325F536

C6574652

Executed PowerShell command

When deobfuscated, we can see that this PowerShell command is used to delete Shadow Volume Copies on the machine

before encrypting it.
Get-WmiObject Win32_Shadowcopy | ForEach-Object {$_.Delete();}

Using PowerShell to execute the above command is the same method used by REvil.

Finally, MalwareHunterTeam found that DarkSide purposely avoids infecting victims in CIS countries. The code to do this

is similar to what is used in REvil and also GandCrab.

_ MalwareHunterTeam w
¥/ @malwrhunterteam

DarkSide ransomware also has code to check for CIS
countries...
What a surprise, right?

[

What is interesting is that it uses both
GetSystemDefaultUILanguage & GetUserDefaultLangID, that
is very rare in RWs. Only done by GandCrab and then REvil
before | think...

v

While these connections are tenuous, it is something that should be monitored.

Update 8/21/20: Added further technical information from Vitali Kremez and Michael Gillespie.

Page 7 of 8


https://twitter.com/malwrhunterteam/status/1293229435848712199

https://www.bleepingcomputer.com /news/security/darkside-new-targeted-ransomware-demands-million-dollar-ransoms/

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands-million-dollar-ransoms
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