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 Tool: SerialVlogger

Names SerialVlogger

Category Malware

Type Loader

Description

(Malwarebytes) By using DBoxAgent, attackers had already full control of their victim's
machine. They were able to steal information and also to deploy additional pieces of malware.

In that regard, only selected victims received this second stage that used jcef_helper.exe ,
libcef.dll and vlog.ipdb files.

Information
<https://www.malwarebytes.com/blog/threat-intelligence/2022/winnti-apt-group-docks-in-sri-
lanka-for-new-campaign-final.pdf>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.serialvlogger>

Last change to this tool card: 22 June 2023

Download this tool card in JSON format

All groups using tool SerialVlogger

Changed Name Country Observed

APT groups

  APT 41 2012-Jul 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=98c8bb93-8382-4c86-97a4-6938ea738867
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