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Cerber ransomware: new, but mature

By hasherezade
Published: 2016-03-10 - Archived: 2026-04-05 20:32:16 UTC
Ransomware authors seem to love mythological creatures. We have seen Chimera, now we will take a look at

Cerber. Both are named after powerful beasts and both are prepared in a professional way. As SenseCy states

(source), Cerber is sold to distributors on underground Russian forums.

This malware is often distributed via Exploit Kits (read more here).

UPDATE: Checkpoint released a decryption tool working for some cases of Cerber

Analyzed samples

» f5146a3bbe6c71e5a0ef2f04f955b1al
o 2f7059d7b1dda3080e391d99788fff18
o payload: 9a7f87c91bf7e602055a5503e80e2313 <- main focus of this analysis

Behavioral analysis

After being deployed it disappears and runs its dropped copy (renamed to [a random word].exe from the hidden
folder created in % APPDATA%. Name of the folder is specific to a particular sample — in the analyzed one it is:
{BD674CFA-429A-0ACF-A3F2-C895D363964E}.

Some observed file names: csrstub.exe, dinotify.exe, ndadmin.exe, setx.exe, rasdial.exe, RelPost.exe, ntkrnlpa.exe

The dropped file has an edited creation timestamp.

AppData » Roaming » {BDET4CFA-429A-0ACF-ASF2-CEA50363964E] - | 3 | r

library = Share with = Mew folder

Mame Date modified Type Size

27 csrstub.exe 2010-11-20 22:29 Application 112 KB
It also creates a link to the dropped malware in: %APPDATA%/Microsoft/Windows/Start Menu/Programs/Startup:

AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Startup v|¢¢||

library = Share with - Mew folder

-~

Mame Date modified Type Size
@] csrstub 2016-03-07 17:30 Shortcut 2 KB
desktop.ini 2015-06-18 22:24 Configuration sett... 1 KB
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Looking via Process Explorer we can see the dropped sample deploying new instances (it is used in order to

divide the work of encrypting files).

= & ntkmipa.exe
(X
(X
(X

Registry keys

047

48,34

1.67

11.63

The malware makes changes in the Windows registry.

1836 K 6445 K 5363
2276 K 776K

752K 2064 K
1572K T292K

Two entries (Component_00, Component_01) are dropped in PrintersDefaults:

nters
Connections
Defaults

-~

I

| | . {67F80680-EF8D-2436-5FCA-81

[ S T Y, U (R

4 e

3

MName

b (Default)
.?5'9'] Compenent_00
.?5'9'] Compenent_01

Type
REG_SZ

REG_BINARY
REG_BINARY

Data

(walue not set)

9304 010182 b9 93 f9 4002 00 00 01 00 00 00 db 5...
4245744b7776796b6c345031 703947 31 35 6...

Computer\HKEY_CURREMNT_USER\Printers\Defaults\{67 F80680-E780-2436-5FCA-81 CBAD43DAED}

Compont_01 contains some binary data in base64:

Edit Binary Value
Value name:
Component_01
Yalue data:
0100 64 4D &3 47 BB 48 59 T8 dMhGEHY®X =
0108 4C 41 ©&B 69 BB 38 61 &8 LAkikZai
0110 T2 T2 &F 31 2F 4E 57 &D rrol/HWm
01l1lE 4D 70 &6 4E 4F 70 &8 TA HMpfHCphs=
0120 56 52 37T 589 8B 2B TD &8 VETYk+ph
0128 48 2B 61 45 78 46 44 T8 E+aEXFD=x
0130 66 T8 53 51 73 45 6D &8 Ex5Q=Emh
0138 4E 44 S1 &F S50 T4 64 &8 HJQoPtdi —
0140 73 35 45 77 6% 68 T4 44 Z9EwihtdJd H
0148 49 42 43 6D 4C &7 35 48 IBECmLgSI
0150 41 53 5S4 42 51 41 3D 3D LEZEQL== T
| ok || cancel |

Registry keys for the persistance are added in various places, i.e:

HKEY_USERS -> [current user’s SID]:

“Software\Microsoft\Windows\CurrentVersion\Run”
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“Software\Microsoft\Windows\CurrentVersion\RunOnce”

“Software\Microsoft\Command Processor” -> “AutoRun”

“Software\Microsoft\Windows\Current Version\Policies\Explorer” -> “Run”
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However, when the encryption finishes successfully, the dropped sample is deleted.

Encryption process

Cerber can encrypt files in offline mode — it means it doesn’t need to fetch the key from the CnC server. Files that
have been encrypted are fully renamed and appended with the extension typical for this ransomware: .cerber.
Pattern of the name: [0-9a-zA-Z_-]{10}.cerber

| @] # DECRYPT MY FILES #html  2016-03-05 17:55 2KB
| # DECRYPT MY FILES #.bt 2016-03-05 17:55 1 KB
[Z] # DECRYPT MY FILES #vbs ~ 2016-03-05 17:55 1KB
|| 0jkKC-nfS.cerber 5 KB
|| 73elbQ21uQ.cerber 1KB
|| DiGf3mzEar.cerber 141 KB
|| gHfAZAd_wh.cerber 49 KB
|| wsfhBVhkSs.cerber 7 KB
D wwexLuXpES.cerber 14 KB
|| YnUoOIHXf8.cerber 24 KB
|| yqBCPGKBDU.cerber 2KB

The encrypted content has a high level of entropy and no patterns are visible. Below: visualization of bytes of

square.bmp : left — original, right encrypted with Cerber:
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Content of the encrypted file is different on every encryption — probably keys are dynamically generated. After
encryption size of the file content is increased about 384 bytes* — it may suggest, that the RSA encrypted AES key

is appended to the file (*depending on the file this value may vary a bit, probably because of various padding).

After executing it displays a ransom note in two forms: HTML and TXT. The note is available only in English.

Example below:

@ CEREBER - Windows Internet Explorer EI@

QQ |g, C:\Users\tester\Desktop\# DECRYPT MY FILES Z.html - | ¢f| X \ | P Bing P -

507 Ulubione @ CERBER

CERBER

Your documents, photos, databases and other important files have been encrypted!

To decrypt your files follow the instructions:

1. Download and install the «Tor Browser» from https:/Avww.torproject.org/

2. Runit

m

3. Inthe «Tor Browser» open website:

http://decrypttozxybarc.onion/FEQOD-9A67-0099-0006-4671

4. Follow the instructions at this website

«_..Quod me non necat me fortiorem facit.» | 4

CERBER

Your documents, photos, databases and other important files have been encrypted!

At the bottom of the ransom note attackers added a quote in Latin: «...Quod me non necat me fortiorem facit.»
(“What doesn’t kill me, makes me stronger”). We can only speculate what they wanted to convey — to share their

own motto, or to console the victim of the attack?

It comes also with a VB macro that is supposed to speak up the message with the help of a local text-to-speech

emulator:

Set SAPI = CreateObject("SAPI.SpVoice") SAPI.Speak "Attention! Attention! Attention!" For i =1 to 5

Website for the victim
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Each victim has a Web page that can be accessed via Tor. Although the ransom note is available only in English,

the Tor website can be customized to several languages:

CERBER DECRYPTOR-Tor Browser e 0 0

ICERBER DECR.. x |+

Si @ v (€)@ decryptiozxybarc.onion/CIB2-2220-08A5-0042-F482/language v &|[Q search | = |

Select your language

(7« Tarkce E dapyall B== Nederlands

These pages contain further instructions to the victim and support for managing payments. The time to an increase

in the ransom price is counted from the first access to this website.

CERBER DECRYPTOR- Tor Browser o0 0
/CERBER DECR.. x | #
S | d |v [ € @ decryptiozxybarc.onion/CIR2-2220-DBA5-0042-F482 v ¢ |[Q Search | o | =
Tor Enabled
CERBER DECRYPTOR #

Your documents, photos, databases and other important
files have been encrypted! P

To decrypt your files you need to buy the special software — «Cerber Decryptors.
All transactions should be performed via @bitcoin network only.
Within 7 days you can purchase this product at a special price: B1.24 (= $521).

After 7 days the price of this product will increase up to: B2.as (= $1043).

The special price is available:

06 . 23:59:42
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To decrypt your files you need to buy the special software - <>.

Network communication

Cerber can manage well without CnC and accomplish its task offline. However, if given opportunity, it can

communicate with CnC in order to send statistics from encryption process.

First, it fetches geolocation info (in JSON format) of the local computer by querying a genuine service:

http:/ipinfo.io/json

Then, we can observe sending UDP requests to a predefined range of IP addresses:

Destination Protocol Length Info
0 Source : Destination
87.98.128.1 LoP 68 Source port: 33919 Destination port: 6831
87.98.128.2 LoP 68 Source port: 33919 Destination port: 6891
87.98.128.3 LoE 628 Source port: 33919 Destination port: 6891
87.98.128.4 LoE 68 Source port: 33919 Destination port: 6891
87.98.128.5 LoE 62 Source port: 33918 Destination port: 6891
87.98.128.6 LDP 68 Source port: 33919 Destinatlon port: 6881
87.98.128.7 LoP 68 Source port: 33919 Destination port: 6831
87.98.128.8 LoP 68 Source port: 33919 Destination port: 6891
87.98.128.09 LoE 628 Source port: 33919 Destination port: 6891
87.98.128.10 LoE 628 Source port: 33919 Destination port: 6891
87.98.128.11 LoE 62 Source port: 33918 Destination port: 6891
87.98.128.12 LDP 68 Source port: 33919 Destinatlon port: 6881
87.98.128.13 LoP 68 Source port: 33919 Destination port: 6891
Inside

Cerber samples come packed by some crypters/FUDs, so the code is not readable at first. Even when we unpack
the core (i.e. 9a7f87c91bf7e602055a5503e80e2313), only a few strings are readable. It is caused by the fact that
the authors decided to encrypt the strings and decrypt them just before the usage. Example:

BE346BED |r% | PUSH _EBF

EAz4sBEE (| . | MOV EEBP,ESP
EEZ45EFE (| . | PUSH ECH cerber_p. B834E21E
BES4EEF 1 . |FUSH ECH cerber_p. BB34E21E
EEZ4cEFZ (| . | FUSH EBX
BEs4sEFS (| . | PUSH ESI
BEs4sEF4 (| o |PUSH EDI
BES4SEBFS (| . |PUSH Bx1
BES4EEBFT (|« | PUSH BxECEBSFZ0
BEAZ4EEFC (| . | PUSH Bue
HEZ4EEFE [| o | PUSH cerber_p. BBZSESAC
. CALL cerber_p.B034A12A decrypt_string
FUSH ERX L"CEREER™

1 [
EF"=B1CCEEED, [UNICODE "CEREER™]

Address |Hex dump RSCIT |
BESSEEAC(FS D1 AF D1|BE ES @A BA|21 51 AE FE|E? 1A OO0 47| wDEDAR. UGS +TE
BESSESEC(ES 22 10 19|BE EZ 9E 2C| 18 50 AS EE|Z2A 6E ZF CE|R3#420x, tP30#n.
BEASSEECC(9F A2 &1 BC|E0 41 F2 EE|72 CE O8 @@|EC BZ 1F &E(&da. JA,AF. . 9ETk
BASSEE0C( 74 BY 26 41|(EB1 21 O7F CF|C7 44 E4 EF|9R 10 B4 EZ2(tEGRELTOA0N i+l
BEISEEECIEA EE 7S CAID4 AA 51 874D RS CA &5/ 88 BE B8 Ga| fiusd B-ME=f....

The decrypting function takes the following parameters:
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decrypt_string(char* input_buffer, DWORD input_lenght, DWORD key, BOOL is_unicode)

One of the few strings that hasn’t been encrypted was a check against anti-malware vendors (one of them is

Malwarebytes). The list of vendors is in JSON — this format have been used extensively by Cerber.

H119:26 3 « | MUY EHX,LHEE. 2]

E1192677 || o |CHP DWORD PTR_DS: CEAKI, @qE
B119267A || o~ | JHE cerber_p.B119276F
B11926268 || » [ ROR EBX,EBX

a1192652 || . |PUSH_EBX

alis2as3 . |MOU ESI,cerber_p.Bl1RSC2E ASCII "i~"uendors~': [~"UirusBlokAda~", ~"Malwarebutes~""13"
a1192638 || . | PUSH ESI [String = MULL

@119265%2 || . |CALE CWORD PTR DS:[<&KERMELZ2. letrlenf>1|klstr lenf

a1i9z2e2F |1 . |PUSH ESI

Another interesting unencrypted string was a log, showing the statistics from encryption (the feature used if the

malware is deployed in the debug mode):

G1156E34 || PUSH EAX <Hd» = TES23C33 (19714693563.)
E1196E35 || MOW ERK, ECH

B1196E97 | WOR EDX, EDX cerber_p.<Modu leEntryPoint >
B119cE99 || DIV EDI

G1196E3E || PUSH EAX <xdr = TES23C3I3 (19714693563.)
61126630 || PUSH OWORD PTR OS:[@xlif| <Xd: = @q@

E1126EAZ || LER ERX, TEOCAL.27]
E1196EAS || PUSH cerber_p.811AE56S Format = "Kewsize: Hd, Encryption time: Xd..Total files found: Xd, Files crupted: XNd™
H1196EBRA || PUSH ERAX = = kernel32.BaseThreadInitThunk

B1195BAE || CALL OWORD PTR OS:[<&USELw=printfll

H119:EE1 |[AODD ESP,B:15

B1196EE4 || PUSH G:d@ Moty le = MB_ DK ME_ICOMASTERISK!ME_RFFLMODAL
@1195EEE || PUSH_cerber_p. 811AGSAA Title = ™don
G11%:EEE || LEA ERX, [LOCAL.27]
G1126EEE || PUSH EAR Tent = "Freee”
E1196EEF || PUSH EBX hOwner = FRFO&EEE
©119:ECE || CALL DWORD PTR DS:[<&USELMessageBonll
B1196BCE || PUSH Bx1

Configuration file

Cerber comes with an encrypted resource, stored as RC Data. It is decrypted by a dedicated function:

eaz41ea0 || . | PUSH EBH

ea34183E || . | PUSH EDI

eaz4ieaf || - | PUSH CLOCALTE] cerber_p. BESSDASS

eaz41eoz || o |MOW ESI,EAX

oaz41694 || - | PUSH CLOCALZZI [String = “cerber"

eaz41697 || . |CALL OWORD PTR DS: [<&KERMELZZ. letrlenfA>1|Llstrlenm

eaz41eo0 || - | PUSH EAX

eaz41e2E || . | MOl EAX,ESI

BE2416R6 . CALL cerber . BE240244 decrupt_resource

Gooaions || . | LEA ER. CLOBAL.5

4||

HEZ4A2dd—cerber_p. BA34AZ244

Address [Hen dump ASCII - B2 1 BHS
BESSDESE| 71 70 Bl 2E| 15 CE LD 5| 12 B4 22 E5| 8¢ 1r B2 fF|qWtai—oensrotlns| [|COSFErDd | BEEGGAGC

BEIEDAES| 96 B3 PF C9) 34 AD SA SE| 95 C6 SF 76 BC 3F BA EC| PeardsZACA A #o-m SSEFE;EE Sggg?ggg
BE35067S|04 32 2C 26/ 3F D2 F@ A3| D6 51 FS 98|62 BA 56 61|42, &70-uibPh, Uall d| BREEECHE | BEEIDE0
GAZE0e5E| G0 OE ES AA|44 F2 62 6B| 26 56 CE 05| 08 C2 AQ EE|.6R Dohkcliped™ n

ArArranal FfR AT P anlas mA oAar Aalee AR AR Aelar PR AR ARl dnCead BESFFFE4 BEEEEEEE

After decryption, it turns out to be a configuration in JSON format (you can see it full here):

EEz4182E || . | FUSH EDI

EEs41@sF || . | PUSH [LOCAL. 21

AEZ41@%2 (). | HOW ESI, ERA

EES41@34 |) . | PUSH [[LOCAL. 351 String = "nosj"”
AE241@%37 |} . |CACL DWORD PTR DS:[<&KERMELZ2Z. lstrlenA>1|k l=trlenA
AEZ418%90 |} . | PUSH _ERX

EEZ41E%E (] . |MOU ERX,ESI

HE 34 1 8AE . CALL cerber_p.8@34R244 decrupt_resource
GEz41@As | . |LEA ERAX, [LOCAL.S]

EEs41@As || . | PUSH ERR

ﬁlﬁﬂﬁ [ Tl olcuy cosY

4
]
Address |Hex durmp ASCIT

AISEE2ES| B 22 &1 6E| 74 62 &1 V&|22 3H 31 2C| 22 62 6C &lf{™antiav™:i1,"bla
A1SEE2F3| 63 66 6L 63| V3 74 22 3H| VB 22 63 6F| 75 6E 74 72| cklist™:{"countr
BIEEEIA2| 69 65 723 22|20 BB 22 61| 6D 22 2C 22|61 FH 22 2C| i=s:[Man'™, Maz™,
BIEERS1S| 22 62 7O 22 20 22 67 65| 22 2C 22 6B 67 22 20 23| by, "o’ kg, o
BIEER2I22) 6B YA 22 2C| 22 &0 &4 22| 2C 22 Y2 PR 22 2C 22 P4 ka2, "mdT, T, "t
BI1EEB232) &0 22 2C 22| ¥4 SA 22 2C| 22 75 &1 22| 2C 22 Y5 VH(m" "tJ" "ua" iz
B1SEEZ4E) 22 50 2C 22|66 62 €L 65|73 22 2R BB 22 &2 cF &F "]."Fllea":["bun
A155E353) 74 ¥3 65 63|74 ZE &2 61| 6B 22 2ZC 22|69 63 6F £E|tsect.bak™, " ican
A155E363| 63 61 63 63|65 ZE 64 62|22 2C 22 V4|68 7S 60 62| cache.db™, "thumb
BIEEEZVE| 72 ZE &4 62| 22 2C 22 V7|6l 6C eC 65|74 ZE &4 &1fs.db™,"wal let.da
B1EERZ332| 74 22 BD 2C) 22 66 6F 6Cled 65 V2 73|22 2A BB 22 "] "Eolders"i 0
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Configuration is rich in options. Contains i.e:

« a blacklist used to exclude some countries, languages, file names and directories from the attack
« a list of attacked extensions

o environment checks that are enabled

e whether or not to deploy the sample in a debug mode

e encryption settings and output extension
e public RSA key in base64 (decoded).

o files with ransom note to be dropped

o list of services used to obtain geolocation
 range of IPs where to send statistics (compare with IPs described in the section ‘Network communication’)

o format of statistics to be sent

Distributors can customize many things with the help of the config file. Changing the full look-and-feel of the
malware — attacked extensions, ransom note and even extension of encrypted files — can make it appear like a new
product. This flexibility made me wonder if the same package is not being distributed in a different campaign —

not as a Cerber, but under some other name.

The distributor of the analyzed sample decided to exclude several countries form the attack (Armenia, Azerbaijan,
Belarus, Georgia, Kyrgyzstan, Kazakhstan, Moldova, Russia, Turkmenistan, Tajikistan, Ukraine, Uzbekistan). It

will also spare your default Windows directories, Tor browser and Bitcoin wallet.

Loading the key

The sample comes with a public RSA key shipped in the configuration file (described in the previous section).

Below — decrypting public key from Base64:

BES00AET | . |PUSH Bul
BES00AES | . | PUSH ESI
BE200HEA | . | LEA EAR, OWORD PTR S5: CEEF-G8:721
AHSO0AED | . | PUSH ERX
. CALL OWOROD PTR DO5:[C<&CERYFTE2.Cryp cruptS2.CruptStringToBEinaryd
BESO0AFE | . | TEST ERX.ERX
HES00AFE | .+ | JE SHORT cerber_p.BB200B16
@Es00AFS | . | HMOW EARX, DWORD PTR 55: [EBF-GB=2C1

[ElEL=]mln (gl =y=] nnn AalnoDn oTD CC. FCoD—@a 207 ChY
1 [l
ERX=AE2E8FEES, (RASCII TLLUGEEUF PREF ROEF HEU | CRZdLBEF RRUF 2 20RSHAF ooUUEZ F 1 SHDG eRmUZcRowd L )

Address |Hed dump ASCII

Aicd7ZEE| 4C 5 38 P4 4C 55 31 43 E2 EE &4 48 B4 &9 42 Bl |LSatLSICRU4JTIER
A1e47E2FE[ 56 55 48 40 52 55 40 &7 52 2@ 56 BA 4C 53 38 74 | UUJMSUMgSAVZLSE:
@ledvaEa[4C 52 38 4B B4 55 &6C 4R 51 6B &6C F1 51 55 35 43 | LSEETULJRK LgRUSC
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00404DD3 lea eax, [ebp+pInfo]
88484DD6 push eax ; info

00494DD8 push 8000h ; CRYPT_DECODE_ALLOC_FLAG

8A484DD7 push esi ; @
aa484DDD push [ebp+buf] ; size = Bx126

88404DEA mov [ebp+pInfo], esi

B8484DE3 push edi ; decoded_key_stage2

88404DEL push 8 ; X589 _PUBLIC_KEY_INFOD

B04B4DEG push 18881h ; XG@9_ASH_ENCODING | PKCS_7_ASH_ENCODING
B8404DEB mov [ebp+var_18], esi

B8484DEE call ds:CryptDecodeObjectEx
88484DFL test eax, eax

aB4B4DF6 jz short loc_4B4E16
.‘
BO404DF8 lea eax, [ebp+phKey]
88484DFE push eax ; phEey
BO404DFC push [ebp+pInfo] ; pInfo
88484DFF push 1 ; duCertEncodingType
BO404EB1 push hGryptProv ; hCryptProv

B8484E A7 call ds:CryptImportPublicKeyInfo

T N Y T, b e T [ -

Configuration mentioned: “rsa_key_size“: 576 — but it turns out to be a 2048 bit key (BLOB size — 276 bytes)

UBLICKEYBLOB, » B, CALG RSA KEVYX}
SAPUEBKEY {"RSAL", len=2843, public exponent=65537]}
",

ASCIT
+8...H..

m
)
[
m
=
m
T=
[ }
m
=
e
J

BEZEACED |Bel 62| 68 & (a8 H4 a8 8e

BEZEACCE[A] AW @1 BE] S0 o 0 HZ L - =EYEKSH: 28
BEZEACDE £ 1 F z0 SIatsls=CE o aEcl
BEZEACES| 1B 28 FF Al 90 B 25 V@ 29 02 22 84 Do 98 22 DA|+0 (FASp)E04iE#r
BEZEACFE| 2C 23 A2 BC AR AY B4 52 36 29 B2 IF CO 99 24 22| ,35% HH69|P=is2
BEZEADGE| CE& &E 53 B9 ES 4F VA A2 52 42 2C CO &9 E1 SA 48| An'4l S0205E,=ip2E
BEZEADIE| AC AB EF 28 D2 &E 22 A4 48 SE 93 9E A9 92 12 40| CA2A0n [ AHAGKed$M
GEZEADZE|F3 Cl 55 42 EB E2 20 22 84 20 F2 CF B4 18 BY 43| "tUCOOL e+ 5 FEC
AEZEADZE| DE 3C V3 AC 44 FS BE 6E 12 65 2@ 24 C3 FC D4 &F| A<sCD%2n#e i HRdo
HEZEAD4E) 11 29 52 FBE 294 A4 CE 43 EE AB 35 30 8B &F FC FE| A)VidHrCt A5=doRe
BEZEADSE| 42 CF 92 @9 25 2C B@ FB C8 AY @0 B2 35 SC &A 9E|BOl. x<E-53, [Engx
BEZEADEE| 20 2B 2A FC B4 23 FD 58 Bl 29 F& EE FS IC 18 19| - 0R#IEPEITE M
BEZEADVE| DC &B BC 3R 87 Y2 BS& 19 64 22 OE C1 9E C& EV 40| mk.icrA+d28-xAEH
BEZEADZE) 2F 87 @1 92 28 YF OA ¥8 EA BE 4E 67 21 D2 SA DB| PoB<d. pdAM-UEZR
BEZEADTE| D& 4R BF BF AB 42 AB C1 8A Cl1 EF 4F 4F 9C 12 24| i hq SCEL0-LE00445
HEZEADRE| B2 45 22 D2 66 31 ELl 44 41 SF Bl 82 48 CD 94 40|QF Fef 1pDACEE=LN
AEZEADES| 86 EC BF E3 D2 E9 EE 1S5 FA 4E F7¥ 51 27 13 6A AS| cu#A000s M, 2" 15iE
HEZEADCE| E6 72 4B BE Srkz

Installation

A file name of the dropped sample is created in a pretty interesting way. It is not fully random, but based on name
of some file existing in the system, that is searched in the system using a random filter (format: “[random char]*

[random char]. exe”, i.e “p*h.exe”):

BlEF&E1E9 |] . LEA ERX, CLOCAL. 4111
B1EFE1EF |] . FUSH ERX pFindFileData = BASBEVLE
H1EFE196 || . LEA EA:x, CLOCAL.Z2E21
- FUSH ERX FileMams = "Cracdlindowssmsustem32  phh. exe"
B1EFE19T |] . CHLL OWORD PTR DS:[<&KERMELZZ.FindFirstlaFindFicstFiLell
B1EF&190 |] . CHF _EHX, -E1

@leFelfs || .~ [ JE SHORT cerber_p.@l18F&ldd

The found file is compared with some built-in blacklist. When it pass the check, it is chosen as the new name of

the dropped copy of the malware.

In order to prevent user from finding the malicious file by its creation timestamp it is changed to the timestamp of

kernel32.dll existing on the local system.

After the successful installation, the initial malware sample terminates and deploys the dropped copy instead.

Page 9 of 14


https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/import_pkey.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/import_pkey.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/rsa_key-2.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/rsa_key-2.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/find_name_candidate.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/find_name_candidate.png

https://blog.malwarebytes.com /threat-analysis/2016 /03 /cerber-ransomware-new-but-mature/

B18FEEIE|FCALL to CreateProcessll from cerber_p.B1BFEE1E
BE9FEERB| | Modu LeF i leMame = "Ci~sers~stester~~HopDat a~~Roaming~~{BD&v4CFA-429A-BACF-ASF2-Co9CD262084E - osrstub. ene®
BEEEEEER| | Cormandl ine = HULL

Ba8ERERa || cFrocessSecurity = MULL

GaEEEEaa| | oThreadSscurity = MULL

BEAERGEE | InheritHandles = FALSE

Bgieeaana|| Creat ionF lags = 1B0B6EA

GaEEaEaa | | cEnuironment = HULL

86900EEE| | CurrentDic = HULL

BA3SEESS|| pStartuplnfo = BE3SEBGLT
BB3SEESE|LoFrocessInfo = BEIDERES

UAC Bypass

Cerber uses tricks to bypass Windows User Account Controll (UAC) and deploy itself with elevated privileges. It

is achieved by the following steps:

1. Search an executable in C:Windowssystem32, that can auto elevate it’s privileges.

2. Search in it’s import table a DLL that can be hijacked

3. Copy the DLL into %TEMP% folder and patch it — add a code in a new section and patch entry point in
order to redirect execution there. It will be used in order to run the cerber sample with elevated privileges.
It uses: WinExec(“[cerber_path] -eval 2524“, SW_SHOWNORMAL)

4. Inject the code into explorer.exe — it is responsible for executing the UAC bypass. Creates a new folder in
C:Windowssystem32 and copy there both files — an EXE and the patched DLL — under original names,
then it deploys the EXE causing DLL to load and execute the malicious code.

5. When the UAC bypass is executed successfully, it is signalized to the original cerber sample by setting a
property cerber_uac_status — added to a Shell_TrayWnd. Then, the original sample deletes dropped files
and exits. Otherwise, it tries the same trick with different pair of EXE + DLL.

See below how it looks in action:

First, it searches an application that can be used to elevate privileges. The check is based on the fields in

application manifest:

true

Among it’s imported DLLs it searches a candidate suitable to be hijacked. This DLL is copied into % TEMP%
folder

EA0ESTVCE || . |LER EAX, CLOCALS1E13

BAOEETCS B FUSH ER MewF i leMame = "C: \\Users\\tester\\nppData\\Local\\Temp\\1443 tMp™t
o FUSH [ARGE.Z1] EHlsthgFLleHame = "C:~~llindowsswsystem32~~d3d3.dl 1™

WHOESVCC || . |BALE DWORD PTR DZ:[<&KERMEL3Z. CopwFilel]LCopuF i Lell

HHEOEEYDZ || . |LER ERAX,[CLOCAL.1313

pE0ES/DE (| - |FUSH EAR

EEDESYDD |l . |BALE cerber_p.BBDESSFC

Then, it creates a suspended process of explorer.exe, allocates memory in it’s context and injects there own code.

Details given below.

Injection into explorer is performed in several steps. First — malware is coping memory from the context of current
process into the context of explorer.exe. Current image of Cerber sample is replicated into a memory allocated in

explorer at 0x70000. Similarly, the page containing filled data is copied at offset 0x91000 in explorer.
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BEOE4FDS (] . LEA EHRX, [LOCAL.S]

BEOE4FOC (] . FUSH ERX FoEvtesliritten = BEZEDF3S
BEDE4FDOD (] . FUSH ESI ButesTaollrite = FESACIDE [1971372518.1
BEOE4FDE (] . FUSH [ARG. 2] Buffer = cerber_p.BB0EQEEE
HEOE4FE 1 . HMal EST, OWORD PTR DS:[<&KERHELZZ.Wri] kerne 2320 iteProcessHemary
BE0E4FET (] .« FUSH EEX Address = Bx7FOEEE

BE0E4FES (] » FUSH [ARG. 11 hProcess = DODEEL4S
HEOE4FEE . CALL ESI L Il i teFrocessMemory

BEOE4FED (] . LEA ERX, [LOCAL. =]

BEOE4FFE (] . FUSH ERX FoEvtesliritten = BEZEDF3S
AAOE4FF 1 0 FUSH [ARG.S] ButesTalleite = 16BC (4284.1
HHOE4FF4 | BN FUSH [RARG. 41 Buffer = cerber_p.BB0FAL1YE
GE0E4FF? |] . FUSH CLOCAL. 41 Address = Bx210EE

BE0E4FFA (] . FUSH [ARG.11 hProcess = DEEEE14ES
BEOE4FFD . CALL ESI L - it eProcessMemory

In order to run the injected code when the explorer.exe is resumed, malware performs patching of the carrier’s

Entry Point:

HEDESEEE || . FUSH ERX FoBvtesllcitten = BAZE0FZE
HEOESEEC (] « FUSH ExE ButesTaollrite = E (14,1
HEDOESEEE (] . LEA ERX, [LOCAL.S]
HEDOESE] 1 . FUSH ERX Buffer = BRZEDFZA
HEDOESE1Z [] . FUSH EDI Addre=z = BUE2ZBEFRA
HEDEEE1Z [] . FUSH [ARG.11 hFroceszs = CEOEBE14E2
HEDEEE1E (] . Hall BYTE PTR 55: [EEFP-8:241], A-ES
HEDESELA (] . Mol WORD PTR SS: [EEP-E=:1F1], A-EBS5H
DEOESEZE (] .« MLl OWORD PTR S5: CEBEF-E2101, EEX
HEOESEZS (] Mol WaRD PTR SS: [EEP-B=19],8:0EFF
HEOESEZ3 || . Mol BYTE PTR S5: [EEP-B=171,@:C=

. CALL ESI Ly i teProcessMemory
HEOESEZF . PUSH En@ FRegionSize = BHA
HEOEEEZ1 . PUSH E=@ FegionBase = HULL
HEDEEEZS (] . FUSH [ARG.11 hFroceszs = OOEBE143
HEDESEZE 0 CALL OWORD FTEF DS:E<&KER@E%3?.Fluthnitructinr-FluEhInEtructlnnEache

[ Tx Lo ol L Tt MO BT BTR Ss . FERR .

1
Stack 55:[80260F5E]1=0B0DEDEEE [ cerber_p. BBDEQDEE]

Address |Hex dump Disassembly Comrent
BEZE0F 28 ES @8188980 MOL ERE, 819 166G

BEZE0F 25 =] FUSH ERX

BEZE0F 26 ES E1EEE7A6 HMOL ERK, B FESEL

BEZE0F 2B FFO& CALL ERX

BEzZE0FZ0 csz RETH

Now, Explorer’s execution starts from the call to injected code. It is a function of Cerber sample — at RVA 0x55E1,
called with a parameter 0x91000 — pointer to the memory page containing various dynamically loaded data, like
function’s handlers, paths of the files to be used, etc. From inside this code injected to explorer, the DLL patched
for UAC bypass is copied under the original name — along with the appropriate EXE. The executable is deployed
(using ShellExecuteExW) and along with it, the patched DLL also runs.

» Local Disk (C:) » Windows » System32 » 9GUDISDzYoEcYUgIfL - | +y | r
rary ¥ Share with = Mew folder

Mame . Date modified Type Size

B AdapterTroubleshooter. exe 2009-07-14 03:14 Application 3B KE
%) d3d9.dll 2016-03-1016:53 Application extens... 1790 KB

The d3d9.dll is used in order to run the Cerber sample with elevated privileges. Entry Point of the DLL is patched

with a jump to the new section.
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4 [ d3d9.dil = = 87 5 B 2 G
DOS Header =3
IDOSstub o1 2 3 4 5 6 7T 8 3% A B CDE F D12 3 4567 8

E3 Ce 17 1C 00 83 7D
5D 80 50 50 S0 50 &R

TE_EE

oc 01
2C &8

FE-a-1-1

75 05 EB OB 05 00 00
20 1B 41 75 E& C& FB

4 MT Headers
Signature
File Header
Optional Header
Section Headers
4 Sections
4 FE tedt

|=p EP=F45
o .data

o .rsrc
o
L

B A OC nz S5 w4 ko 8 T8 T

Disasm: .text | General | DOS Hdr | File Hdr | Optional Hdr Section Hdrs

Disaam

reloc

The new section contains the code that is supposed to execute the Cerber sample:

E *G.P.U* - main thread, module d3d9

E30A321A FUSH EEF

530A3211 HMay EBF, ESP

S30@a3213 SUB ESP, B8R0

530A3216 MOW ER:, OWORD FTR S5: CEEF+E2E5] d3d9. 53E48800

53083219 HMOW ECH, OWORD PTRE S5: CEEF+E=5] d3d9. 53B488a0

530@321C AOO ECH, OWORD PTR OS5:[CEAA+E43C]

530@321F MOU OWORD PTR S5:[CEEBF-E281,ECH d3d9. 530838608

E30E3222 ML EAX, OWORD PTE S5: [EEF-E=81] d3d9. 5E3B4HBES

E30@3225 MOUE® ERX,.WIRD PTR D5: CEAX+@714]

530@3229 MOL ECH,OWORD FTR S5:[EEF-8x51 d3d9. 53E488ES

S30@322C LER ER:, OWORD PTR O5: CEAA+ECH+EH1

530@323A MOL OWORD PTR S5:CEEBF-B2C1,ER: d3d9. 53063860

530832335 MOU_ ER:, OWORD PTE S5: CEBEF-E=5] d3d9. 53B4EBES

530A32365 MOUE » ERx,.WOIRO PTR D5:[CEAx+E7E]

530@323A OEC ERX d3d9. 53003860

53063238 IMUL _ER:, ERH, Bu 22 d3d9. 5306386EH

E30A323E AOO ERX,OWORO FTR S55:[CEEBF-8xC] d3d9.53B48280

530@3241 HMOU OWORD PTR S5:[CEEBF-B2C1, EAX d3d9. 530038608

S30@3244 ML ER:, OWORD PTR S5: CEEF-E2C] d3d2. 53B48220

530@3247 HMOW ECH, OWORD PTR S5: CEEF+E25] d3d9. 5E3B488a0

530E324A HOO ECH,OWORD PTR O5:[CEAA+E=C]

530@3240 ML OWORD FTR S5:[CEEBF-Ex41,ECH d3d9. 53003860H

5303254 PUSH Gx1 Shl_SHOWMORMAL

5303252 HMOL ERX, OWORDO FTR S5: [EEF-Ex41] d3d9. 530H386EH

E30A32E5 ROD ERR, @xE

E20RAz3252 FIUSH ERX 0 sssamp lesssocerber_sample. ede™ —ewal 2524

530E3259 MO ER, OWORD FTR S5: CEEF-E:x41] d3d2. 530623800
CHALL OWORD PTR D5:LCEAH] kernel32.WinErec

530A325E FUSH Ex@E

5303250 MOL ER:, OWORD FTRE S5: [EEF-Ex4] d3d9. 53003860
CALL OWORD PTR D5:LCEAA+@74] kernel32.Ex itProcess

E30E32685 WOR ERE, ERE d3d9. 530H386EH

E30A3268 INC ERX d3d9. 5308368658

530@3259 LERLE

S30ezzen | (BEEN 2sC ___ . . _.

Successful UAC bypass is signalized by setting a property named “cerber_uac_status” in a found window of the
class “Shell_TrayWnd“. The initial Cerber sample waits for this status to change. If the timeout passed and it
didn’t changed it makes a new attempt of UAC bypass — using a different pair (EXE+DLL). Otherwise it cleans

up the environment and terminates. Infection proceeds from inside of the elevated sample.
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HHOESFEF . FUSH EBX Title = HULL
HHOEESF 16 . FUSH [ClaE,s = B8AZ21088 7YY

. CHLL DllJEIREI FTR D5:[<%USER3Z2.F indllindowlll LF indll indowll
HHOEEF 1Y . FUSH hbOata = HULL
HEDEETF 18 0 ML EBP cerber p. BE0FEEZ24 UHMICODOE "cerber_uac _status™
HHOESF 10 . FUSH EEP Froperty = "ocerber_uac status"
HHOEST 1E . FUSH ERX hlind = BEEZ21886
HHOESF 1F . HMOL DWORD PTE DOS:[@:0OFALFE],EAH
HHOESY 24 . CALL OwWorD PTR O5: [<&USER3Z.SetPropll:] SetPropll
HHOESFZA . MOW EDI, cerber_p. B80ESSEL
HHOESFZF . FUSH EDOI
HHOESF3H . CALL cerber_p.BEDEDCEAR
HHOESF3S . MOl ESI,ERH image_base
HHOESF3Y . CALL cerber_p.@EaDEDCO4

. HMal OwWoRD F'TR SS5:LESF]. 5= 18EC
HHOESF43 . PUSH cerber_p.B80FALFE AraS = BE0OFALVA
HHOES 745 . SUE EDILESI cerber_p. BEOEEBEE
BEOESF4H . PUSH EDI g4 = BEEESEEL
HHOESF4E . FUSH ERX Aras = BEEZ21688a
HAOESF4C . FUSH ESI Hraz2 = BEDEABREA
HE0ES 40 o FUSH cerber_p.8@0FBZ22E8 L ~sllindowss~erdplorer. eqe™

=] 0 CALL cerber_p.ddDEEBEZ inject_into_sxdplorer

E’IEIDEE?E? . AOD ESF, Bl
HHOESFEA . TEST ERX,ERA
HHOESFEC v | JE SHORT cerber_p.H@EDESTEE
HHOESFEE . wOR ESILESI cerber_p. BE0EGBEE
HEDEEFEE ¥ FUSH EEF Froperty = "ocerber_uac_status'
HHOESFE] . FUSH DWORD PTE OS:[E:0OFAL1FE] [hbjnd = BAA1EE4E (class="5Shell_Trawhind"]
HHOESFEY . CALL OWorRD PTR DOS5:[<&USER3Z.GetPropll:] |kGetPropll
HHOESFED0 . TEST ERR,ERX
HHOESFEF o JHE SHORT cerber_p.BH0EEFS4 is_umac_bupassed?
BHOESFT1 . FUSH Ex3ES Timeout = 18BE. ms
HHOESFTE . CALL DWORD PTR DS:[<%KERMELZ3Z.5leepi] Slesp
HHOESF YT . IMC ESI cerber_p. BE0EGBEE
BEOESF YO . CHP ESI,Ex3C
HHOESFEH . JB SHORT cerber_p.B@00EEFGA
HHOESFEZ .~ | JdMP SHORT cerber_p.HB0ESTSE
BEOES VS ¥ | MOV BL, &1 SUCCESE
HHOESFEE » |POP EDI cerber_p. BE0FEZ238

In case if UAC level is set to default (or lower), Cerber can bypass it silently. However, in case if it is set to the

highest, the following alert pops up:

@' User Account Control @

Do you want to allow the following program to make

changes to this computer?

@ Program name:  File Operation
Verified publisher: Microsoft Windows

CLSID: {34D05575-8857-4850-9277-11B55BDBRECS}
Show information about this publisher's certificate

(~) Hide details Ve || No |

Change when these notifications appear

It keeps reappearing till the user click “Yes”:
Conclusion

Cerber is a pretty powerful ransomware written with attention to details. This analysis highlighted only some of
the elements. It has rich customization options and various tricks to make analysis harder. Although this product
appeared recently, for sure its authors are not new in the field of malware development. We can expect it will be

gaining popularity and may carry some new tricks in the future.

Appendix
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e http://www.bleepingcomputer.com/forums/t/606583/cerber-ransomware-decrypt-my-files-vbs-txt-html/ —

thread about Cerber on forum Bleeping Computer

e http://www.bleepingcomputer.com/news/security/the-cerber-ransomware-not-only-encrypts-your-data-but-

also-speaks-to-you/

About the author

Unpacks malware with as much joy as a kid unpacking candies.

Source: https://blog.malwarebytes.com/threat-analysis/2016/03/cerber-ransomware-new-but-mature/
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