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Group Policy Basics - Part 1: Understanding the Structure of a
Group Policy Object

By kexugit
Archived: 2026-04-06 00:02:55 UTC

As a Windows administrator, you almost certainly have used Group Policies to control the settings deployed to the
clients of your Active Directory infrastructure. But with Group Policies getting such heavy use, not as many
administrators fully understand how Group Policy Objects (GPOs) are structured. In this post, I will discuss the
structure of GPOs in order to help bring greater understanding to this topic. When you're troubleshooting Group
Policies in your environment, it's helpful to understand how they're structured, and hopefully this post will clear

up a bit of that mystery.

Group Policy Objects are actually composed of two parts, the Group Policy Container (GPC) which exists in
Active Directory and the Group Policy Template (GPT) where the actual content of your GPOs resides. A third
component, known as Client-Side Extensions (CSEs) can be found on client devices and are necessary for them to

properly process the Group Policies assigned to them.

Before we go through these individual pieces, take a look at how GPOs show up when viewed through the Group

Policy Management Console (GPMC).

ég i\;:t;p Politcv\:;ﬂz'a;a':gemetnt Group Policy Objects in W2K8Forest.com
orest orest.com
= 53 Domains s |Ddegaﬁ°n I
El 53 W2K8Forest.com Name = | GPO Status | Wi Fiter | Modified | Owner |
=/ Default Domain Palicy =/ Defaut Domain Cortrollers Policy Enabled None 1/20/2012 2:34:44 _ Domain Admins (
4 Domain Controllers \=[ Defaut Domain Policy Enabled None 1/20/2012 8:26:30 ... Domain Admins (...

MHH

o | Workstations
&3 Group Policy Objects
__-j Default Domain Controllers Policy
|=[ Default Domain Policy
5[ EventLog Size
% WMI Filters
] Starter GPOs
@ Sites
5E% Group Policy Modeling
1+ Group Policy Results
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In the early days of Active Directory, the only real way to get to a GPO is to open the location where it was linked
(a domain, organizational unit, or site). This made it appear that the GPOs existed at those place in the directory
when they were actually only linked to those locations so that their settings would apply to the specified objects
they contained (such as the computer objects within a particular OU). With the GPMC, it's much clearer to see
that GPOs do not reside at these different points of the directory but instead exist separately and are only linked to

these different levels.

To see an example of where a GPO is linked, you can check the Scope tab of your selected GPO within the
GPMC, as shown below.

_.=-£ Group Policy Management Event Log Size
=] _i\‘ Forest: W2K8Forest.com Scope |D - I =T I T I
= % Domains P etails ettings legation
Bl 3 W2KaForest.com Links
=] Default Domain Policy Display links in this location:
E £ W2KEForest.
2 | Domain Controllers I orest.com j
2 Workstations The following sites, domains, and OUs are linked to this GPO:
Bl G”"E)D :"rtVDObJE_C“‘C valers P = [ Enforced | Link Enabled | Path |
—‘I et oma!n Ol.j olers Faley [&] Workstations No Yes W2K8BForest com/Workstations
|=[ Default Domain Policy
% WMI Filters
] Starter GPOs
[ Sites
564 Group Policy Modeling
4 Group Policy Results
i
Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

MName = |
82, Authenticated Users

Add... Bemove | Eroperties |

WMI Filtering
This GPO is linked to the following WMI fitter:

|<none> j Mpen |

| ]

You can see from this picture that the GPO I created named Event Log Size is linked to the Workstations OU
within the W2K8Forest domain. You can further see that the link is enabled (meaning the policy will apply), but it
is not enforced (meaning that the policy can be blocked if the administrator of the Workstations OU wishes to

prevent the policy applying).

But even the GPMC's view of where GPOs reside is a bit misleading as there really is no Group Policy Object

container in Active Directory. Instead, the actual structure of the GPO is laid out as follows.
Group Policy Container (GPC)

The first piece of the GPO, while not within a container called Group Plicy Objects, is still found within Active
Directory. In order to see it, there are several options. The most common is to use Active Directory Users and

Computers. If you choose this tool, you'll need to take the following steps to see the appropriate folder:

1. Open Active Directory Users and Computers (you can do this by typing DSA.MSC at Start/Run)

2. Select View from the menu bar and ensure Advanced Features is selected (if not, select it)
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3. Expand the System container and navigate to the Policies container

If you don't enable Advanced Features, you won't see the System container. But after this is enabled, you should

have a screen similar to the one below:
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7| LostAndFound
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| MicrosoftDiMNS
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| Machine
| User
] {5AC1785C-016F-11D2-945F -00C04fB984FS}
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There are no items to show in this view.

00 FHFEBRKBBMH

Notice that there are two containers, each with a string of numbers. Each of these represents a different GPO (the
string of numbers is the Globally Unique Identifier, or GUID, of each GPO). Within each of these containers
you'll see a Machine and User container. These contain specific information related to the User and Machine
nodes of the GPO itself (as you might expect, the Machine node refers to computer settings and the User node

refers to user settings).

Another tool that you can use to view these folders is LDP. To use LDP to see these folders, take the following

steps:

1. Start LDP by typing LDP.EXE at Start/Run
2. Select Connections from the menu bar and select Connect... to connect to the Domain Controller of your
choice. Select OK
1. enter the fully qualified domain name of the Domain Controller
2. enter port 389 since you're doing an LDAP query
3. Select Connections again and choose Bind...
1. Make sure you are binding to the directory with an account that has sufficient permissions to do an
LDAP query
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4. Select View and choose Tree. Enter the distinguished name of your domain (for example:

dc=W2K8Forest,dc=com). Select OK

5. In the left-hand column, expand the directory tree and navigate to Policies under the System container

There is one big difference when using LDP, which becomes immediately obvious after selecting one of the GPO

nodes. When you double-click it, you will suddenly see a great deal of information in the right-hand pane. This is

the critical directory information that client machines use when processing GPOs. These settings allow clients to

understand where the content of the policy is, which Client-Side Extensions will be needed to process the GPO

content, etc.

Here is a screenshot of what you'll see within the LDP window:

i, [dap:/ /W2KB-DC.W2KBForest.com/DC=W2K8Forest,DC=com o ] 531
Connection Browse View Options Utlites Help
[=l- de=w2ksforest,dc=com = dSCorePropagationData (2): 2/14/2012 9:04:09 AM Central Standard Time; 0x1 = { NEW_SD ); ;I
- CN=Builtin,DC =W 2K8Forest,DC=cor instanceType: Ox4 = (WRITE
- CN=Computers,DC=\/ 2K8Forest, [ isCriticalSystemObject: TRUE;
QU =Domain Controllers,DC =V 2K8F: name: Polcies; . i
. i X o _“ objectCategory: CH=Container CN=5chema,CN=Configuration, DC=W2K8Forest, DC=com;
- CM=ForeignSecurityPrincipals, DC=', objectClass (2): top; container;
-~ CN=Infrastructure, DC =\ 2K8Forest objectGUID: 2644b0a8-5814-44ad-Bedf-3312ef381017;
- CM=LostAndFound,DC =\ 2KaForesi showlnAdvancedViewOnly: TRUE;
- CM=Managed Service Accounts,DC= systemFlags: (x8CO00000 = ( DISALLOW_DELETE | DOMAIN_DISALLOW_RENAME | DOMAIN_DNSALLOW_MOWE );
- CN=NTDS Quotas,DC =W 2KaForest, uSNChanged: 5707,
- CH=Program Data,DC=MKEFarest UShN Crt?: teu:efﬂjz;nrzmzz 34:44 PM Central Standard Ti
LR _n _ whenChanged: :34: W Central Standard Time;
- Ch=System,DC =W KBForest, DC =a whenCreated: 1/20/2012 2:34:44 PN Central Standard Time;
- CN=AdminSDHolder, CN=System
- CN=BCKUPKEY _1553 2fcf-4060-
- CN=BCKUPKEY _355c60da-98ba- Expanding base "CN={31B82F340-0180-1102-945F-00C04FBY984F 5} CN=Policies, CN=System DC=W2K2Forest DC=com’...
- CN=BCKUPKEY _P Secret,CN=5y Getting 1 entries:
.- CN=BCKUPKEY_PREFERRED Sec Dn: CN={31B2F340-016D-11D2-945F-00C04FB984F9},CN=Policies,CN=System,DC=W2K&Forest,DC=com
. CN=ComPartitions, Ch=System, [ 5!1: {l31 32F340E;n :al:r»t_; 1 D2-.94P5l-}-0 0C04FBO34FY},
e - _ isplayName: Default Domain Policy;
EN=ComPartitionSats, CN Sysf distinguishedName: CN={21B2F340-0160-11D2-945F-00CD4FBIB4FS}, CN=Policies, CN=System, DC=W2K&Forest DC=com;
-+~ CN=Default Domain Policy, CN=5 dSCorePropagationData (2): 21142012 9:04:09 AM Central Standard Time; 0x0 = { J;
- CN=Dfs-Configuration, CN=5yst flags: 0;
- CN=DFSR-GlobalSettings, CMN =5y gPCFileSy=Path: WW2K8Forest. comeysvolW2KEForest com\Policies'{31B2F340-016D-11D2-945F-00C04FB984Fa};
- CN=DomainUpdates, CN=Systen gPCFunctionalityVersion: 2;
-CN=File Replication Service,CN= gPCMachineExtensionNames: [{35378EAC-883F-1102-A894A-00C04FBBCFAZ}{5306A818-2488-1101-A28C-00C04FBR4F1T}]
N =Filal i — _w [{8270319E-BEAC-11D2-A4EA-D0CO4FTOFE3AHB03E14A0-B4FB-11D0-A0D0-00A0CS0F5T4B][{B1BEEDT2-8EAC-11D2-
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- CN=IP Security, CN=System,DC: ) e i , - - i
R instanceType: 0x4 = { WRITE };
- CN=Meetings,CN=System, DC=y isCriticalSystemObject: TRUE;
- CN=MicrosoftDNS, CN=5ystem,C name: {3182F340-0160-1102-345F-00C04FB384F T},
- CN=Pazsword Settings Containe objectCategory: CN=Group-Policy-Container CN=5chema, CN=Canfiguration, DC=\W2K8&Forest DC=com;
olicies, CN=System, DC=\W objectClass (3} top; container; groupPolicyContainer;
0-0160-11D2 objectGUID: 4f8cllec-d38b-425a-51be-042874f0b5ef,
showlnAdvancedViewOnly: TRUE;
systemFlags: 0x8C000000 = { DISALLOW_DELETE | DOMAIN_DISALLOW_RENAME | DOMAIN_DISALLOW_MOWVE );
uSNChanged: 12750,
- CN={50C5C015-3560-47F5- uSNCreated: 5708;
----- CM={BAC1736C-016F-11D2 versionNumber: 3;
- CN=PSPs,CN=System, DC =W 2K whenChanged: 1/20/2012 8:26:31 PM Central Standard Time;
- CN=RAS and IAS Servers Acces: whenCreated: 1/20/2012 2:34:44 PM Central Standard Time;
- CN=RID Manager$,CN=5ystem,”
- CN=RpcServices, CN=System DC
- CN=Server, CN=S5ystem, DC =Wz
- CN=\WinsockServices, CN=5Systel -
4 | | > i
Ready MUM v

Looking at the details of our selected GPO, there are several attributes which are of special interest to us:

displayName: This attribute is the human-friendly name of your GPO

gPCFileSysPath: This attribute points clients to the location where the GPO content can be found.
Collectively, this is known as the Group Policy Template, which is housed in a share known as SYSVOL
gPCMachineExtensionNames: Here is the list of Client-Side Extensions (CSEs) that will be needed by the

client in order to process all of the machine-side settings configured for this GPO
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e gPCUserExtensionNames: This attribute contains the list of CSEs that will be needed to process the user-

side settings. As there are no user-side settings configured in this GPO, the attribute is not populated (and

thus not displayed)

Another important attribute is gPLink and while it's not found as part of the GPO itself, you can find this attribute

everywhere that the GPO is linked. This allows objects within these other containers to know that there is a GPO

it needs to process. In the screenshot below, you can see that the gPLink attribute points to a single GPO found

within the policies container of the system partition:

., Map:f fW2KB-DC.W2KBForest.com /DC=W2KBForest,D{=com

o [m] 3]
Connection Browse View
=] de=w2kaforest, dc=com
- CN=Builtin,DC =W 2K&Forest, DC=com

- CN=Computers, DC=W2K8Forest, DC=c

Options  Utllities  Help

Expanding base "OU=Workstations, DC=W2K&Forest, DC=con. ..
Getting 1 entries:

Dn: OU=Workstations, DC=\V2K5Forest,DC=com

e
=

- OlU=Domain Controllers, DC =\ 2K&Fore:
- CN=ForeignSecurityPrincipals, DC =\ 2Ki
- CN=Infrastructure, DC =W 2KaForest,DC
- CN=LostAndFound,DC="W 2K&Forest,D(
- CN=Managed Service Accounts,DC=W:
- CN=NTDS Quotas, DC=W2K5Forest,DC
- CMN=Program Data,DC =W 2K8Forest, DC
- CN=5ystem,DC =\W2KBForest,DC =com
- CN=Users, DC=W 2K8Forest, DC=com
-OlU=Workstations, DC=W 2K&Forest,DC

distinguishedName; OU=Workstatiens, DC=\W2K&Forest DC=com;

dSCorePropagationData (3): 2/114/2012 9:04:0% AN Central Standard Time; 2/14/2012 9:04:09 AM Central Standard Time; Ox1 = (
NEW_SD ), 0x0=( J;

gPLink: [LOAP# cn={50C5C0H 5-3560-47F 5-ACEB-3023A312VFC 3} cn=policies, cn=system DC=\W2K&Forest DC=com;0];

instanceType: 0x4 = ( WRITE };

name: Workstations;

objectCategory: CN=0rganizational-Unit, CM=5chema, CN=Configuration, DC=W2K&Forest DC=com;

objectClass (2): top; organizationalUnit;

objectGUID: TaB%3e58-c3cd-4c4-a1eb-5346b0bccabh;

ou: Workstations,

uSHChanged: 48576,

uSHCreated: 49573,
whenChanged: 2/14/2012 9:04:35 AN Central Standard Time;
whenCreated: 2/14/2012 9:04:09 AN Central Standard Time;

- CN=WINDOWS7,0U=Workstations,

So now we've seen the Active Directory portion of the Group Policy object. It contains settings so that the client
can learn which GPOs it must process, which tools it will need to process them, and how to locate the GPO
contents in order to process. Now that we've seen the first part, let's take a look at how and where the GPO

content itself is stored.
Group Policy Template (GPT)

The Group Policy Template is where the meat of the GPO resides. By way of comparison, think of how Active
Directory represents a computer object. It lists all the relevant attributes of the computer, but the object in Active
Directory is not the computer itself. In a similar way, the portion of the GPO in Active Directory merely
represents the attributes relevant to the GPO content. The content itself is known as the Group Policy Template,
or GPT, and it resides in a share known as SYSVOL. This share, like the portion of the GPO stored in Active
Directory, is replicated to every DC in the domain. This way, when a client queries for the GPOs it needs to

process, it can locate the contents of those GPOs on the same (in most cases) DC where it's conducting the query.

NOTE: The only exception to this rule is cross-domain GPOs where a GPO is defined in another domain, but
is linked in such a way that clients from neighboring domains need to apply them (a Site-level GPO is an
example, since Active Directory Sites can span multiple domains). In the case of a cross-domain GPO, the
client will need to pull content from a DC in the neighboring domain which can be a very slow process. For

this reason, cross-domain GPOs are not generally recommended.

To see the content of your GPOs, you'll want to look at the SYSVOL share on one of your DCs. You can find the
SYSVOL share by navigating to %windir%/sysvol/sysvol (yes, there is a shared SYSVOL folder within a parent
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SYSVOL folder). The actual sysvol share is set to \\<servername>\sysvol Within this folder, you will see the
same list of GPOs that appear within Active Directory's System/Policies container. These folders are where the
actual settings of your GPO are contained. Depending on the number of settings you've put in place, there will be
more or less present in each folder. Regardless, you are guaranteed to have at least the following folders/files

within each of your GPOs:

e %windir%
o sysvol
= sysvol (shared as \\servername\sysvol)
= <domain name>
= Policies

= scripts

Within the policies folder, you'll find the various GPOs and their configured settings. Again, the following

folders/files are guaranteed to be present for every GPO in your domain:

 Policies
o <GPO GUID>
= Machine (folder containing the computer-side settings of the GPO)
= User (folder containing the user-side settings of the GPO)
= GPT.INI (file containing the GPQO's configuration settings)

Depending on what you've configured, the Machine and User folders may or may not contain additional content.
As an illustration, lets take a look at the contents of a GPO I've configured to set the various Event Logs on my
clients to their maximum size. First, here is the Group Policy Management Editor showing the settings I've

configured. This is the tool you'll be working with when you configure the settings for your own environment.
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E Group Policy Management Editor

File Action View Help

=101 x|

& | rEIX = HE

"4 Registry
|4 File System
=g Wired Network (IEEE 802.3)
] windows Firewall with Advar
~ | Metwork List Manager Policie
Zall Wireless Network (IEEE 802,
| Public Key Policies
|| Software Restriction Policies
|| Metwork Access Protection
7 Application Control Policies
,g IP Security Policies on Active
|| Advanced Audit Policy Confi_
wliy Policy-based QoS
| Administrative Templates: Policy def

[ Preferences -
3

T

_EJ Event Log Size [W2K8-DC.W2KEFOREST.COM] || Policy = | Policy Setting

(=] & Computer Configuration 51) Maximum application log size 16384 kilobytes
2 Policies s Maximum security log size 16334 kilobytes
;_I Software Settings 17z Maximum system log size 16334 kilobytes

=24 Windows settings 17o| Prevent local guests group from accessing application log Mot Defined

B (] Name Resalution Policy 121o) Prevent local guests group from accessing security log Mot Defined

= E gzgi:ﬁsfﬁthutdnwn} l21o) Prevent local gquests group from accessing system log Mot Defined

# 5 Account Policies U] Retain appiication log Not Defined

= Local Policies 17z Retain security log Mot Defined

17lo| Retain system log Not Defined

~g Restricted Groups lz1s) Retention method for application log Mot Defined

[ System Services 121s) Retention method for security log Not Defined

25| Retention method for system log Mot Defined

If you need to know how to launch this tool, you do so from within the Group Policy Management Console by

right-clicking your GPO and selecting Edit... as shown below.
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_g Group Policy Management
= _-é._ Forest: W2K8Forest.com
= (£ Domains
El &3 W2K8Forest.com
i/ Default Domain Policy
2 | Domain Controllers
Workstations
= Group Policy Objects
_EJ' Default Domain Controllers Policy
|=[ Default Domain Policy
Bl cvent Logaizs
% WMIFilters | Edit..
5] Starter GPos  GPO Status

&

Event Log Size

Scope | Details | Seti
Links
Display links in this locz

The following sites, dor

Location =
[2] Workstations

[ Sites
jE'; Group Policy Modeling
¢ Group Policy Results

Back Up...

Restore from Backup...
Import Settings...
Save Report...

View
Mew Window from Here

ity Filtering

Copy
Delete

Rename
Refresh

settings in this GPL

ne *
Puthenticated s

Help

So now that you understand how to make these changes, what does the GPT look like once you've made them?

Below is a series of screenshots to answer that question.

First, here is the file structure of the GPT, showing the GPO I've edited with its top level folders visible in the

right-hand pane
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I} {50C5C015-356D-47F5-ACEB-3023A3127FC3} -0l x]
e . ‘
|°( )v| . = WZ2KBForest.com ~ Polides ~ {50C5C015-3560-47F 5-ACEB-3023A3127FC3} - - m” Search {50C5C015-3560-47F5-ACEE-... B8]
Crganize + Mijen » Sharewith *  Print  New folder = = [l .@.
=l . sysvel 2l Name - |Date modified | Type
=l @) W2KBForest.com
o | Policies . Machine 2142012 9:02 AM File folder
| {BAC1786C-016F-11D2-945F-00C04BS34FS} d User 2/14/20125:02AM  File folder
| {31B2F340-016D-11D2-345F-00CO4FEIE4FS} i / Configuration s
= [ {50C50015-356D-47F 5-ACEB-3023A3127FC3}

. Machine

. User
) saipts
, SysWowe4d
| TAPI
| Tasks
| Temp
J tracng
, Vss
, Web
| Winsxs
=1 € Nehanrk j | | _,I
GPT State: !)33 Shared Date created: 2/14/2012 9:02 AM
.'1" ..‘r Configuration settings Date modified: 2/14/2012 9:03 AM
J Size: 59 bytes

You'll notice the file called GPT (it's actually GPT.INI, though the screenshot hides the file extension). This file
contains the configuration settings for this GPO, which includes its current version number (which is updated
every time a change to the GPO is made) and the default GPO display name (which is the same for every GPO
you create, so don't worry that it's not the name you gave it in the GPMC). Here is how that file looks (NOTE:
You can open GPT.INI with Notepad, but make sure you don't accidentally save it as a .txt file or it will

impact your GPOs ability to do its job)

l {50C5C015-356D-47F5-ACEB-3023A3127FC3} - IEIIlI
| .+ W2KBForest.com - Policies - {50C5C015-356D-47F5-ACEB-3023A3127FC3} ~ b @JI Search {50C5C015-356D-47F 5-ACEB-... m‘
Organize ~ mj Open + Sharewith *  Print  Mew folder = = [ l@l
. sysval ﬂ Mame | Date modified | Type
@ W2KBForest.com
- ) Machine 2/14/2012 9:02 &AM File folder
J Polides
| {6AC1786C-016F-1102-345F-00C047BAa4FS} : User 2/14/20128:02AM  File folder
| {31B2F340-016D-1102-945F-00CO4FBI84FS} * : 2012 9:03 AM Configuration s
. {50C5C015-3560-47F5-ACEB-3023A3127FC3}
. saipts
. SysWOowes4
. TAPI
) Tasks | GrT - Hotepad 3 -0 x|
’ Tem-p File Edit Format View Help
i tradng [General] ﬂ
| Vss version=8 ) .
| Web dispTlayName=New Group Policy Object
| Winsxs
‘?ﬂ Network
il i
L o
GPT State: 2B Shires -
.'1‘. -‘r Configuration settings Date modified: 2/14/2012 9:03 AM
2 -
i Size: 59 bytes
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To see the actual settings we've configured for this GPO, we need to expand the Machine folder (because this is a

computer-side setting), which reveals the following:

: =101 x|
61\_)¢| .+ Machine - Microsoft ~ Windows NT » SecEdit - ml Search SecEdit ﬂ
Organize *  Indudeinlibrary +  Sharewith +  Mew folder == = m .@.
B sysval 2l Name - |Date modified |Type
El (7)) W2KBForest.com
o b Polcies 4 | GptTmpl 2/14/2012 9:03 AM Setup Informati
| {BAC1786C-016F-1102-945F-00C04fB984F 9}
| {31B2F340-016D-11D2-945F-00C04FBIB4F}
= |, {50C5C015-3560-47F 5-ACEB-3023A3127FC3}
B} Machine
= .. Microsoft
= Windows NT
. Scripts
J User
. scripts
. SysWowe4
. TAPI
| Tasks
, Temp
. tracing
m b ves EiEi | i
1 item

State: 32 Shared

You'll notice that there is a folder called SecEdit, which contains the security-specific settings of this GPO. The
file within the SecEdit folder is GptTmpl.inf. It's this file that contains the specific information that your client
needs to configure its settings. Because we've configured this GPO so that its Event Logs are set at the maximum
size, we would expect that this file would contain information directing the client to make this change. By
opening the file we can see that its contents do exactly as we would expect, as shown below (NOTE: you can
edit it with Notepad, but make sure you don't accidentally save it [or GPT.INI] as a .txt file after looking at
it!).
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o [=] S
T ~
|°\ )v| .+ Machine - Microsoft = Windows NT ~ SecEdit v |[i23 | search seckdit [:]‘
Organize MJDpen * Sharewith =  Print  MNew folder =~ 0 @
J SYSVOL ;I MName “ | Date modified | Type
| domain .
. staging la GptTmpl 2142012 9:03 AM Setup Informatii
. staging areas
. =ysvol
@)/ W2KEForest.com IGptTmpl - Notepad
. Policies File Edit Format Wiew Help
. {6AC1786C-016F-11D2-945F-01 [[Unicode]
| {3182F340-016D-11D2-945F-c |UN1code=yes
[version
. {50C5C015-3560-47F5-ACEE-3 |5 i gnature:"SCHICAGOF'
| Machine Revision=1
i [Application Log]
. Microsoft MaximumLogsize = 16384
| Windows NT [security Logl
) MaximumLogSize = 16384
. SecEdit [System Log]
| Seripts MaximumLogSize = 16384
Registry values
) User L g Y ]
. Scripts
. SysWOowe4
TAPT _I _'I
GptTrpl State: 2 Ll 5 —~
.'1‘I .'r Setup Information Date modified: 2 i
J Size: 422 bytes

We can see from this picture that GptTmpl.inf has clear instructions for our client machine to set its Application,

Security and System Event Logs to their maximum size.

As I said earlier, there can be numerous different settings in the GPT file structure depending on how you've

configured your GPO. Other possible folders and files that might appear include:

e Scripts folder - This folder can contain information on which scripts to run, or may include the scripts
themselves. The possible types of scripts include:
o Startup/Shutdown: applies to Computers
o Logon/Logoff: applies to Users
e Applications folder - if you've published or advertised software through a GPO, this folder will contain an
advertisement file (.aas file extension) notifying clients of the software being made available
e Adm folder - Older GPO versions had Administrative Templates stored within the GPT on each Domain
Controller. These templates were actually copied from client machines into the SYSVOL share of the
Domain Controller. Starting with Vista, GPOs no longer do this (though if you edit a GPO with an pre-
Vista OS, it will still behave this way). GPOs now leverage ADMX files that are stored in a Central Store
on client machines (typically c:\windows\policydefinitions) instead of the GPT. But given that many older
devices are still out there, you may see this folder in your GPT.
e Documents and Settings folder - this folder contains any Folder Redirectoin settings configured by the
GPO.
e IEAK folder - this user-side folder contains settings related to Internet Explorer Maintenance.
e Registry.pol - this file contains the registry settings the GPO has been configured to apply. This file also

contains any Software Restriction Policy settings that have been configured.
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In part 2 of this series, we'll look at details of GPO processing, with an emphasis on Client-Side Extensions
(CSEs). We'll also discuss how GPOs are replicated, and how a client knows it's getting the latest version of its

GPO (including knowing whether the GPC and GPC are synchronized with each other).

¢ Anonymous
January 01, 2003
Good note, thanks for sharing :)

¢ Anonymous
January 01, 2003

No words...this is an excellent article!

¢ Anonymous
August 21, 2013
Thanks for sharing - simple explination for GPO

e Anonymous
May 27, 2014

awesome explaination...hard to find.

e Anonymous
June 12, 2014

good note, thank u for sharing

e Anonymous
June 14, 2014

Good explanation for easy self-practices...Thanks a lot!

¢ Anonymous
July 15, 2014

amazing one

¢ Anonymous
August 15, 2014
Useful post

e Anonymous
August 20, 2014
great post, thanks for sharing this

¢ Anonymous
September 07, 2014

amazing post

e Anonymous
September 16, 2014

Page 12 of 14



https://blogs.technet.microsoft.com/musings_of_a_technical_tam/2012/02/13/group-policy-basics-part-1-understanding-the-structure-of-a-group-policy-object /

Thank You very much; you are appreciated!

Anonymous
October 21, 2014

Excellent, very clearly, neatly explained. thank you so much.!

Anonymous
October 21, 2014

Amazing......Just what i needed!!!!
Thanks a lot!!!!

Anonymous
November 24, 2014

Nice one, Thanks.

Anonymous
December 17, 2014

Good presentation for how to set up group plcy options thanks

Anonymous
January 14, 2015

It's really helpful for administrators. Thanks a lot!!

Anonymous
January 19, 2015
Excellent explanation of GPO Thanks a lot.

Anonymous
February 06, 2015
Hello,

thanks for explanation. Well done!
one more thing, didnt you mean in the last sentence whether the GPC and GPT are sync?
(including knowing whether the GPC and GPC are synchronized with each other).

Anonymous
April 01, 2015
Very helpful post. Many thanks!

Anonymous
April 07, 2015

It's good notes but we need short and sweet

Page 13 of 14



https://blogs.technet.microsoft.com/musings_of_a_technical_tam/2012/02/13/group-policy-basics-part-1-understanding-the-structure-of-a-group-policy-object /

¢ Anonymous
May 06, 2015
Thank you!!

¢ Anonymous
May 06, 2015
Thank you!!

e Anonymous
May 20, 2015

GPO made a chaotic impression to me until now. Since I read this post, everything is clear. - Thanks a lot!

¢ Anonymous
May 20, 2015
Trying to find an article to answer the question that if there is a setting in both the user's container in Active
Directory users and computers AND there is also a group policy object that contains that setting, which one
takes precedence? I am going to guess the GPO but am not sure (the setting is for the Remote Desktop
Services idle session timeout - a bunch of users have these set on their user's object but I would like to set a

policy at the domain level to override for everyone.

e Anonymous
July 10, 2015

Very clear and helpful... Request to post an article for group policy as SME preparation point of view

e Anonymous
September 15, 2015

can one recreate a missing gpt.ini?

¢ Anonymous
September 15, 2015
Quite helpful

e Anonymous
October 08, 2015

Its very nicely explained and easy to understand

e Anonymous
November 08, 2015
Great Work

Source: https://blogs.technet.microsoft.com/musings_of_a_technical_tam/2012/02/13/group-policy-basics-part-1-understanding-the-structure-o

f-a-group-policy-object/

Page 14 of 14



