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 Tool: StrongPity

Names StrongPity

Category Malware

Type Backdoor, Info stealer, Exfiltration

Description Trojanized WinRAR installer.

Information

<https://securelist.com/on-the-strongpity-waterhole-attacks-targeting-italian-and-

belgian-encryption-users/76147/>
<https://www.welivesecurity.com/2017/12/08/strongpity-like-spyware-replaces-

finfisher/>
<https://citizenlab.ca/2018/03/bad-traffic-sandvines-packetlogic-devices-deploy-
government-spyware-turkey-syria/>

MITRE ATT&CK <https://attack.mitre.org/software/S0491/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.strongpity>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:StrongPity>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool StrongPity

Changed Name Country Observed

APT groups

  Promethium, StrongPity 2012-Nov 2021  

1 group listed (1 APT, 0 other, 0 unknown)
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