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2 Tool: NetEagle

NetEagle
ScoutEagle
Names scout

Neteagle_Scout

norton
Category Malware
Type Backdoor

(EireEye) While the NETEAGLE backdoor does not have as venerable a history
(identified samples were compiled as early as 2008 and as recently as 2013), it shows a
similar pattern of long-term refinement and modification, including the development of
Description two main variants (which we call the “Scout” and “Norton” variants). Just as with
Backspace, while the details of implementation and specific features across
NETEAGLE samples may vary, the core functionality remains the same except for the

addition of features or enhancements.

<https://media.kasperskycontenthub.com/wp-

content/uploads/sites/43/2015/05/20081935/rpt-apt30.pdf>

Information

MITRE ATT&CK  <https://attack.mitre.org/software/S0034/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.neteagle>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:neteagle>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool NetEagle
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APT groups

APT 30, Override Panda 2005

Naikon, I.otus Panda 2010-Apr 2022

2 groups listed (2 APT, 0 other, 0 unknown)
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