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e Is it OK to disable the Windows Event L.og service?

e Questions? Problems?
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What is the Windows Event Log (EventLog) service?

The EventLog service manages event logs — repositories of events generated by services, scheduled tasks and

applications working closely with the Windows operating system.

The service’s display name is Windows Event Log and it runs inside the service host process, svchost.exe. By

default, the service is set to start automatically when your computer boots:
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Windows Event Log Properties (Lecal Computer) =

General  LogOn  Recovery Dependencies

Service name: EventlLog

Display name: Windows Event Log

Description: is service manages events and event logs. A
upports logging events, guerying events,

tihorrAhina o cwvarte archivinn awart lvne and

£

Fath to executable:
CAWINDOW S System 32 esvchost.exe & Local Service Metwork Restricted 4

Startup type: Automatic e
Service status:  Running
Start Stop Pause Besume

fou can specify the start parameters that apply when you start the service
from here.

Start parameters:

Corca | (1508

You can use the Windows Event Viewer to browse the event logs managed by the service. For example, here are

some of the records captured in the Windows Security event log:

3] Event Viewer - m} x
File  Action View Help

ol ARl e 7]

{2l Event Viewer (Local) Security Number of events: 1,

> 3 Custom Views

< [ Windeuws Logs Keywords Date and Time Source EventID Task Category A Sﬁ.ﬂ‘ﬁ'&' -
2] Application Audit Success 4/ Microsoft Windo... Special Logon = Open Saved Log..
£ Security @, Audit Success  4/23/2021 9:42:13 PM Microseft Winde... 4624 Logen ¥ Creste Custom View...
] setup "QAud\t Success  4/23/20219:47:16 PM Microsoft Wind.. 4611 Security System Extensit Import Custorn View..
] System 9, AuditSuccess  4/23/2021 2:47:16 PM Microseft Winde... 4611 Security System Extensi
] Forwarded Events 9 AuditSuccess  4/23/2021 2:47:15 PM Microseft Winds... 5379 User Account Managerr Clear Log...
» [ Applications and Services Logs ||| @ audit Success 4/73/2021 G:47:15 PM Micrasoft Windo.. 5379 User Account Mananer ¥ | | % Filter Current Log...
(24 Subscriptions < >
[E] Properties
Event 4672, Microsoft Windows security auditing. * | Fina
General Details fed Save All Events As...
~ Attach a Task To this Lo...
Special privileges assigned to new logon. ~
View »
Subiect: hd
[c Refresh
Log Neme: Security H Hep »
Source: Microsoft Windows security Logged: 4/23/2021 :48:13 PM
Event ID: 2672 Tesk Category: Special Logon SR E s L T
Level: Information Keywords: Audit Success [Z] Event Properties
User: N/A Computer:  Win10Pro E] Attach Task To This Eve...
OpCode: Info v |Ez copy »
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What happens if I stop EventLog?
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You may find it virtually impossible to stop the Windows Event Log service.

That’s because the service supports several important system services. You can see that list on the service’s

Dependencies tab:

Windows Event Log Properties (Local Cormputer) =

General Log On Hecu'u.rer'_.r

Some services depend on other services, system drivers or load order
groups. f a system component is stopped, oris not running propery,
dependert services can be affected.

Windows Evert Log

Thiz zervice depends an the fallowing system comporients:

<Mo Dependencies:

The following system components depend on this service:

ool {ei% Microsoft Update Health Service
@ Metwork Location Awareness
: E| MNetwork List Service

{83, Microsoft App-V Client
i} Network Connected Devices Auto-Setup
) k. Windows Event Collector
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And because of those dependency relationships, attempting to stop EventLog triggers a “cascade” that causes all

dependent services to stop too. Here you can see Windows alerting us of that situation:

Stop Other Services *

= When Windows Event Log stops, these other services
J l; will alsa stop.

Metwork Connected Devices Auto-Setup
MNetwork List Service
Metwork Location Awareness

Do you want to stop these services?

Yes No
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But after we clicked “Yes”, Windows failed to stop EventLog and the dependent services! A peculiar error was

returned:

Services >

Windows could not stop the Windows Event Log service on
! Local Computer,

Error 1067: The service cannot accept control messages at this
time.

We tracked the issue to “Network List Service” (netprofm). That service refused every attempt to stop it,
consistently failing with the error above. And since we could not stop “Network List Service”, we could not stop

EventLog either.
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Is it OK to disable the Windows Event Log service?

No — it’s not safe to disable the Windows Event Log service.

Indeed, in the very description of the service, Microsoft warns:

Stopping this service may compromise security and reliability of the system.

That advice makes sense because EventLog provides essential support for Windows Services, scheduled tasks, and
other background programs. Those components typically run “headless”, without a user interface, and rely on the

event logs to record important events.

If the EventLog service stops, those background components will have no way to chronicle their activities. There

would be an ominous gap in the operating system’s low-level records.

With that in mind, it’s easy to see why the EventLog service is an alluring target for attackers looking to
compromise a system. Once the service has been crippled, vital forensics records may not be captured and

intruders could operate with impunity.
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Questions? Problems?

If you would like to know more about the Windows Event Log service, or you have a specific problem, please feel

free to get in touch. We will do our best to help you!
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You may also like...
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