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&2 Tool: Matiex

Names Matiex
Category Malware
Type Keylogger

(PCrisk) Matiex is then name of a keystroke logger which is capable of taking
screenshots, record sound with a computer microphone and data saved in the system
clipboard. Its users can receive logged data via Telegram, SMTP, FTP and Discord.
Description Research shows that this keystroke logger can be purchased for $25, $60 or $99, its price
depends on the subscription plan. As a rule, cyber criminals attempt to deceive users into
installing such software on their computers so they could steal sensitive information that

could be misused to generate revenue.

Information <https://www.pcrisk.com/removal-guides/18433-matiex-keylogger>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.matiex>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag:;Matiex>

Last change to this tool card: 27 December 2022

Download this tool card in JSON format

All groups using tool Matiex

Changed Name Country Observed

APT groups

Operation Epic Manchego [Unknown] 2020

1 group listed (1 APT, 0 other, 0 unknown)
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