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This technical analysis report was prepared as part of the joint cybersecurity advisory titled “Advisory on
Cyberattacks Targeting Korean Citizens and Businesses by State-Sponsored Hacking Groups” issued by the
Republic of Korea’s National Intelligence Service (NIS), National Police Agency (NPA), Korea Internet &
Security Agency (KISA), and Financial Security Institute (FSI).

OverView

AhnLab SEcurity intelligence Center (ASEC) identified evidence that a state-sponsored threat group continuously
distributed malware from 2025 through the first half of 2026 by exploiting vulnerabilities in Korean financial
security software installed when using financial and institutional services. The attackers induced targets to access
malicious URLs through various methods, including watering hole and spear-phishing attacks, and then exploited
the vulnerabilities to ultimately install backdoor malware. In particular, legitimate Korean websites across various
industries, including media organizations, educational institutions, healthcare institutions, and manufacturing

companies, were confirmed to have been abused in watering hole attacks during this period.

Similarly, attack cases were identified in which the same financial security software vulnerabilities were exploited,
but Gunra ransomware was ultimately installed to encrypt files and exfiltrate sensitive organizational information.
Although the two attacks differed in their ultimate objectives and payloads, numerous commonalities were
identified, including the vulnerabilities exploited during initial access, the malware installed, SSH key

fingerprints, and network infrastructure such as download and reverse tunneling addresses.

These commonalities suggest that although the state-sponsored threat group and the Gunra ransomware
group appear to be separate threat actors with different ultimate objectives, they may have shared certain
techniques, tools, and infrastructure or collaborated to a limited extent during the attacks. Although ASEC cannot
definitively determine the relationship between the two threat actors based solely on the information identified to
date, it named this campaign “Operation Double Barrel” likening the common attack flows and indicators of

technical links to two barrels aimed in the same direction.

Based on the activities of the state-sponsored threat group continuously identified from 2025 through the first half
of 2026, this report analyzes watering hole and spear-phishing attack cases that occurred in 2026. In particular, it
examines vulnerabilities in the financial security software A and the financial security software I, Korean financial
security software products exploited in the attacks, as well as the staged payload delivery process. It also analyzes
the backdoors ultimately installed, including Struggle (SIGNBT 3.0) and Brandoor (COPPERHEDGE), along

with the tools abused during the attacks. In addition, the report examines the possibility of a supply chain attack
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based on the fact that multiple websites abused in watering hole attacks were associated with the same Korean
website development and management company. Finally, it compares commonalities in the vulnerabilities,
malware, credentials, and network infrastructure identified in the state-sponsored threat group’s attack cases and

the Gunra ransomware attack cases to analyze the relationship between the two attacks.
For more detailed information, please refer to the attached report.

Korean Report : [Ahnl.ab]Operation Double Barrel(KOR)(2026.07.30).pdf

English Report : [AhnLab]Operation Double Barrel(ENG)(2026.07.30).pdf
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