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Home appliance giant Whirlpool hit in Nefilim ransomware attack

By Lawrence Abrams

Published: 2020-12-28 - Archived: 2026-04-05 16:56:14 UTC

Home appliances giant Whirlpool suffered a ransomware attack by the Nefilim ransomware gang who stole data before
encrypting devices.

Whirlpool is one of the world's largest home application makers with appliances under its name and KitchenAid, Maytag,
Brastemp, Consul, Hotpoint, Indesit, and Bauknecht. Whirlpool employs 77,000 people at 59 manufacturing & technology

research centers worldwide and generated approximately $20 billion in revenue for 2019.

Over the weekend, the Nefilim ransomware gang published files stolen from Whirlpool during a ransomware attack. The
leaked data included documents related to employee benefits, accommodation requests, medical information requests,

background checks, and more.
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The Whirlpool Corporation is an American multinational manufacturer and marketer of
home appliances, headquartered in Benton Charter Township, Michigan, United States.
The Fortune 500 company has annual revenue of approximately $21 billion, 92,000
employees, and more than 70 manufacturing and technology research centers around the

world.

Website:www.whirlpoolcorp.com
Employees:77,000
Revenue:$20 Billion

Stock Symbol:WHR

This leak comes after long negotiations and unwillingness of executives of Whirlpool
Corporation to uphold the interests of their stakeholders. Whirpools cybersecurity is very
fragile, which allowed us to breach their network for the second time after they stopped

the negotiations.

Whirlpool data leak on Nefilim site

A source in the cybersecurity industry has told BleepingComputer that the Nefilim ransomware gang attacked Whirlpool in

the first weekend of December.

1
2Two things have happened to your company.

3
4 Gigabytes of archived files that we deemed valuable or sensitive were downloaded from your network to a secure location.
sWhen you contact us we will tell you how much data was downloaded and can provide extensive proof of the data extraction.
6You can analyze the type of the data we download on our websites.

7If you do not contact us we will start leaking the data periodically in parts.

8
oWe have also encrypted files on your computers with military grade algorithms.

10If you don't have extensive backups the only way to retrieve your data is with our software.

11 Restoration of your data with our software requires a private key which only we possess.

12

12 To confirm that our decryption software works send 2 encrypted files from random computers to us via email.

14 You will receive further instructions after you send us the test files.

1s5We will make sure you retrieve your data swiftly and securely and your data that we downloaded will be securely deleted
when our demands are met.

16 If we do not come to an agreement your data will be leaked on this website.

17

18Website:

19TOR Tink "

20

pipe

email:

-+ Le)@tutanota. com
s j@tutanota. com
dprotonmail.com

Nefilim ransom note

If you have first-hand information about this or other unreported cyberattacks, you can confidentially contact us on Signal

at +16469613731 or on Wire at @lawrenceabrams-bc.

In a statement to BleepingComputer, Whirlpool confirmed the attack and that their systems have been fully restored from

the attack.

"We live in a time when Illegal cyber crimes are all too prevalent across every industry. Data privacy is a top priority at
Whirlpool Corporation and we invest in the technology and processes to help protect our people, our data and our

operations."
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"Last month Whirlpool Corporation discovered ransomware in our environment. The malware was detected and contained
quickly. We are unaware of any consumer information that was exposed. There is no operational impact at this time,"

Whirlpool Corporation told BleepingComputer in an email.

Nefilim is not a particularly active ransomware operation but is known for attacks on other large and well-known victims in

the past.

Updae 12/28/20: Whirlpool's systems are fully restored, not slowly recovering as initially stated.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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