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&2 Tool: SaintBot

Names

Category

Type

Description

Information

Malpedia

SaintBot
Saint Bot

Malware

Downloader

(Palo Alto) The SaintBot tool is a downloader that allows the threat actors to download and
run additional tools on the infected system. SaintBot provides the actors persistent access to

the system while granting the ability to further their capabilities.

<https://unit42.paloaltonetworks.com/ukraine-targeted-outsteel-saintbot/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.saint bot>

Last change to this tool card: 05 April 2022

Download this tool card in JSON format

All groups using tool SaintBot

Changed

Name Country Observed

APT groups

SaintBear, Lorec53 [ 2021-Oct 2022

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=19bd8252-dd80-4fe5-8fd8-5cfe333e889b
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