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 Tool: StarLoader

Names StarLoader

Category Malware

Type Loader

Description
Starloader is a loader component that has been observed loading Felismus and
associated tools.

Information
<https://www.zdnet.com/article/this-stealthy-cat-and-mouse-hacking-campaign-aims-to-
steal-diplomatic-secrets/>

MITRE ATT&CK <https://attack.mitre.org/software/S0188/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.starloader>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool StarLoader

Changed Name Country Observed

APT groups

  Sowbug [Unknown] 2015  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=48a30f28-7841-492e-b26f-884f1ba5272a
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