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Russian hackers wiped thousands of systems in KyivStar attack
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The Russian hackers behind a December breach of Kyivstar, Ukraine's largest telecommunications service provider, have

wiped all systems on the telecom operator's core network.

Following the incident, Kyivstar's mobile and data services went down, leaving most of its 25 million mobile and home

internet subscribers without an internet connection.

Illia Vitiuk, the head of the Security Service of Ukraine's (SSU) cybersecurity department, told Reuters in an interview that

the threat actors breached Kyivstar's network in May 2023.
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They launched the attack months later, wiping thousands of virtual servers and computers and "completely" destroying "the

core" of the telecoms operator.

"For now, we can say securely, that they were in the system at least since May 2023. I cannot say right now, since what time

they had ... full access: probably at least since November," he said.

"After a large-scale break, we prevented a number of attempts to cause even more damage to the operator," Vitiuk added in a

statement published on Thursday SSU's website.

"Currently, the cyber specialists of the Security Service are already researching individual samples of malware used by the

enemy. The attack was carefully prepared for many months."

The cyberattack had a considerable impact on the country's civilian population, yet it notably did not significantly disrupt
military communications. Vitiuk said that this is because of Ukraine's Defense Forces employing different algorithms and

communication protocols.

Breached by Sandworm military hackers

Following the incident, Kyivstar's CEQO and the SSU suggested that Russian hackers may have been involved, given the

ongoing conflict between Ukraine and Russia.

One day later, the attack was claimed by Russian hackers from the Solntsepek group (believed to be linked to the Sandworm

Russian military hacking group). They said they wiped 10,000 computers and thousands of servers on Kyivstar's network.

"We, the Solntsepek hackers, take full responsibility for the cyber attack on Kyivstar. We destroyed 10 thousand computers,

more than 4 thousand servers, all cloud storage and backup systems," the group said in a Telegram post.

"We attacked Kyivstar because the company provides communications to the Armed Forces of Ukraine, as well as

government agencies and law enforcement agencies of Ukraine."

Today, Vityuk confirmed that Sandworm was behind the December attack on Kyivstar, saying that this Russian military

intelligence unit carried out other cyberattacks targeting Ukrainian targets, "in particular [..] telecom operators and ISPs."

An October report from Ukraine's Computer Emergency Response Team (CERT-UA) revealed that Russian Sandworm

hackers breached the networks of 11 Ukrainian telecom service providers since May 2023.

This has led to service interruptions after the hackers deployed scripts during the final stages of the attacks to wipe Mikrotik

equipment and backups to make recovery more challenging.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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