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Teslarvng, Yakuza

Archived: 2026-04-05 20:05:18 UTC
TeslaRVNG Ransomware
Tesla Revenge Ransomware
TeslaRVNG2 Ransomware

Aliases: Teslarvng, Yakuza

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe/ b ndpyeT JaHHbIe TI0/1b30BaTe el ¢ moMoipio AES+RSA, a 3ateM TpeOyeT BbIKyM B #
BTC, utobbl BepHyTH (haiiibl. OpuriHaibpHOe Ha3BaHKe: B 3arvCcKe He yKa3aHo. Ha daiinie HamvcaHo:

defrag.exe. Vcrionb3yet 6nbmioreky Crypto++.

O0OHapyxeHHs:

DrWeb -> Trojan.Inject3.36148, Trojan.MulDrop11.51585

BitDefender -> Gen:Variant.Ransom.Ouroboros.29

ESET-NOD32 -> A Variant Of Win32/Filecoder.OBE, A Variant Of Win32/Filecoder.Teslarvng.A

Malwarebytes -> Ransom.Teslarvng

Symantec -> Trojan.Gen.2, Trojan Horse, Ransom.Teslarvng, Ransom.Teslarvng!g1

TrendMicro ->

TROJ_GEN.R002CO0PCF20, Trojan.Win32. MALREP.THCBCBO, Ransom.Win32.O0UROBOROS.SMA

© I'eneanorus: OQuroboros? >> Teslarvng (Yakuza) > Secles
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I/I306pa)KEHI/Ie — JIOTOTHUII CTATbHU

K 3amm¢poBaHHbIM (aiiam 1006aBISIOTCS paclIvpeHus:
.teslarvng

.yakuza

DaKTUUYeCKHU UCTIOJb3YeTCsl COCTABHOE PACIIUPEHHe:

JJde-crypt@foxmail.com].teslarvng

[de-crypt@foxmail.com].yakuza Buaumanmue! HoBble paciivipenusi, email ¥ TEKCThI O BBIKYIIe MOYKHO

HaWTH B KOHLIe CTaTbH, B obHoBnenusx. Tam MOryT OBITh pa3/inuns C riepBOHa4d/IbHbIM BaAPDUAHTOM.

AKTHBHOCTB 3TOr0 KPUIITO-BBIMOTaTeJis NpuULIack Ha Hauano-cepenurHy Mapta 2020 r. IlItamn gatel: 9 Mapra

2020. OPI/IQHTI/IPOBaH Ha aHIJIOA3BIUHBIX HO}'IL3OBaT€]'[eﬁ, UTO He MelllaeT pAaCrpoCTPAHATDL €r0 Mo BCEMY MUDY.

3amucka c TpeboBaHueM BeIKyTia Ha3biBaeTcsi: How To Recover.txt

Cojep)xaHue 3aNMCKH 0 BBIKYIIe:

[+] What's happened ? [+]

all your files have been encrypted(locked) by us
[+] what should i do [+]
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keep calm and message us

[+] do you guarantee recovery of my files?[+]

it's our job, we can decrypt like we did encrypt and we'll prove that

(unfortunately it's not free, and have to pay a small amount for it )

you'll receive decryption program witch makes your files and system just like they were

[+] well then how should i contact you [+]

email : de-crypt@foxmail.com

email?2 : helptounlock@protonmail.com

just mail us with you teslarvngID file in attachment (the file on all you folders besdie this file )

you should receive answer in 24h max

[+] how can i trust you[+]

you get what you pay for, this is our business and we have customer satisfaction rates witch affects later customers
decision

we decrypt one file for free for ensuring recoverability of your files

you'll sure do recover your files after payment because

if we don't our repopulation will go bad and others won't make payment. sure we don't want that

[+]should i try third party tools[+]

we use very strong military-grade encryption method

you're free to try but none can work without our privatekeys,

make sure to make a backup of encrypted files before trying tools because they can corrupt your files and make

them undecryptable

ITepeBop 3anycKu Ha PYCCKHIt 3BIK:

[+] YTo cimyumnnocs? [+]

BCe Ballu (aisiel 3airdpoBaHbl (3a010KMUPOBaHbI) HAMU

[+] uTo MHe menath [+]

COXpaHsi CIIOKOMCTBHE U coobIaii Ham

[+] BbI rapaHTHpyeTe BOCCTAHOB/IEeHHE MOUX (aiinoB? [+]

3TO Hallla paboTa, Mbl MOXXKeM paciM(poBaTh, KaK MbI 3TO 3aIl(pPOBa/H, U Mbl IOKAKEM 3TO

(K cokaneHuto, 3To He OECIIJIATHO, U 3@ 3TO HY)KHO 3aI/IaTUTb HEOOJIBIIYIO CyMMY)

BbI [TO/TyUHTE TTPOTPaMMy PacIIUGPOBKU, KOTOpast CZieIaeT Balliy (Gai/ibl U CUCTEMY TaKUMMU JKe, KaK OHU

[+] Hy Torza Kak MHe C ToO0M cBsi3aThes [+]

email: de-crypt@foxmail.com

email2: helptounlock@protonmail.com

MIPOCTO HAIUILIKTe HaM C BamuM (aiinom teslarvngID Bo BrokeHHH (aii Bo BcexX BalllMX Mankax, KpoMe 3TOro
(hatina)

BBI I0/DKHBI TIOTYYUTh OTBET B TeueHHe 24 UaCOB MaKCUMYyM

[+] xak 51 Mory Tebe oBepsTH [+]

Bbl mosyuaete To, 3a UTO IJIaTUTE, 3TO HALll OU3HEC, ¥ YPOBEHbB Y/IOBIETBOPEHHOCTH K/IMEHTOB BJIMSET Ha
peliieHue OyayLIX KIMeHTOB

MBI paciM(poBbIBaeM OuH (haii becriatHo s 0becrieueHus BO3MOXKHOCTH BOCCTAHOB/IEHHUs Ballux (aiinios
BbI 00s13aTe/IbHO BOCCTAHOBUTE CBOM (haiil/Tbl TIOCJIE OTIATEI, TIOTOMY UTO

€CJIA MBI 3TOTO He C/leflaeM, Hallla PernyTalys IT0CTPaZaeT, a Ipyrye He OyayT MIaTUTh. KOHEUHO, MBI 9TOTO He
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XOTUM

[+] 51 momKeH onpo6oOBaTh CTOPOHHHE UHCTPYMEHTHI [+]

MBI HCTI0/Ib3yeM OueHb CHIIBHBIM MeTo/ (POBaHNsl BOBHHOTO YPOBHS

Brl Mo)keTe Orpo60OBaTh, HO HUKTO He MOXKeT paboTaTh 6e3 HalllMX YaCTHBIX KITHOUel,

ybezurech, 4To Cienany pe3epBHYIO KONUIO 3aIiM(POBaHHBIX (aii/ioB, OMLITKONW MCIIOIb30BaTh HHCTPYMEHTH,

MOTOMY UYTO OHH MOT'yT IMOBPEAWUTL Balllk q)aﬁﬂbl " COejiaTb UX HeAOoIly CTUMbIMU

Texnnueckue AeTa/ik

Mo>KeT pacripoCTpaHAThCS MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHburypaiuio RDP, ¢ momMoiipio email-criama
Y BPEZIOHOCHBIX BJIOXKEHWH, 00MaHHBIX 3arpy30K, O0THETOB, SKCIIONTOB, BPeJOHOCHOM PeK/IaMbl, BeO-UH)KEKTOB,
(hanbIMBBIX 0OHOB/IEHUH, TIePENaKOBAaHHBIX U 3aPa)KEHHBIX MHCTA/IATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacIpoCTpaHeH s KPUITTOBLIMOTaTe el Ha BBOAHOU CTpaHuLle biiora.

OHy}KHO BCeryja UCT0/1b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecu BbI nipeHe6GperaeTe KOMIJIEKCHOM aHTUBUPYCHOM 3ariuToli Kiacca Internet Security nu Total Security, To

X0Ts1 OBl ZiefaliTe pe3epBHOe KOTMPOBaHKUe Ba)XXHBIX (aiiyioB 1o MeTosy 3-2-1.

» Ynasnsiet TeHeBble Koruu Qaiinos. [TobasnsieT B MeHo nyck ¢aiin defrag.exe

Ucnonb3yet ytunuty sdelete.exe.

» O6a BapuaHTa C pacImpeHus .teslarvng u .yakuza UCIOB3YIOTCS OJWH U TOT e ¢(aiin 3armucku (How To

Recover.txt) u meTky ¢aiinos: "93 9F 7B A9"

Crucok (aii/IoBbIX PacCIIMPEeHHI, MOABEPralIUXCcs IH(POBaHHIO:
910 mokymentbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:

|=] How To Recover

| |INSTALL.EXE.[de-crypt@foxmail.com] teslarvng
|| license.bd.[de-crypt@foxmail.com].teslarvng

| | readme.docxtet. [de-crypt@foxmail.com] teslarvng

|| teslarvnglD

Page 4 of 11


https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjWicM_7Fn7oHAAQdeeLdBxPjadjjRG0xgT20nLChVKcQschL4PICc_8fR8hVpiUqnA-efYkR-xKBd2QU4RpuA2baD4Uu23y1s9cBQYwMoL7MkeMcjKF4rP9Xb5VafuWe12yIwaE4g_It8/s1600/files.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjWicM_7Fn7oHAAQdeeLdBxPjadjjRG0xgT20nLChVKcQschL4PICc_8fR8hVpiUqnA-efYkR-xKBd2QU4RpuA2baD4Uu23y1s9cBQYwMoL7MkeMcjKF4rP9Xb5VafuWe12yIwaE4g_It8/s1600/files.jpg

https://id-ransomware.blogspot.com/2020,/03 /teslarvng-ransomware.html|

How To Recover.txt - Ha3BaHHe (aiia ¢ TpeOOBaHHEM BBIKYTIa
defrag.exe

tempkey.teslarvngkeys

teslarvngID

consoleoutput2287.txt

wbadmin.0.etl

pos.txt

fails.txt

<random>.exe - C/lyuaifHOoe Ha3BaHKeE BPEJOHOCHOTO aiina

Pacnionnoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\admin\AppData\Local\Temp\consoleoutput2287.txt
C:\teslarvng\tempkey.teslarvngkeys

C:\teslarvng\How To Recover.txt
%PROGRAMDATA%\datakeys\tempkey.teslarvngkeys
%PROGRAMDATA%\datakeys\pos.txt
%WINDIR%\logs\windowsbackup\wbadmin.0.etl

3anucu peecTpa, CBA3aHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IM30B.

MbI0TeKChbI:

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOAK/TIOUEHNS U CBA3U:

Email: de-crypt@foxmail.com, helptounlock@protonmail.com
BTC: -

Cwm. HiKe B OOHOBJIEHUSIX JPyTHe afipeca v KOHTaKThL.

CM. HuKe pesy/bTaThl aHA/IM30B.

Pe3ynbrarel aHa/1M30B:

@ Hybrid analysis >>

Z VirusTotal analysis >>

#® Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>
/A MalShare samples >>

«# AlienVault analysis >>
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https://app.any.run/tasks/3af0289f-2bc6-4617-801c-9fa028eb9f49/
https://www.vmray.com/analyses/9ca0776e3c22/report/overview.html
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2] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIsl.

IMonpobHbIe cBeleHNs1 COOMPArOTCs perysipHo. ITpuckinakiTe 0O6pasibl.

=== VICTOPUSI CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

Oo6HoBienue ot 22 mapta 2020:

Iloct B TBUTTEpPE >>

Pacumpenue: otcyTcTByeT

3armcka: How To Recover.txt

Email: helper571@protonmail.com, rdp571@protonmail.ch
Pesynbrartel anammsos: VT + AR + VMR + [A

e

OG0HOB/IEHHS HIOHA:
Email: Black.Berserks@yakuzacrypt.com, Black.Berserks@protonmail.com

Email:ScorpionEncryption@yakuzacrypt.com, ScorpionEncryption@Protonmail.com

Oo6HoBaenue ot 1 urons 2020:

Iloct B TBUTTEpPE >>

3amnucka: teslarvng.hta

Email: maedeh81@yakuzacrypt.com, maedeh81@firemail.cc
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OOHOB/IEHHE HIOJIA:

Email: newbang@protonmail.com, newbang@cock.li

OG0HoOB/IeHME aBrycra:

Email: Founder94@yakuzacrypt.com, Founder94@tutanota.com

OoHoBeHHe ceHTAOPs 2020:

Email: alfryy@yakuzacrypt.com, alfryy@cock.li

BapuasT ot 31 gekadps 2020:

Pacmmipenue: .teslarvngl.5

Email: aes256@criptexst.com, thetaprogram@keemail.me

VT: 960C10FF27C9BB488DAA2DC405E04967

Bapuanr ot 1 anpens 2021:

CamonasBanue: Tesla Revenge Ransomware, TeslaRVNG1.5

Pacumpenue: .teslarvng2

Pesynbrartel ananmmsos: VT + IA

Bapwuanr ot 8 masn 2021:

Pacummpenue: .teslarvng2

[TTa6oH 3ammdporanHoro daiiia: id{GENERATED_ID].[tesladecryption@cyberfear.com].Filename.teslarvng?2
[Tpumep 3aumdposanHoro datina: id[EiAIBPSt].[tesladecryption@cyberfear.com].Media.xlss.teslarvng?2
3aricka: teslarvng?2.hta

Email: tesladecryption@cyberfear.com, tesladecryption@cock.li

R
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Bapuasnr ot 24 mas 2021:
Pacumpenue: .teslarvng?

[MTabmon 3ammdposanHoro ¢aiiia: id{GENERATED_ID].

[angelmorales0123@mailfence.com].Filename.teslarvng?2
3amnucka: teslarvng?.hta
Email: angelmorales0123@mailfence.com

Pesynbratel ananuzos: VI + TG + JSB

Cuctema MOXET Tepe3arpy3uThCsl.

Bapuanr ot 8 centsiopa 2021:

Pacumpenue: Jiquid

[MTpumep 3aumdpoBanHoro daiina: id[xGCgl1FQ4].[unknownteam@criptext.com].document.doc.liquid
Email: unknwonteam@criptext.com, fixbyfinch@tutanota.com

Pesynbrartel ananusos: VT

Bapuanr ot 13 Hosiops 2021:

Pacmvpenue: .teslarvng3

Pesynbrartel aHanu3os: VT + IA

=== 2022 ===
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiiQ0PUXCtKmENhF61lxA4HnY8Pgs06SXETbyyy2u6nqM3KKKosU0FOUFcmoWv3o9ERrEa5V0G6V-jP2b7XAwLea6QYE_0keyI-wUpRuTn4RMHY901vJep2ugonf4MXGSw4dl2X-wJhzlA/s1200/note-8-5-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiiQ0PUXCtKmENhF61lxA4HnY8Pgs06SXETbyyy2u6nqM3KKKosU0FOUFcmoWv3o9ERrEa5V0G6V-jP2b7XAwLea6QYE_0keyI-wUpRuTn4RMHY901vJep2ugonf4MXGSw4dl2X-wJhzlA/s1200/note-8-5-21.png
https://www.virustotal.com/gui/file/edf9912bf2c8c7d9048bc6322900231810de7cc34267acc12e1a256fbecdbbdf/detection
https://tria.ge/210528-zedj8r96b2/behavioral1
https://www.joesandbox.com/analysis/426176/0/html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg1GjE97PHgeT8s3E7dZaSPgNxqjUTgBhrtSoreQdENg_4pIeiJtXENZKAJZbRtZX603fJsW4CC2H9vrfF_j5weHUXcNFc4yRkOAqGtTkiZ3DolVhwE1XfHCVARE1UlHiZHd_gINjERN48/s640/bsod.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg1GjE97PHgeT8s3E7dZaSPgNxqjUTgBhrtSoreQdENg_4pIeiJtXENZKAJZbRtZX603fJsW4CC2H9vrfF_j5weHUXcNFc4yRkOAqGtTkiZ3DolVhwE1XfHCVARE1UlHiZHd_gINjERN48/s640/bsod.png
https://www.virustotal.com/gui/file/720dda988f52c63aa949df9a7b4c5d3e7bd1aa52eda88f965f1d62385f18eaf1
https://www.virustotal.com/gui/file/a4555c6896ec27c3f0fb00c8487c69fcb9e49b9dda684e1351bae975baf0d3d7/detection
https://analyze.intezer.com/analyses/4ae9b673-645b-4e84-80b7-2fa03a34853b

https://id-ransomware.blogspot.com/2020,/03 /teslarvng-ransomware.html|

Bapwuant ot 14 mapra 2022:

Pacmpenue: .Ranger3X

[Tpumep 3ammdporanHoro datina: id[MxbXXXXX].[solution@mailfence.com].License.txt.Ranger3X
3anucka: DecryptFiles.txt

Email: solution@mailfence.com, Filedecryptor@cock.li, yoursolution@tutanota.com

Pesynbratel ananmsos: VT + IA

Bapuanr ot 3 mas 2022:

Pacmipenue: .selena

[Tpumep 3aimdposanHoro datina: id[NCq9lpot].[Selena@onionmail.org].13.01.22.jpg.selena
3armcka: selena.txt

Email: Selena@onionmail.org, Selena@cyberfear.com

Pesynwrartel aHanu3os: VT + IA

BapuaHT oT 26 Masi WM paHbIIe:
Pacummpenue: .StrongX

[MTpumep 3aumdpoBanHoro daiina: id[6ZNpEtv9].[bleepbloopbop@criptext.com].logoff1.bat.StrongX
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https://www.virustotal.com/gui/file/b4b97aa67e2fbfa344053be1c101cbd6560b0a5cfe2de8e2e637ba90c4df2ca9/detection
https://analyze.intezer.com/analyses/234724b2-6a06-4682-bd3b-a809478874d3/sub/2b08dcb0-fc99-47c8-aad0-234036d5d671
https://blogger.googleusercontent.com/img/a/AVvXsEjOAtS8_1rxXJ5hgmLcQz3OHql_N3OI59FaJMwXWpdPMTRu5TOvNktEZgKQomxS2NtPojKJfZk-hvEM5nsicQE5pU2fC2chL4Nkyw_JX-VwLEk8Rs4A9nPcMI9HQlY9SLqwncNYC4KLOXBMXMTaEEYHXMMuMfhrjGcwPA2lvpiq8RVaPhu174VQOsgC=s898
https://blogger.googleusercontent.com/img/a/AVvXsEjOAtS8_1rxXJ5hgmLcQz3OHql_N3OI59FaJMwXWpdPMTRu5TOvNktEZgKQomxS2NtPojKJfZk-hvEM5nsicQE5pU2fC2chL4Nkyw_JX-VwLEk8Rs4A9nPcMI9HQlY9SLqwncNYC4KLOXBMXMTaEEYHXMMuMfhrjGcwPA2lvpiq8RVaPhu174VQOsgC=s898
https://www.virustotal.com/gui/file/a86316d223861553b48d068acde5104d9c03c2106fb1edb774415ce274611349/detection
https://analyze.intezer.com/files/a86316d223861553b48d068acde5104d9c03c2106fb1edb774415ce274611349?vt
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7z6HTZScD0dAnm5rvsslqZGT-8Zh4vble7qo8O0r7PNuTxc46w0qjhuEQrAFUpKNPj1mpec7jY2ncsPurkjVdu4W8ijITO1X7uBs_1PaWaTx003YYvRaq-bTinH_Beb9chuSp3R0enJ_d28E4NrBi_MFZ8irT_A9q-KAsCrKneGpUgfSguc3JXbTg/s1279/note-3-5-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7z6HTZScD0dAnm5rvsslqZGT-8Zh4vble7qo8O0r7PNuTxc46w0qjhuEQrAFUpKNPj1mpec7jY2ncsPurkjVdu4W8ijITO1X7uBs_1PaWaTx003YYvRaq-bTinH_Beb9chuSp3R0enJ_d28E4NrBi_MFZ8irT_A9q-KAsCrKneGpUgfSguc3JXbTg/s1279/note-3-5-22.png

https://id-ransomware.blogspot.com/2020,/03 /teslarvng-ransomware.html|

3amucka: ReadMe.txt

Email: bleepbloopbop@criptext.com, bleepbloopbop@protonmail.com

Bapwuanrt ot 13 urons 2022:

[Hom. Ha3BaHue: Sheeva Ransomware

Pacumpenue: .sheeva

[Tpumep 3amdpoBanHoro daiina: id[ XXX XXXXX].[Sheeva@onionmail.org].document.doc.sheeva
3anumcka: sheeva.txt

Email: Sheeva@onionmail.org

Pesynbrartel aHanusa: VT + IA

OO6HapyXeHUs:

DrWeb -> Trojan.Siggen18.4363

ESET-NOD32 -> A Variant Of Win32/Filecoder.Teslarvng_A
Malwarebytes -> Generic.Trojan.Malicious.DDS

Microsoft -> Trojan: Win32/Casdet!rfn

TrendMicro -> Ransom.Win32. TSLREVENGER.THFAEBB
=== 2023 ===

BapwuaHT okTao6ps 2023:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhn-tQWA-itxwaorftv95AUTVX-8wX5065xUak_UKhHnruBIposeFa0Jjmvz2hQ-Dsle9PUdaZ170SWoczDZpbI9k7rJWqEbVLx5bhA0oMam3EIY3q7bHO7oXRpeuwK-nQbt_lk26s9BfHUW-oTeG_8q20SZr8dZo9cFHCHftxkH8eIPMqZxtfRLJsS/s978/note-26-5-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhn-tQWA-itxwaorftv95AUTVX-8wX5065xUak_UKhHnruBIposeFa0Jjmvz2hQ-Dsle9PUdaZ170SWoczDZpbI9k7rJWqEbVLx5bhA0oMam3EIY3q7bHO7oXRpeuwK-nQbt_lk26s9BfHUW-oTeG_8q20SZr8dZo9cFHCHftxkH8eIPMqZxtfRLJsS/s978/note-26-5-22.png
https://www.virustotal.com/gui/file/991d018090cfd0b39d562010abf24b169ed55bea2d1bfc3044622e2ade3827d7/detection
https://analyze.intezer.com/files/991d018090cfd0b39d562010abf24b169ed55bea2d1bfc3044622e2ade3827d7?vt

https://id-ransomware.blogspot.com/2020,/03 /teslarvng-ransomware.html|

=== BJIOK CCBIJIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Message + Message + myMessage

ID Ransomware (ID as Teslarvng)
Write-up, Topic of Support
Github samples >>

Thanks:

Raby, AkhmedTaia, Michael Gillespie, Bart
Andrew Ivanov (author)

rivitna

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/03/teslarvng-ransomware.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/raby_mr/status/1238008985854152705
https://twitter.com/demonslay335/status/1242079149931577345
https://twitter.com/Amigo_A_/status/1242794777076170757
https://github.com/f6-dfir/Ransomware/blob/main/TeslaRVNG/TeslaRVNG_samples.txt
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

