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D ApT group: Curious Gorge

Names

Country

Sponsor
Motivation

First seen

Description

Observed

Tools used

Operations performed

Information

Curious Gorge (Google)

State-sponsored, PLA SSF
Information theft and espionage
2022

(Google) A group TAG attributes to China's PLLA SSF, has conducted campaigns
against government and military organizations in Ukraine, Russia, Kazakhstan, and
Mongolia. While this activity largely does not impact Google products, we remain

engaged and are providing notifications to victim organizations.

Sectors: Defense, Government.

Countries: Kazakhstan, Mongolia, Russia, Ukraine.

Curious Gorge, a group TAG attributes to China's PL A SSF, has
remained active against government, military, logistics and
Apr 2022 manufacturing organizations in Ukraine, Russia and Central Asia.

<https://blog.google/threat-analysis-group/update-on-cyber-activity-

in-eastern-europe/>

<https://blog.google/threat-analysis-group/tracking-cyber-activity-eastern-europe/>

Last change to this card: 04 May 2022

Download this actor card in PDF or JSON format
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