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CryptoMix: Avast adds a new free decryption tool to its collection

By Jakub Kroustek 21 Feb 2017

Archived: 2026-04-05 20:57:07 UTC
Avast now provides a decryption tool for ransomware CryptoMix (offline only)

In cooperation with researchers from CERT.PL, we are happy to announce the release of another decryptor tool,
for the ransomware,CryptoMix. CryptoMix has multiple aliases, including CryptFile2, Zeta, or the most recent

alias CryptoShield.
Please note: a successful decryption is not always possible. See a description of the limitations below.

CryptoMix is a ransomware strain that was first spotted in March 2016. In early 2017, its author(s) renamed
CryptoMix to CryptoShield. The spread of this ransomware could be described as a medium level of prevalence

and has been steady since its discovery. It uses exploit kits (RIG at the moment) as its main delivery method.

Once CryptoMix infects a machine, it tries to communicate with its Command and Control (C&C) server to
establish a key to encrypt files (the AES-256 algorithm is used). However, if the server is not available or if there
is a connection issue (e.g. blocked communication by a firewall), the ransomware will encrypt files with one of its

fixed keys, or “offline key”.

Our decryption tool for CryptoMix can decrypt files that were encrypted using the “offline key”. In cases where
the offline key was not used to encrypt files, our tool will be unable to restore the files and will not modify any

files.

You can distinguish CryptoMix by its new file extensions added to the original file names: .CRYPTOSHIELD,
.scl, .rscl, .lesli, .rdmk, .code, or .rmd. Furthermore, the ransom notes are located in files with the names
HELP_DECRYPT_YOUR_FILES.HTML, # RESTORING FILES #.TXT, etc.
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Elle Edit Format Wiew Help
HOT YOUR LANGUAGE? USE hetp:/Seranslate.google.com

What happened ©o you filea?
kll of wour file= were epcrypted by & strong enceyption with R3SA-2048 using CryprtoShield 1.0.
Hore information about the encryption keys using RS5A-2048 can be found here: https://en.wikipedia.org/wiki/RSA_(cc

How did this happen 2

Specially for your PC was generated personal RZEA-2048 EEY, both public and private.

ALL your FILES were enccypted with the public key, H]’Jl'ﬂn has been transferred to FOME computer via the Internec.
Decrypring of your files is only possible wicth cthe help of che privace key and decrypt program , which i3 on our 3

What do I do 7

S0, There are CWO WAYE You Can choofe: wait Lor & miracle and get your price doubled, or acarc 3end emall now for
and restore your data sasy way.

If You have really valuable dates, you bhetter not waste your Cime, because Theoe 18 oo other way to get your files,

To receive your private =softwvare:

Contact us by emaill , send us an email your (personal identification]) ID number and walt for further instructions.
Our specialist will concact you within 24 hour=.

For you to be sure, that we can decrypt yvour file= - you can =end us & single encrypted f£ile and we will =end you
This will be your guarantee.

Plea=e do not waste your time! You have 46 hours only! Afeer that The Main Server will double your price!
%o right now You have a chance to buy your individual private Sofclare with a low price!

Dear antivirus companies. We do not have any relation with CryproMix or CrypMix. Please do not deceive the people.
CONTACTS E=MAILS:

EE!E—&[.\.J’.\I}'_SU.EIE indis, com - SUPPORT:

restoring_suplcomputerdu.com - SUPFORT RESERVE FIRST;

EE‘ﬂE-DfIDIJ'_IE-EE‘E'\!'EE\.HI."\.G-'UD]T\ - SUPPORT RESERVE SECOND:

Il (PERSCHAL IDENTIFICATION) :

CryptoMix is a nasty ransomware strain that has been spreading for a while. Its code quality is pretty low
compared to its competitors and it even contains flaws that may cause your files to become undecryptable. You
can easily find online complaints left by victims that paid the ridiculous amounts of extortion (5-10 bitcoins ~
$5,000-$10,000) and that were left without decrypted files. This might be the reason why its authors are changing

the name so often - would you even consider paying someone with such a negative reputation?

As always we advise you to not pay the ransom! There’s always a chance that your files can be decrypted, for free,

in future. The decryption tool released by us today, might be hope for at least some affected by CryptoMix.

How to protect yourself from ransomware

e Make sure you have antivirus, like Avast, installed on all of your devices. Antivirus will act like a safety
net and block ransomware before it can cause any damage, in case you accidentally try to download it.

e Be smart and alert. Ransomware distributors often use social engineering tactics to trick people into
downloading the ransomware. Be careful which links and attachments you open and what you download
on the web. Make sure you verify the source of emails including links and attachments and only download
software and visit trusted sites.

e Backup your data properly on a regular basis. Be sure to not keep your backups connected to your devices

all the time, otherwise, your backups could be held ransom as well.

If you do become infected with ransomware, make sure to check out our free ransomware decryptor tools to see if

we can help you get your files back!
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We would like to thank the researchers from CERT.PL for their detailed analysis of CryptoMix and for the set of
offline keys they provided us, to supplement our list. Furthermore, a special thanks also goes to my colleague

Ladislav Zezula for preparing this decryptor.
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