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On January 2012, AlienVault reported a Sykipot variant with smartcard access capability that has drawn high
attention in the security industry. The internals of this malware sample, such as flow of the malware, backdoor
capabilities, tricks and techniques, and encryption algorithm are described in this paper. Additionally, its backdoor
capabilities are compared with the analysis work of another Sykipot variant published by Symantec. This
comparison displays the vast improvements that Sykipot has made. And most importantly, this paper facilitates the
security analysts or researchers to response and remediate Sykipot infections, analyze the impact of Sykipot
infection, decrypt Sykipot encrypted messages, or even design a fake bot to communicate with the attackers for

future research works.
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